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qu iX Introduction
Chapter 1.  Introduction

The Radix Device Management Platform is a comprehensive, SaaS turnkey solution to
manage entire fleets of devices remotely, without the need to set up local servers. The Radix
platform can be used on Android devices as well as devices running Windows, or ChromeOS.
The latest release of the Radix Device Management Platform features a new Ul that is faster,
more feature-rich, and more secure.

Here is just a partial list of some of the things that the Radix Device Management Platform
will allow you to do:

o Install several apps on an entire fleet of devices at once,

e Send files and important alerts to users on their devices,

e Assist users by adjusting settings on their devices,

¢ Block problematic software apps from devices,

e Allow only certain software apps, to operate a device in “Kiosk” mode,
e And much more.

We will first go over the general layout of the Radix Device Management Platform. After
that, we will step you through how to get the most out of its many features.
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Chapter 2. Creating an Account and
Logging In
2.1 Creating an Account

You can create an account in the Radix Device Management Platform, either as an
administrator, user, or just “supporter” (where you can only request customer support).

1. Click here to register in the Radix Device Manager console. The following
Registration Form window opens:

RadiX

SR STR emon? Create Account

Seamlessly Operate,
Manage, Control
And Optimize Your
Connected Device
Fleet

Vet tos e as

&% '*-vrw.w.-- i Seopo F900

2. After you complete the details and click Continue, you will be requested to enter the
details of your organization, contact name, and phone number:

Radix

Orvice Mamagmrert bemogned

Add more details

Seamlessly Operate,
Manage, Control
And Optimize Your
Connected Device P
Fleet '

VAR 44t wet s

&% u’:‘l.;'.f-\l<;‘- T e o
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RCI d iX Creating an Account and

3. Upon clicking Create Account, you should receive an email containing an account
activation link. Make sure you click on Confirm my account to activate your
account. The confirmation link is valid for 30 days after you register.

"RadiyX

Dear admin@qals

We hope all is well

Thank you for registering!

Your Radix VISO device management account will be active shortly.

Please click the button below 1o confirm your account registration (the link is valid for 30 day)

Confirm my account

Conliim oy dicourt

Aler activation, you will be able 10 start enrolling devices.
The simplest way t0 envoll 3 device is to download the agent for your operating system and follow the installation wizard (if you would ke 10 enroll K0S/Mac0S devices, please follow the tutorial in the device
management consale).

Qawmiosd

During Instaliation, you will be asked 10 supply your account name and server address details. Please eoter the following details:
Account name: qals

Setver Address: hittps://visemdm.com

M you need aty assistance CONCt our suPPOr team by amadl or chat with us online.

Best.

The Radix tearm

Radix Technologies Ltd.

4. Make sure you click on Confirm my account to activate your account.
5. The EULA screen opens. Check the I agree checkbox and click OK to accept the
terms and conditions.

Terms and conditions

End User License Agreement

[Last Amended: January 2021]

This End User License Agreesent ([“EULA") governs your engagesent with Radis Technologles Ltd.

(“Radix”, “we" “our”), mith respect to the usage of Radin’s hardwsre, software, mobile app, chrome extension and other proprietary technology. as well as all features
avallable thereln (“Product™).

This EULA s & legally Binding and an enforceable agreesent betwsen you (“End-User” or “you™) and Badix. End-User and Radix shall each be referred to hereln as a
“party” and collectively as the “partles”.

ACCEPTANCE OF THE TERMS: B RECTSTERING TO USE THE PRODUCT, OR BY OTMERMISE USING THE PRODUCT, YOU ACKNOMLEOGE THAT WOU MAVE NEAD, UNDERSTOOO AND AGRLED TO THE TERMS
OF THIS EULA, YOU AGREE TO 8 BOUMD BY THIS EULA AND TO COMPLY WITH ALL APPLICABLE LAWS AND REGULATIONS REGARDING YOUR USE OF THE PRODUCT. IF YOU DO MOT AGREE TO ALL
OR PART OF THIS PULA PLEASE DO NOT REGISTER, OR USE THE PRODUCT OR ITS FEAUTURES IN ANY MANNER.

1. REGISTRATION AND ACCOUNT

1.1, In order to use the Profuct, you must First open an sccount register snd create an scoount or m some cases that an account (“Account™) will be created to you by

1 lagree

6. Upon clicking OK, the Radix Device Manager login screen opens.
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Once you have created an account, you can log in to your account using your Google or
Microsoft account credentials as well.

1. If you add a user who with the option to log in with a Google/Microsoft account, a
confirmation email will be sent to the user. The user will be able to log in after

confirmation.
Viso MDM Accounts sceoavtasqih.cmm v arasorieacim
Radix

Dear

We hope all i weil

According 10 our records, your sdminisirator registened a new Radix VIS0 device mansgement account for you
The accaunt is paired with your GOOGLE acczunt,

Phease click the bullon below ta confirm your account registration.

Confirm my account

Lonfier vy accoint

Best,

The Radix team

Fadix Technologies Lod.

£ india-nt fom

Email: 5up

Website: msoradis-int.con

Figure 2-1: Google Confirmation E-mail

Upon your first login, you will see the End User License Agreement.
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Terms and conditions

EMD USER LICEMSE AGREEMENT
{Lost Amended: May 1, 2025]

This Enel User License Agreement (" EULA ") governs your engagement with Radis Teehnologies Lid, |* Radix *, " Campany " "we ' " ar * " ouf "), with respect 1o the Usage of Radix's
Dashidoard and Product F.EB defined herain],

Radiz specializes in praviding advanced device managemant solufions through a comprehensive, choud-based piatform designad to simplify the administration and secunity of various devices
across diverse anvironments (¥ Product 7). Cur offerings support cusiomers who have purchasad the right to use our Products, whather directly from us or ingirecily through any of our
distibutors and busingss partners (* Custemens ") The Customers may mclode eoucational Institutions, enterprises, and pulbe Se21075, using the Product 1o ansure thair managed devices [*
Devicefs ") remain healthy, secure, and optimally tuned to their mission. Key features of the product include centrafized control over the Devices, remote installation and updates, and
comgreharnsve Securlly monitoring and managernent leatures. The Customen and its aulharized useds are able 10 control and operate hose features thiough the use o a designated Wi
intertace | Dashboard *], which s an integral part of the Product or provided othenwise by the Cusiomer

This EULA is & legadly binging and enfarceable agreement betwesn Radix and you, a user of the Produet (" End User " o ” yau "), whether you are the Customer fseff er any of s autharizea
users. The End Liser and Radix shall @ach be referrad to hersin as a * party " and collactively as tha * parties '

ACCEPTANCE OF THE TERMS: BY REGISTERING AND ACCESSING THE DASHBEOARD OR OTHERWISE USING THE PRODUCT, OR BY OTHERWISE USING THE PRODUCT, YOU ACKNOWLEDGE
THAT YOU HAVE READ, LINDERSTOOD AND AGREED TCO THE TERMS OF THIS EULA. YOU AGREE TO BE BOUND BY THIS EULA AND TO COMPLY WITH ALL AFPLICAELE LAWS AND
REGLILATICONS REGARDING YOUR USE OF THE PRODUCT. IF ¥OU DO NOT AGREE T ALL OR PART OF THIS EULA PLEASE DO NOT REGISTER OR LSE THE PRODUCT OR ITS FEATURES IN
ANY BANNER,

1. REGISTRATION AND ACCOUNT

11 In order to use and access the Dashboard or the Product, you must have a registered account (* Account "}, created for you independently or by the Customer. As part of the
raqistration procass, wa will collect wour name and a valid email address, and desinnata you with a personal usarname and password,

| ] 1agree

2. Check the I agree checkbox and click OK.

Note: A user who logs in via a Google or a Microsoft account can be related to only one
domain. If you would like to switch to another domain, the user will have to be removed from
the previous domain.

2.2 Logging into the Radix Device Management Platform

1. To start using Radix Device Management Platform, go to the login page. You will see
the login screen on the right side, along with a brief description of the advantages of
the Radix Device Management on the left.

Radix

Dorvkon Mansgermas Ao ed

Login

admin

Seamlessly Operate, o
Manage, Control
And Optimize Your

Connected Device __
Fleet

P pR—

+Goagit 20t MICro20R I requIes 30min apomVI|

Sonrevesmacacnt Sorw

s% m«v'—v::..\.‘ -t Bageest (e

Figure 2-2: Radix Device Management Login Screen
2. Enter the username, account name, and password as you entered them when

registering your account.
When you click Log in, the Overview Dashboard of the Radix Device Console opens.

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/
https://visomdm.com/index.html#/login

L ]
Rq d IX Creating an Account and Logging In

Rodix € @ Doshboord

& Costoan

T Cwicen

@ Commons saston
by 270228 116
. —— _— ol SR
- - el aen Aa / : o .
7/ - o - . -~ 25 1L20ea d0e
== w7 s
g Momused @ Lost commonds Q @ 0S distribution
apps
Ademen W ““‘:h‘:w‘ LR —— 0 > |

We will examine the sections of the Overview Dashboard in the next chapter.
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Chapter 3. Overview Dashboard

After successfully logging in, you will see the Overview Dashboard, which gives
information about the number of devices and users presently active, and which apps and
operating systems they use the most.

Radi)( e @y Doshboard

uneg 3596 201

Totol devices Tolol users

> ‘ =" devices

@
3500 ~ -
CF
3 000
2500 -
oV ) E
= 2,000
B Devies twstn
1500 -
1,000
500 -
°
am - R 2eM
. .
-
8 Most used & © Last commands o @ 0s distribution
opps
Ao O T*"‘_m || 15 wiFiv-Oovicaner v oece e T

Figure 3-1: Overview Dashboard—Top Pane

You can collapse the sidebar menu on the left side of the screen by clicking on the
“hamburger menu” on the upper left:

RadiX & (@ Dushboord

@ Cosnboard

1 Deviros

201 290

Totol devices Total users Active users

— Recently enrolled
=" devices

B Commond Hatory 1000

ISR dhs

/| Nov 1 M

Figure 3-2: Overview Dashboard—Top Pane with Hamburger Menu expanded

We will explain the purpose of each section of the Overview Dashboard:
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Item | Description

(1) | Navigation Bar Menu

(2) | User Account and Profile Menu

(G) | Device and User Summary

(4) | Device Location and Enrollment Summary
@ App Usage and Commands Summary

3.1 Overview Dashboard-Navigation Sidebar Menu

The Navigation sidebar menu on the side of the Radix Device Management Platform gives
you access to all of the options in the Radix Device Management Platform. Here is a brief
summary of each menu item:

e Dashboard displays information about the number of enrolled devices, their location,
apps usage, and results of commands,

e Devices displays the Devices Table, where you can view information about all
enrolled devices.
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The Libraries Section gives a drop-down list of software and apps that can be sent to remote
devices. It consists of the following menus:

e The Deployment menu allows you to install apps, send messages and files, and run
commands or scripts on remote devices,

e The Automation menu allows you to compose a workflow (a sequence of commands
to be executed on remote devices), or to execute commands in accordance with a
trigger,

e The Configuration menu gives a drop-down menu of commands to manage device
settings as well as the apps that can be run on remote devices.

The Modules Section includes additional consoles that provide additional functionality and
control over your fleet of remote devices. These consoles include:

e Device Templates opens the Device Templates module, which allows you to
configure content and apps on entire groups of devices.
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e Streams: Content Delivery opens the Streams Console, where the user can create a
slideshow consisting of images, video clips, or creative content.
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e Views: Web Launcher opens the Views Console, where the user can display a video
clip from a URL on a group of devices.
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e Device Health opens a console that displays data on app crashes, battery power, app
usage, network disconnections, and low Wi-Fi signals to devices.
e Support Center opens an interface that shows data of customer support on devices.
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e Support Center opens an interface that shows data of customer support on devices.
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e Command History Section

This displays the Commands History Log, showing all commands sent to devices and

their results.
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3.2 Overview Dashboard--Top Panes

The banner at the top of the page displays the following information:

e Total devices: The total number of devices enrolled in the system.

e Active devices: The number of devices that are active in the last 24 hours.

e Total users: The total number of users enrolled in the system.

e Active users: The number of users who are presently using the system (excluding
yourself).

{1l Doshboard

=19 229

Total devices Active devices Tatal users

Figure 3-3: Overview Dashboard--Top Panes

3.3 Overview Dashboard—Middle Panes

Underneath the top ribbon, you will see fields that show the number of devices that are
presently connected and where they are located, as well as the ID of recently enrolled
devices, with information about the operating system that they use, the Device ID, the

enrollment date, and the device’s IP address. Clicking on the Reload icon Q in any of the
fields will update the information.
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Figure 3-4: Overview Dashboard--Middle Panes
The middle panes display the following information:

e Connected devices: The total number of devices enrolled in the system,
according to their last check-in time.

e Last seen device locations: The locations of the last devices who reported their
connection to the domain. As we will see, this can be useful in locating a device,
in a situation where a device is lost or stolen.

e Recently enrolled devices: The devices in your fleet that logged in most recently
to the Radix Device Manager, as well as the date and IP address of the login.

3.4 Overview Dashboard—Bofttom Panes

In the bottom section of the Overview Dashboard, you will see fields that display the most
used apps among the active devices, the last commands that were used, and the distribution of
operating systems among the active devices.
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Figure 3-5: Overview Dashboard--Bottom Pane
The bottom panes display the following information:

e Most-used apps: Statistics regarding the most frequently used apps.
e Last commands: A list of the last-performed commands.
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e OS distribution: A pie chart showing the distribution of operating systems among
the devices.

3.4.1 Last Commands Pane

The Last Commands pane gives you information about the latest commands that you sent to
a device or a fleet of devices. If you click on any particular command, the Command Status
window opens, telling you when the command was sent to the device, and whether or not it

was executed.

Command status (Ad-Hoe - Device settings : 24 hours off)

arch dovice b Status filten All B G

Y A L

100% 0% 0%

Figure 3-6: Command Status window, showing that the command was successfully executed

We will see the Command Status window when we discuss the Commands History Log
(Chapter 9).

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX User Profile Menu
Chapter 4. User Profile Menu

When you click on the User icon “in the lower left of the Radix Device Management
Dashboard, you will see the User Profile Menu. For Radix Device Management users with
Admin privileges, it offers the following options:

PROFILE
~, My Profile Lior Behar
“5 Language English (US)

> Dark Mode

ACCOUNT
or Account Settings qa
£ Billing

£ Users

[ Sign Out

Figure 4-1: User Profile Menu, in lower left corner
User Profile Options

e My Profile, with user account options,
e Language, for adjusting the interface language,
e Dark Mode, to toggle between a white or dark background,

Account Options

e Account Settings, which opens the Account Settings Menu,

¢ Billing, displaying information about payments and credit balance,

e Users, which opens the Users Management Menu, with a list of all users, their email
addresses, level of authority, and status,

e Audit logs allows you to view all of the commands sent by a user.

e Sign out, to exit the system.

Note: For Radix Device Management users with only User privileges, the User menu will not
have the “Billing” option.
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Figure 4-2: User Profile menu for non-Admin users. The Billing, Users, and Audit Logs options are missing.

We will go through the options in detail:

4.1 User Profile Settings Menu

The User Profile option in the drop-down menu displays your Username, Contact Name,

Email address, and the current interface language. It also has options to change your user

password or enable two-step verification on your account, to make the login process more
secure.

User profile

. Admin

B English {Us)

CHAMGE LSER PASSWORD: [

EMABLE TWD-STEF VERIFIGATION |

DELETE ACCOUNT

CANCEL UPDATE

Figure 4-3: User Profile Screen, with options to change password, enable two-step verification, or delete an account

4.1.1 Change User Password

This allows the user to change the password they use to log in to the Radix Device
Management Platform.
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Change user password x
Password
[ .
Confirm password @
CANCEL

4.1.2 Enable Two-Step Verification

To enable two-step verification:

1. Download a two-step verification app, such as Google Authenticator or Microsoft
Authenticator.

2. Perform the verification either by:
a. Scanning a QR code provided by the verification app, or
b. Manually entering the verification code that the verification app provides.

Two step verification

Swttingia ban-aten weibcxiion b weey, et follaw T shee teko.

Figure 4-4: Two-step verification options

If you have Administrator privileges, you can also delete an account.

Usar profils

EABLE TRt TR R AT

DrLE e AnEmT

. |

To delete an account:
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1. Click on Delete Account. The Delete account dialog box opens:

Delete account

Are you sure you want to remove account "ga"?
To confirm delete, type "Delete” in the field

2. Type “Delete” in the textbox and click Yes to delete the account.

Note: If you have Administrator privileges, clicking the Delete Account option will
completely delete the account and all its records and log you out of the platform.

If you only have User privileges, the User Profile dialog box will appear as follows:

User profile b

= English (US) v

CHANGE USER PASSWORD ‘

ENABLE TWO-STEF VERIFICATION ‘

REMOVE USER ‘

Figure 4-5: User Profile dialog box for regular client user

For someone with only User privileges, the procedure to remove a user is the same as for
someone with Admin privileges. However, clicking Delete User will delete the user and log
you out of the platform, but the user may still be able to access their records.

4.2 Language Options

The Language option allows you to select a different language for the user interface.
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Figure 4-6: The Language option, with French selected as the interface language

This option is available for users without Administrator privileges. We will see in Section
4.6.3 that a user with Administrator privileges can change the interface language for all users.

4.3 Dark Mode Options

When you log in to the Radix Device Manager, you may choose between two different
display options: a white background, or a dark background.

When you first log in to the Radix Device Manager, everything will be displayed in the
default white theme. If you find this to be too intense and would prefer a dark background,
we recently added an option to switch to a Dark theme.

To toggle between the different themes:

1. Click on the Profile icon in the lower left corner.
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2. Click on Dark Theme to change the display to dark mode.

Dashboard

3995 [l6 5205
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5J Connected devices W] Q Lost seen device locations 5 = Recently enrolied

=¥ devices
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Figure 4-7: Dark Theme Overview Dashboard

4.4 Account Settings Menu

The Account Settings Menu will provide an administrator with options to perform changes
to users’ accounts.
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Figure 4-8: Account Settings icon in the Overview Dashboard

When you click on the Account Settings icon in the Overview Dashboard, the Account
Settings window opens.
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Account settings X
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The left-hand side of the Account settings box contains the following options:

Table 4-1: Account Settings Options

Icon Function
’-ﬁ" Remote control
i3 Pair with organization domain
= Android for Work

Device Pairing
Report Scheduling

i Custom Columns

* Health Check Thresholds

1 Import Tags
B | Audit Logs

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
Rq d IX User Profile Menu

We will go through the options in order.
4.4.1 Remote Control Option

Clicking on the “Remote Control” icon ¥ in the Account Settings Menu gives the Radix
Device Manager administrator the option of being able to control a user’s device, with or
without that user’s permission.

Selecting “Requires users’ permission for remote control” button means that you will only
be able to engage with the user’s device after receiving permission.

In addition, you can supply a tag in the Device tag textbox. This will require that the remote
user give permission for remote control for an entire group of devices, where every member
of the group bears that identifying tag. In the example below, all of the devices with the tag

“aep” will now require that the remote users explicitly allow remote control of their devices.

Account settings X
[
Require users permission for remote control (.D
3 Device tag
=2
(= ][] = ‘@rad‘ix-int.com
R SAVE

Figure 4-9: Account Settings Menu, with permission for remote control option selected

The user will receive a prompt on their device, asking them if they wish to allow remote
control access:
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Remote Control

Wigo ig asking your permiesion to start remote control session

DENY  ALLOW

Figure 4-10: Prompt on the user’s device, to allow remote control of a device

When you enable or disable requiring user permission, you will receive a pop-up notification
in the lower right corner that the account settings have been changed:

Account settings x
i
Require users permission for remate contnal @
Algrts mal
qalEradix- 0 ™

R

Figure 4-11: Notification of a successful change to the account

Note: This option is only for users with administrator privileges. If a regular user tries to
change the account settings, they will receive an error message telling them that the account
settings cannot be changed:
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Account settings

Require users permission for remote control

Alerts mall

Error saving account settings
[obiect Oibjact]

Figure 4-12: Error message for user without Admin privileges

4.4.2 Pair with Organization Domain Option
Clicking on the Organization Domain option tells you the present domain name. It allows
you to change the domain name to another valid e-mail address in the organization.

Account settings

Current iated d i : radix-int.com

To change domain name, please enter a valid organization email account

Organization email account

A mail will be sent to this address for organization domain confirmation (this mail
will be valid for 24 hours)

Figure 4-13: Dialog Box to select a domain

4.4.3 Android for Work Registration
When you click on the Android for Work icon, you get a prompt to register in Android
Enterprise. This will enable you to use the Radix Mobile Device Manager (=MDM) to

securely install selected apps on remote Android devices that are also enrolled in Android for
Work.
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Account settings

Android For Work

After you click on the Enroll prompt, the Google Play app opens:

' Google Play

Bring Android to Work

ot wtrod

After clicking Get Started, you will be prompted for business details:

Business details

We need some details about your business

Domain name or Business name

Your answer

Enterprise mobility management (EMM) provider

Radix Viso

Previous

Once a device is enrolled in Android for Work, you will see the following screen in the
account settings:
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Account settings

Android For Work

AFW enterprise name: admin s50

Enterprise ID: LCOTx0s702

[ |
| RO,

You can actess afw settings from devices page.

After registering, you can proceed to select applications to be installed on remote devices.
You select these apps by clicking on the Android for Work icon in the Devices Table:

Rl:ldlx & [ Devices R L4
= % = é t ©a ! & m | B Grouws
i Dmhiseen A
O oevicas

See Section 5.5.5, Android for Work for details on how to select apps to be installed on
remote devices enrolled in Android for Work.

Android for work

ADD ARP

Public opps

@ Dexcom G7 o
Dexcom GT Continuous Glucose kMonitoring

Facebook o

Adittle connection con go o long way

Munoge your YouTube channal on the go

YouTube ey
Enjoy your favorite videos and channels with the officiol YouTube opp.

Temple Run P

The ariginal endiess runnar

° YouTube Studio 0
o

Candy Crush Soga o

CLOSE

Figure 4-14: Selecting Android for Work apps for installing on remote devices

You can then install these selected apps on remote devices by following the procedure
outlined in Section 5.1.2 (Android for Work (AFW) install/uninstall).
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AFW Install b
(@ Install ) Uninstall [ES Temple Run
title pricing purchosed Installed remaining
@ Dexcom G7 free
H Facebook freeWithinAppPurchese 0
g YouTube Studic free
D YouTube freeWithinAppPurchose 0
E :Jjj Tample Run Tree\VithinAppPurchase a
E Candy Crush Saga freeWithinApsPurchase 0
m Linkedin: Jobs & Business News fresWithinAppPurchase 4]
a Spotify far Artists free

CANCEL CONFIRM

Figure 4-15: Installing an app ("Temple Run") on a remote device using Android for Work

4.4.4 Device Pairing Option

This option adds another level of security to remote devices. When the Radix Device
Manager administrator creates a pairing code, the remote user will have to supply this code
any time they wish to effect a change to the configuration of the Viso Agent app. This feature
lets you narrow down the users and devices, excluding anyone who does not have the pairing
code from changing the configuration of the Viso Agent app.

Account settings x
i
Use Pairing code (D
=} ~ Pairing cod
123456789

-

E R @ @

U]

When a remote user tries to make any changes to their installation of the Viso Agent app on
their device, they are prompted for the device pairing code:

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Ra d I User Profile Menu

0 Enter pairing code

DISMISS PAIR

Figure 4-16:The user of the remote device will be prompted for the pairing code

4.4.5 Report Scheduling Option

This sends a weekly report of activity on particular devices to selected users. You can add
several email addresses, as well as select a specific time and day of the week that the report
will be sent.

Account settings

‘Weekly report (,

Set reporbng bme

sUH m TUE WED THU FRI SAT 0%:00

1]

Figure 4-17: Interface to select email addresses, day, and time to send a weekly report

4.4.6 Custom Columns Option
This option allows you to add or delete columns to be displayed in the other consoles. You
can create your own custom columns or select a new column heading from a list of apps.
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Account settings

Eustom columns

(3 Add new colurn

i) [l

Apps calumng

Selected apps
duplicate

m
B Contacts
m Bjustes 3

Figure 4-18: Window to select columns to be displayed
To add a new column heading:

1. Click on Add new column. The “Type the column name” textbox appears.

Custom columns

(® Add new column

2. Type in the name for a new column heading and click Save.
The new column heading will now appear among the display options in the other
consoles.

To delete a column that you have added:

1. Click on the Delete Column icon ® next to the column heading that you wish to
remove.

Account settings

|||||||||||||||

&= F
2

Apps calumns

Hermove Ssricats ST Opp S
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2. At the Delete column prompt, click Yes. The column name will be removed from the

list of columns heading options.

Delete column

Are yeu sure you wont 10 delete the column: ‘oep’ ?

o

To add a new column from the list of selected apps:

1. Search for the app from the list, either using the Search bar, or by scrolling through

the options.

Account settings

Craeewanr,

E S B 9
v

2. Click on the Add to list icon. The app will now appear in the Selected apps column.

[ Sesented anps

3. Click Save. The new column option will appear in the Column list.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX User Profile Menu

LPU ABI

Imei - Wifi
CPU Info
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H64 19040009775 Prinitd wWarkgroup
Katigido] Wi AN Mac address
______ Ethernet Mac address
Newline FW

Touch Controller Version

WLAN Mac TEST

ollclcloNoNoNololc

10 No.

o

Open Camera (App ver)

4.4.7 Health Check Thresholds Option

This allows you to define minimum values for battery charge, upload speed, and download
speed.

Account settings

Health Check thresholds

Diofirs th rrirsieru  valuas That ol davices £ar wark with
15 ]
Pl b

1 Mbps

Figure 4-19: Health Check Thresholds Window

4.4.8 Import Tags and Labels

There is an option in the Radix Device Manager to import tags and labels to devices, by
uploading a CSV file with these tags and labels. Depending on the syntax you use in the CSV
file, you will be able to change:

¢ Both the device name and its tags,
e Just the device names, or
e Just the tags.

The advantage of this method is that it allows you to change the names and tags on an entire
fleet of devices with a single command.
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Note: This option may not appear in your particular implementation of the Radix Device
Manager.

To import tags and labels to a device:

1. When you click on the Import Tags icon " in the sidebar menu, the following
window opens:

Account settings X

m))

Import tags and labels

E:I On this page, you have the option to upload a CSV file. This file should specify the tags you wish to assign and the
corresponding label for each device ID.

Please ensure that your CSV file adheres to the format outlined below:

Al my-device-id-1,tagl,my-label-1
my-device-id-2,tag2,my-label-2
my-device-id-3,tagl|tag2|tag3,my-label-3

Y
iy
[] Replace tags
SELECT FILE & UPLOAD
m
=+
)

2. Click Select File & Upload. You will be prompted to upload a CSV file from your
computer. You should create the file using a simple text editor, such as Notepad, and
save the file with the extension “.csv”. (A file created using Word or Excel may not
work, even if you save it as a .csv file.)

3. [If the upload is successful, you will receive a notification that it succeeded in the
lower right-hand corner.

Sucoess

File "January_1_devices.csv" uploaded.

4.4.8.1 Proper Format of the CSV File

For this command to work properly, you must ensure that the parameters in the file are in the
correct format.
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This table summarizes the syntax rules:
Action Device ID New Device | Tags to be Syntax
Label Added
Change the Device | my-device-id-1 | my-label-1 tag1,tag2,tag3 | my-device-id-1, tag1|tag2|tag3,my-label-1
Label and Add
Tags
Change the Device | my-device-id-2 | my-label-2 my-device-id-2,”,my-label-2
Label without
adding tags
Add tags without | my-device-id-3 tag1,tag2,tag3 | my-device-id-3,tag1|tag2|tag3,
changing the
Device Label

Make sure that:

e You separate the fields for Device ID, Device Label, and Tags with a comma. In the
option where you only assign tags, remember to put a comma at the end of the list of
tags, even though you do not intend to assign a label the device.

e There should be no spaces between the various parameters. Spaces are not ignored.
4.4.8.2 Practical Examples

4.4.8.2.1 Example 1: Adding Tags and Labels

To illustrate, we will take three devices, assign names, and add tags by means of the Import
Tags option.

1. We have created a group “AEP,” with the following three devices.

Devices

08 = Hisma Email

HAMEFTY ylpesnicicdgmalLoom 2E1004125 kel %

AaFAbbEEasTh

ZEOADEER0 rduna TeRtel

HAMNZODSEDEEE

250802540 LA TR

Initially, the data is as follows:

Device ID Initial Device Label Initial Device Tags
64f6bb92ac7b new, aep

HA195F3Y new, aep
NAA200660686 new, aep

2. Using Notepad, we have created a CSV text file named Gauss.csv, that will change
the Device Labels and add tags to the three devices in our group:

File Edit View

HA195F3Y, " " ,HA195Gauss

64f6bb92ac7b, kappallambda|mu,Carl
NAAEBBGSBGSQ,e;alththIiotg
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3. [If the upload is successful, you will receive a notification that it succeeded in the
lower right-hand corner.

Sucoess

File "January_1_devices.csv” uploaded.

After uploading the CSV file, the group of devices now appears as follows:

D*-’-J':"'f:ﬁ__ & Enarct = L + = & C m

Diwwice I 5 0= 3 Hire 2 Ermwail o Agent version S

=

1
]
z
3
g
-

HABNLE06EE - e 2R0BIERED

44 4bbF2acTh - # Carl 2E0EDZ5LT rdioga w2k

i 2igd

HATREETS Y - & HAWSGauss yiovamck@gmad.com 251004135

The labels and tags are now as follows:

Device ID Final Device Label Final Device Tags
64f6bb92ac7b Carl new, aep, kappa, lambda, mu
HA195F3Y HA195Gauss new, aep
NAA200660686 new, aep, eta, iota, theta

4.4.8.2.2 Example 2: Overwriting Tags and Labels
There is also an option to overwrite the existing tags on the devices, by clicking the Replace
Tags box.
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Account settings X

m))

Import tags and labels

m On this page. you have the option to upload a CSV file. This file should specify the tags you wish to assign and the
corresponding label for each device ID.

Please ensure that your CSV file adheres to the format outlined below:

All my-device-id-1,tagl,my-label-1
my-device-id-2,tag2,my-label-2
my-device-id-3,tagl|tag2|tagd,my-label-3

L4 Replace tags

SELECT FILE & UPLOAD

We will illustrate the use of the Replace tags option, by using the following file, named
Laplace Overwrite.csv.

Note: We will have to retain the tags “new” and “AEP,” so that the device HA195F3Y will
remain in the group AEP. If we overwrite the existing tags without including the “aep” tag,
the device will lose the “aep” tag and will no longer be members of the AEP group.

B Lepiece ouerwrite.cor = v — o =

Fie  Edit  View - B

HALS5F 3, aep| new |delta |epsilon| zeta, Laplacel

Initially, the device HA195F3Y will appear as follows in the Radix Device Manager. It has

the tags “new”, “aep”, “nu”, “omicron”, “pi”, and the Device Label “Lagrange”.

5 Devices naIsEAE ¢+ 0 & O M | BGroups
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1. Check the “Replace tags” checkbox.
2. Click Select File and Upload and select the CSV file “Laplace overwrite.csv”.

Account settings ®
B importtags and labels
A this paga, yai hava tha option o upload a W file. This file shauld specify tha tags you wish 1o 3ssign and the comaspanding labal
] Oa his pega, ya pi P CEW file. This fi i g5 you wi ig hi g
Tor each devica I
D Ploasa onsura that yout CEV fta adheras 1o tha format outined Beloey:
Bl my-tovice-id-1,tagl my-labal -1, my-dovice-name. 1
-t vloa-Td-2, 1Al iy -Lanel -2, my-device-nare- 2
" my-device-id-3, tag! | tag?| tagd,my-label-3,my-device-rane-2 @ ap=n
W i
- 1 s Dosnlnsds w . Semch Dnsningd: o
= Organizs = M Prikdar == O |
Bl Mevlsce tags A
= a + e Vehudn - Redis Technokogies Lid hame HALY
SELECT FILE & UPLOAD Today F3Y|
; ep|
- B Dotuments " B Laphice overwiite ||Jl|’
B HAIGS replese snee mars W df
o = Deownloady ta | |
- B HAE Replice
P Pictres . ol 5114
«~ Earfier this year I ze
% B Music o @' chat_hisory L
. a
B Vide=a > 8" amotnuch-template (1) 2L
= ace
B Desktop 8% 2mccnuch-tam placs
Senart Recover Dacs
Filenams: | Lapiace ovaramts o] Mlicroft Excol Coenma Separa
Uplesd frenmabin | | Ogan Carcl
- |

After applying the overwrite, Device HA195F3Y will now appear as follows in the Radix
Device Management Platform:

O87F 1 DsweniD S Ll & o Lt smn = Py F 2 Tap F Farst Dogiuim - Chrms (Agyrom]  Wosbne Cont g o] COULE
- THREARSE 1 8 . s gt il Waar 8 2028, B34 - T, 703, 24

- WA # it pigonsaiigand com i 18, FAER. FES e 06 Fal, 8

2% ¢ 29 ¢

We see that the device now has the tags “new”, “aep”, “delta”, “epsilon”, “zeta”, and now has
the Device Label “Laplace”.

4.5 Billing History

If you are logged in with Administrator privileges, you will be able to see your billing history
by clicking on the Billing option in the drop-down menu. The billing history will include a
list of credit events, the date on which they occurred, the number of credits in your balance,
and more.

4.5.1 Billing Data--Background

When you create an account on the Radix Device Manager, you will purchase a certain
number of credits, depending on the number of devices you wish to enroll in the system, and
the number of years of your subscription. Presently, the minimum number of devices that you
can enroll is five. There is also a one-time account setup fee. Every license has 365 credits,
one credit for each day of the year. When you add a device to your Radix Device Manager
account, it initiates a “countdown” to the number of credits, decreasing by one credit a day
per device.
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Figure 4-20: Billing History Display

4.5.2 Fields of the Billing History screen

There are four fields to the Billing History screen:

e Top Ribbon: The top ribbon will display your account status, the date when your
account was created, how many credits remain in your account, and how many days
remain in your subscription.

Figure 4-21: Top Ribbon of Billing History Screen

e Billing History Spreadsheet: This pane displays any transactions made on your
account: how many credits were used or purchased, the date of the transaction, your
balance, and the source of the transaction. By clicking on the Show device coupons

button at the upper right =" = ('D, you can toggle between viewing all
transactions, including credits from device coupons, or only credits from online
purchases.
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[

Billing historv b Snow device coupons
Credit avent Date Credits Credits before Credit after Naotes Code

B wurchase svent Dac 7 2025 B0 2610 AM930 WIS COUDDT and i

= purchase event Ko 12,2023 1095 4BBEFE 48720 davica coupon BFJALUEGNDASOI0

= purchasa event Mov B 2023 1|25 491623 473498 deine Coupen CEECIEFOL1NDAST

= purchase event Dot 29, 2023 085 4P526H 436353 davice coupon ACO0TIRAAZ

= purchasa weent Dci34, 2023 1096 486204 A9TI0F diaviz o coupon 0000 AR EdeSfa2

[=| purchase evert Ded 77, 2023 1825 500454 SOEITe s e COUpon LTN&101003455

= purchase event Sep 212023 -34% SIBEET 517884 BEVICE COUPon @4 284 2R D05 Ve sl

B purchase evert Sep 2023 W9E G2L4R9 527504 davice coupon SCO0THAAZ

=} purchase evert Sep 7 2023 1055 525374 526457 dievite coupor CODM deeBbdeSfaZ
parchasa event Sep & 2023 1075 52ba3 528726 o@evice coupon EFFSOCMNDS0C0Z

Figure 4-22: Billing History spreadsheet, including device coupons

Billing history E: Show device cougens ;'_ __..'
Cri=giit avent Date Credits Oredits betare Cradit after Nistes Cae

B purchase avant Jul 42, 2023 Zsh BERZas BEETET cradits from coupon samsungjay

B purchaso evont Jul1z; 2023 245 EEADN BEREAL cradits from coupon samesungkay

= purnchase event Julin, 2023 1 BEREZ 559313 credits from coupon urie}

=2 purchase event Jul 10, 2023 1 550511 ESQ3MZ arking parchasa

= purchass event (et & 2022 345 MEI05 H3&T0 onling purchaza

= purchase event Fab 12, 2022 ~-B&5 29972 Taes07 onling purchasa

(=] purchase event Fe 10, 2022 2, TE0PeA TI0P6E6 cradits Trom coupon 2

= purchase event Feb 10, 2022 1 TI00e3 PE09G4 cradis from eoupon 1

= purchaso ovont Feb 10, 2022 345 TADERE TIOSES orling punchasa

B purchase svent Jul 11 20 1 B24555 BF45EL online punci e

B purchase svent Jul 1 2021 n 8243534 EZ4555 cradits from coupon 2

Figure 4-23: Spreadsheet of Purchase Events, excluding device coupons
e Redeem Credits from Coupon Code

The screen on the upper right allows you to enter a coupon code. The coupon will entitle you
to an additional number of credits. Upon clicking the Redeem button, your account is
credited with the specified number of credits in the coupon. Your balance before and after
adding the coupon will appear on the Billing History screen.

Radosn crodita from coumen cade

Figure 4-24: Redeem Credits screen

e Credit Calculator and Order Information
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The Credit Calculator tile in the lower right of the Billing History screen will allow you to
make payments on your account, depending on the number of devices you wish to enroll.

Credit calculator

Entes vt i pmars (|
Ertersmhar of devices | = |

Tatwi ywas crwdits nended -

When you click on the Buy button in the Credit Calculator screen, the Buy Now screen
opens:

Buy Now

Payment Optiens For USA - Order infommation UsD-

B R e Radlx corporats nsw V1S devics managems...

O PayPal fues & v $18250
&P i o

- More Paymant Options RadIx corporats new Ong-Bma sccount satup.

v st10800
Card Number * |

Expiration Date * |01 w | [ 2024 w |

Total  §38150
Security Code * | R v s his?
Shopper Details ] Tn_.m:dm.-.
ECUNE EHECKOUT
First Name * |
Last Name * | | G
Email Address * |
Address * |
City * |
State * | v |
Country USA (ehange
ZipiPostal Code * |
Phane * |
Additional Info

Radix corporale new VISO device management premium version (1
devicefyear license) including priorily support

user®  |yehudapdea | *

company* |

[ Secursly stors card detsils for recurring payments or future transactions

Figure 4-25:"Buy Now" screen, allowing you to purchase additional credits

You can use your license for up to 1 year from the purchase date. As this is a SaaS model, the
remaining balance will clear at the end of the license period, whether you utilize the Radix
Device Manager service or not. Therefore, it is recommended to purchase the exact number
of licenses that you require. You can always add more at any given time.

4.6 Users Management Menu

If you have Administrator status in the Radix Device Manager, you will be able to view all
the users presently in the system, by means of the Users Management Menu.
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Clicking on the Users option will display the Users Management Menu: a list of the current
users in the system, as well as their email address, level of authorization (user or Admin
status), and more.

Rad ix 4 & Users
i . m
1 Bavicen T Fa Aumnarty Togs Etogus Longuage
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= i Vo s W BET 1S (1]
Commang Hil o 'm s
e m -
ErR—— « =
507 -
L Laors -y £
B
a,........'.i_.:.w..h-..-r..,_. P W umemm cpptzan - @
Figure 4-26: List of Users, as displayed in the User Console
There is a search bar that allows you to search for a particular user by name.
Rﬂdix g & Users
G Demhboard boon + L 2 n
-:_-1“r|wu s Yt Vameryorva s Emuil Autharity Togs Stotus Languoge
¥ Depioyment G teevknmen[google-gmolccrml@an  teevkemenggmol com sl &) =
fal C
3 Ao
B Devica Tamploias
B views: Wb Louncher
b Support Comes
(B Command Hstary

4.6.1 Adding a New User

If you have Admin privileges, you will be able to add new users to the Radix Device
Manager.

To add a new user:

1. Click on the Users icon in the User Profile Menu. The Users Management Menu
opens, displaying all existing users.
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Figure 4-27: Users Management Menu Icon in Overview Dashboard

2. In the upper right side of the Users Management Menu, click on the Add New User +
icon.

.
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Figure 4-28: Placement of "Add New User" icon

The New User dialog box opens.

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX User Profile Menu

HNew user

Wiso wwer

User

CHAMEE USEN PERMIESIING

You will have to supply the following information to add a new user:

4.6.1.1 Select User
There are three options here:

New user

e Viso user: Note that if you use a Viso account, you will have to supply a name,
contact name, email address, and password.
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e Google account: If you add a new user by using their Google account, they will be
sent a confirmation email. They will be in “Pending” status until they answer the
confirmation email.

Mew user

Gongle acceunt

After supplying the required information and clicking Confirm, the user’s account will
appear in the Radix Device Manager Dashboard as being in “Pending” status.
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Figure 4-29: Appearance of user status, pending confirmation

The user will have to go to the email account that they provided, to click on the confirmation
button.

Activate your Radix Viso Device Management account e

Vise MDM Accounts oooouriesglbth.com wa smazsnses.cor

Radix

W hope gl 5 well,

Apcording to our racords, your administrator registered anaw Radic WSO device management account for you,
The account is paired with your GOOGLE sccount,

Please chick the buttan balow to confinm your account ragistration.

Confirm my account

Conifirmn mry §egoung

Bast,

Tha Radix taam
Rado Technalogies Lid.

Email: sippori@radie ni dom

Wit tha: e el i i)

Figure 4-30: Google Account Confirmation E-mail

They will now appear in the Users Management Menu in “Active” status:
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When the new user logs in for the first time, they will have to approve the EULA:

Terms dand conditions

[Last Amended: May 11, 2025]
This End User License Agreement [* EULA *| governs your engagement with Rodix Technologiss Lid, (* Rodix ¥, * Company ", " we " or * * owr "), with respect to the usoge of
Radix's Doshboard ond Product (os defined herein).
Radix specinfizes in providing ndvanced device monogement solutions through o comprehensive, cloud-bosed plotform cesigned to simplify the administrotion and sscurity of
varinus devices across diverse environments {* Produet *}. Our offerings support customers who hove purchosed the right to use our Products, whether directly from us or
indirectly through any of our distributors ond business partners. |* Customesfs *). The Customers moy include educationod institutions, enterprises, ond public sectors, using the
Product to ensure their managed devices (* Device/s ") remain healthy, secure, and optimally tuned tao their mission. Key faogturas of the product include centrolized control over
the Devices, remaote installation ond updotes, and comprehensive security menitaring ond management feoturas. The Custamer and its outhonzed users ore able to control ond
operate those features through the use of o designated web interfoce (* Dashbeard *), which is onintegral part of the Product or provided otherwise by the Customer,
This EULA is o legally binding ond enforceable cgreement between Rodix ond you, o user of the Product (* End User © or ' you *), whether you ore the Customer itseff or any of
its outhorized users. The End User and Radix shail each he referred to herein os a * party * and cotlectively os the * parties *.

ACCEPTANCE OF THE TERMS: BY REGISTERING AND ACCESSING THE DASHBOAMARD OR OTHERWISE USING THE PRODUCT, OR BY OTHERWISE USING THE PRODUCT, YOuU
ACKNOWLEDGE THAT YOU HAVE READ, UNDERSTOCD AND AGREED TO THE TERMS OF THIS EULA, YOU AGREE TO BE BOUND BY THIS EUILA AND TO COMPLY WITH ALL
APPLICABLE LAWS AND REGULATIONS REGARDING YOUR USE OF THE PRODUCT. IF YOU DO MOT AGREE TD ALL OR PART OF THIS EULA PLEASE DO NOT REGISTER OR USE
THE PRODUCT OR ITS FEATURES IN AMY MARNNER.

1, REGISTRATION AND ACCOUNT

11 Incfder o use end OCCess the DOShBoard or the Product, ¥ou must have a registered account [ Account *), created for you independenily of by the Customer, As port
of the registrotion process, we will collect your nome and o volid emaoil oddress, ond designate you with o persanal username and password

1.2  RBodix reserves the right to suspend or terminote the Account in the event that the End User Account's information os provided, contains any untrue or inoccurote
informotion.

@ o £

Zeev will now be seen as the user of the account:
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=4 devices

SEBON (720040 MNAB0030)
Dec 11, 2025

@ Last commands ] @ 05 distribution

e Microsoft account: The sign-in requirements for a Microsoft account are the same as
those for a Google account.

4.6.1.2 Contact Name

Supply a username here. By default, your username will be added with your domain name as
a suffix: user@my_domain. This is the proper name format used when you log in.

4.6.1.3 Email Address
The email address you supply will be used for alerts and messages to the user.

4.6.1.4 Password

Here you supply a password to enter your account. The password must be at least eight
characters with a combination of letters, numbers, and symbols.

4.6.1.5 User Type
There are three user types, each with distinct levels of privileges:

¢ Admin — An administrator has full privileges. An administrator can view billing
information and will also be able to view the other users in the User Console. Also,
any user of the Radix Device Manager with “Admin” status can edit any items that
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are set to “Read-only”. (Those with only “User” status can view and use these items
but cannot edit them.)

Rddlx & & Dashboord
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Figure 4-31: The interface of the user ("Zeev Kamen") with Admin privileges

e User — This means that the user has privileges for all functions, excluding that of
managing users or viewing their billing information.
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Figure 4-32: The same user as above, with only User privileges

e Supporter — This limits the user only to communicate with the Radix Support Center
and changing the language of the Radix interface.
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Figure 4-33: View of Display of User with only Supporter Privileges

4.6.1.6 Select Language
This allows you to select the default language in the user’s Radix Device Manager user
interface. The default language will be English.

4.6.1.7 Adda Tag

Tags are identifying names that you can assign to users or devices. By assigning tags to users,
they will be able to see only devices with correlating tags. The devices must contain all the
tags for the user to be able to see them.

4.6.1.7.1 Examples of Tags Applied to a User
e Without tags: If a user is not tagged at all, all devices enrolled are visible to the user. In
the example below, the user has no tags associated with his account:

User profile

. 2oy Kaman
Ny -

BN English (US)

Admin

CHANGE LISER FERHISSIDNS |

RESENG CONFIRMATION EMall. |

FameR m

Therefore, when he logs into the Radix Device Manager, he will see all the devices
presently enrolled:
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Figure 4-34: Zeev Kamen's Devices Table. Note from the top of the Devices Table, he is able to view 949 devices

e [fthe user is tagged with 1234, only devices containing the 1234 tag will be visible to
the user.

User profile *

=
Y S

B Enghan [us)

T

| CHMAMDE USEN FEMMESSIONS |

| RESEND CONFIRMATION EMAIL I

CANCEL UROATE
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Figure 4-35: Zeev has been assigned the tag "1234", and can only view devices with the tag "1234"

e [fthe user is tagged with 1234 and aep, only devices containing both tags will be
visible to the user:

User profile =

. Zoay Kamen

B English ius)

Adrmin

1235 @ acp &

| CHAMNGE USER PERMESSIONS |

| RESEND CONFERMATION EMAIL |
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Figure 4-36: Zeev can only view the devices with both tags "1234" and "aep"

4.6.2 Viewing a User’s Profile

Clicking on the row of a particular user will display the following User Profile screen:

User profile Y

Conmaci name
. Zoay Kamen
vl il
zeevkamenBigmail.com

B English (Us)

Admin

vio O

CHANGT SR PIRMESSIONS [

RESEND CONFIRMATION EMARL |

Figure 4-37: User Profile screen
It will display the following information:

e Username in the Radix Device Management system,

e User’s contact name,

e User’s email address,

e User’s interface language,

e User type (Administrator/User/Supporter),

e A field to add tags to the user, to assist in grouping devices,
e An option to change the user’s password,
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e An option to change the user’s permissions,
e A button to resend the confirmation email to the user. Clicking Resend Confirmation
Email will send a request to the user’s email to confirm their email address.

Activate your Radix Viso Device Management account st =

Viso MDM ACCOUNTE SccoumE g Com ¥ia AMEagaress o
e e
Radix

Dear reevks menggmall oo,

Wi hape all 15 wall,

AEcOrding to Bur 1ECOrds, Your sOminstrator registerad @ new Radid VIS0 davice Management account 107 you.
Tha account i paired with your GOOGLE accourt.

Aleasa click the button Delow o contimm your account registration,

Gonfirm my account

Confirm my sooount

Best,

Tha Radix team

Radix Technclogies Lid

SR L LT

Winhsita: v

f [on]@

4.6.3 Changing the User’s Interface Language

You can use the User Profile window to change the user’s interface language.

User profile »

Ermbil addre
‘ qal@radix-int.com

B English (US)

—= English (US]
-

= catala

| meex
[_. B e
| B Francais

Bl s

-

Figure 4-38: Selecting the language of the interface

This is convenient for managing many devices, for users who are comfortable in different
languages.

4.6.4 Granting Administrator Privileges to a User
If a person has only User status, their Account menu will appear as follows:
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My Profile

2. Profile Settings zeev kamen
@ Language English (US) >
(. Dark Mode

Account

& Account Settings qa

zeev kamen
qa 2 Sign Out

Jo

Figure 4-39: User Interface of Person with only "User" status

If the user’s status is changed to Administrator, their Account menu will now include
options to view their billing status, the list of users enrolled, and to view audit logs of the
other users and their most recent commands.

My Profile
Profile Settings 2gay koman
0 Language English (US}
> Dark Mode

Account
2} Account Settings qa
1 Billing
Users
Y Audit Logs

o Zeev kamen
qa Sign Out

Figure 4-40: User Interface of person with "Admin" status. Note the “Billing”, "Users", and “Audit logs” options

4.6.5 Changing User Permissions
If you click on Change User Permissions, you will see a full list of permissions that may be
granted to an MDM console user:
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User permissions b4
Allow all O
Telemetry (3, Device list manage (2,
Device settings (,_,‘:_, Group Edit (,:_,
Remote view (3, Device tags (B,
Remote control O« Fota [ O
Power manage E, Billing E:
Packages install (2_, Account config (E:'
Packages manage (:‘:_, Device lock E’
Device location (E:_, Device wipe (B,
Advanced Messaging 'E:' Policies/Kiosks (2_,
Remote execute (3, Manage device users (,2,
Terminal E‘ Templates (2,
Edit workflow (2-' Template priority e,

CAMNCEL

Figure 4-41: List of User permissions that can be granted

Note: This list of permissions is the Radix Device Manager console user. The settings do not
affect the user of the local device in your fleet of devices.

Here is a brief description of each type of permission:

e Telemetry: To show/hide device metrics information from the Overview Dashboard.
(See Sections 3.1-3.4.)

e Device settings: To show/hide repository items from Device Settings. (See Section
5.1.7, Device Settings.) The Device Settings option on the Dashboard will be disabled
as well. (See Section 5.7.3.3.)

e Remote view and remote control: If remote view is enabled, but not remote control,
then the user is only allowed to see the screen of the device but will not be able to
control the device remotely with their mouse. (See Section 5.1.18.)

e Power manage: To show/hide the Shutdown, Restart, and Wake on LAN actions.
(See Section 5.1.26, 5.1.21, and 5.1.33.)

o Packages install: To enable/disable installing apps. (See Section 5.1.11.)

e Packages manage: To allow/disallow the user to clear apps data and
start/stop/enable/disable/uninstall software packages. (See Section 5.1.5, Clear Apps
Data; Section 5.1.9, Disable/Enable apps, Section 5.1.31, Uninstall .)
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e Device location: To allow/disallow viewing the device location. (See Section 5.7.3.7,
Location.)

o Advanced messaging: To allow/disallow the Advanced messaging (Section 5.1.1)
and Assets option.

¢ Remote execute: To enable/disable the Remote execute option. (See Section 5.1.16.)

e Terminal: To enable/disable the Terminal option in the Devices Table. (See Section
5.1.30, Terminal.)

e Edit Workflow: This enables/disables the user’s ability to edit workflow items. The
Radix MDM user can view and use the existing workflows stored in the repository but
may not create or edit workflows. (It will still be possible for the user to edit their own
workflows.) See Section 5.1.34.

¢ Device list manage: To show/hide the actions listed in the Device Dashboard under
the Manage tab. (See Section 5.7.3.10, Manage menu.)

e Group edit: To enable/disable making any changes to a group, such as creating or
deleting a group. (See Section 5.6, Grouping Devices.)

e Device Tags: This allows/disallows the user from adding or deleting tags from a
device. (See Section 5.1.285.1.28.)

e FOTA: This allows/disallows the user to use the Firmware OTA (=Over-the-Air)
update engine command, to install firmware updates. (See Section 5.1.15.)

e Billing: To enable/disable access to billing information to the user. (See Section 4.2.)

e Account config: To show/hide the account settings on the Overview Dashboard and
shows/hides the panes to access the account settings. (See Section 4.4.)

e Device lock: To show/hide the device lock and unlock actions. (See Section 5.7.3.8,
Lock Menu.)

e Device wipe: To show/hide the option to wipe a device. (See Section 5.7.3.8.4,
Wipe.)

e Policies/Kiosks: To show/hide the Policy and Kiosk repository items. (See Section
5.1.17 and Section 5.1.12.)

e Manage device users: To enable/disable the ability to create or remove users from the
device in the Device Dashboard. (See Section 5.7.3.10.7, Manage Users.)

o Templates: This will allow/disallow the user from creating, editing, or changing the
priority of device templates. (See Chapter 7, Device Templates ConsoleChapter 7.)

e Template priority: This will allow/disallow the user from changing the priority level
of the different device templates. The Set Template Priority button will not appear in
the Device Templates console. (See Section 7.6, Setting the Priority of Templates.)

Note: Any changes to the permissions that you grant to the MDM console users will only take
effect the next time that those users log in or refresh their browser.

4.6.6 Deleting a User

Clicking on the three-dot menu in the far-right column will allow you to delete the user:
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Figure 4-42: Option to delete a user

4.7 Audit Logs

If you have Administrator privileges, you have access to the Audit Logs panel. The Audit
Logs pane allows you to view all of the commands sent by a user.

To access the Audit Logs pane, click on Audit Logs in the User Account Settings menu:
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By clicking on the Columns icon in the upper right, you can specify which columns of data
you wish to display:
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Figure 4-43: Columns icon allows you to select which data is to be displayed
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4.8 Sign out

Selecting this gets you to the Sign out screen.
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Figure 4-44: Sign out Screen
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Chapter 5. Previous Ul Devices Table

The Devices Table is considered the “heart” of the Radix Device Management platform. It
allows you to see all the devices that are presently in the system, as well as the username, the
user’s email, and more. It allows you to assign privileges to a particular device, as well as
troubleshoot the device if the user is having problems.

The Radix MDM gives you options for applying commands to a single device, several
devices at once, or even an entire group or fleet of devices. The commands that you use the
most appear at the very top, and you have an option to expand the menu.

To view the Devices Table, click on the Devices icon in the Overview Dashboard.
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Figure 5-1: Devices Table

To work with a specific device, click on that device’s three-dot menu (“kebab menu”) on the

far right.
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Figure 5-2: Device's Three-Dot (“Kebab”) Menu

A drop-down menu of commands will open up with all of the options for working with your
device.
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Figure 5-3: Display of Devices Menu Options

5.1 List of Android Commands

Here is a list of all of the options that are displayed in the drop-down menu of commands
when you click on a device’s three-dot menu. The options will differ depending on the
device’s operating system, since some commands are only relevant for Windows or Chrome
devices. All of the Command options, for all devices, are discussed in Appendix A—
Alphabetical List of Commands.
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Previous UI Devices

5.1.1 Advanced Messaging

This option sends a text message with an image to a device. For example, the message may
be a “Welcome” message, a holiday greeting, or an emergency alert. The message options
include an image, an image with sound, a full-screen YouTube video, or interactive clickable
HTML forms. The message can be timed and triggered according to time of day and the like.

When you click on the Advanced Messaging icon, a grid of stored advanced messages
appears.
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Figure 5-4: Advanced Messaging Grid of Options

To use an existing advanced message:

1. Select one of the messages and click Apply.
2. If the message is successfully sent, a “Success” prompt will appear in the lower right
corner.

Success
Advanced messaging sent to device

There is also an option to add a new advanced message.
To add a new message:

1. Click on the Add New button in the lower left of the Advanced Messaging grid.
The “New Advanced Message” screen appears.
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2. Assign a name and description to the new message.

3. Check the checkbox “Display the message once when device turns on”, if you want
the device to display the advanced message when the device’s screen goes off and you
turn it back on. This can be either:

e After a screen timeout, when the screen goes black after a period of inactivity,
or
e If you turn off the display with the power button and later turn it back on.

4. Click on the Set as private button if you want this new advanced message option to
be visible only to you (the creator of the item) when you log in to the Radix Device
Manager.

5. Click on the Set as read-only button if you want to limit who can edit this advanced
message. Anyone with Administrator privileges can edit it, while someone with only
User privileges can only access it and use it but cannot edit it. When you click on Set
as read-only, you will see the lock icon at the top of the screen turn to a “locked”

position @ .
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Figure 5-5: New Advanced Message Screen, in Edit mode

6. Click on the Content icon on the left. The Advanced Message Type screen
opens, allowing you to add media to your advanced message. You have the option of
adding:

o Image or sound files. You can add an image asset or audio asset to your
Advanced Message. You may provide a text message, set the orientation and color of
the text, as well as the time it should be displayed,

New advanced message a

a0 weane assrr D0 axren nser

B owas | Ve

Fhwry a1 ot eI 1 Saven e et Puretin, Whar sy weart s

o A YouTube URL. There is also an option to allow the YouTube clip to play in
a loop.

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
RCI d IX Previous Ul Devices

Edit ‘pega pig yeutube’

& x
TeiiTuze UAL

[ETar———————— | s |

““

An embedded URL/HTML text.

Edit ‘Embedded URL®

e
Ernised LELATML

.8

Pt yonest et TP TN m

e
Figure 5-6: Embedded URL option
Edit "shery HTML® v
p ‘
s RN
= v
*LOCCTYRL e ]
B
<hoat>
R —
Prowod
s
-
pvrron wamanios
iy
s A AR AT POy N IS AR R G
|

Figure 5-7: Embedded HTML option
7. Click Confirm to finalize your message. The Advanced message will appear among

the Advanced Messaging options.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
Ra d IX Previous Ul Devices Table

Advanced messaging
Welcome to the hotel g Hotel Fire Alert 2 World cup promo with ea.. g

@ = ;5 0 8 * ® = @ = /s 0 8§ #
Happy Thanksgiving Tornado Hamlet Message
Testing Features
]
e = S 0O §F # e = 5 0O 8§ # @ = , 0 8 #

admin-repo g Welcome to Changhong customers E

ADD W cace. [

8. Select the message and click Apply. The message will be displayed on the device.

| lh@(@ dfe more thmgs in heaven and earth HOFBT!O than
are dreamt ofin your ph1IObophy - . ;

Figure 5-8: Display of an Advanced Message on the remote device

5.1.2 Android for Work (AFW) install/uninstall

Android for Work (also known as “Android Enterprise”) is a feature that allows you to use
your personal Android device for work purposes, by setting up a separate device profile just
for business use. This helps ensure security of work-related apps and data.

Note: In order to install apps on a remote Android device using the AFW install command,
you must enroll the device in Android for Work. This is discussed in Section 5.5.3.1.3,
Google EMM (Android for Work). If a device has been enrolled in AFW properly, you will
see the AFW install/uninstall option in that device’s Device Dashboard.
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Figure 5-9: The “AFW install/uninstall” command appears in the Device Dashboard

Once you have properly registered in the Android for Work program (as detailed in the
chapter on Account Settings, in Section 4.4.3, Android for Work Registration), you can
select apps for specific Android devices using this Radix Device Manager feature.

After you have selected apps and policies to be applied to your Android devices enrolled in
the Android for Work program as detailed in Section 5.1.2, Android for Work (AFW)
install/uninstall, they will appear in the AFW Install window:

AFW Install
® Ingtall Uninstall
L pricing archased Invatniked remasning
Adabe &cmingt Readar Edit POF FreaWithindpoPurck Tasa n
m Lrwedtn Jots & Buriness bews Fresmitninian®urchass [
WraEsAnn Hasiengar FroasitninAsPurchass o
B m

Figure 5-10: Android for Work Install window

As explained in Section 5.5.5, click on the Android for Work icon in the Devices Table, to
open the Android for Work window:
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This will give you options to install apps onto devices enrolled in the Android for Work
program.

To illustrate, we will select the Duolingo ABC app to be installed on our Android device:

1. Open the Public apps window, and click Add app.
2. Inthe Approved apps window, search for Duolingo ABC.

Approved apps *

. Google Play Duclingo - “ 2 @

B

° 7Babbel

am y

| &2
Dudlingo: Lamgu s DET Practice Babbel - Leamn L Busuu: Leamn & =
Dusoling #rna Ghobal Babbel Busuu
LR LB LA R B
Falou - Fast kan; Hoselta Stone | LingoDeer - Les! HelloTalk - Lear Mondly: Learm 41 Beslinguspp Lar
Muoymar Rasatta Stana Ltd LingeDaar - Leam [ - HalloTalk Learn Lanp ATl Studias Basinguapp Langua
rEwEd o LR *hw SRR 2] LR E R
AT L . — N =0

3. Click on the app to select it, and click Approve, and then click Close.
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Duolingo ABC now appears among our options:
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&
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]
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4. Select the Duolingo ABC app in AFW Install and click Confirm.
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CANCEL CONFIRM
Duolingo ABC will now be installed on your Android device.
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Drive
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B &
R
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Figure 5-11: The Duolingo ABC app appears on the remote device, after being installed using AFW

Android for Work is described in greater detail in Section 4.4.3, Section 5.5.5, and Section
5.1.2.
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5.1.3 Change Agent Password
This allows you to change a remote user’s password. The remote user will need this password
in order to make any changes to the VISO agent app on their device.

Change agent password X
Password @
Confirm passwaord &

Figure 5-12: Change Agent Password window

Subsequently, the remote user will have to enter this password when they try to modify the
settings on the Viso agent on their remote device:

P Lenovo TB-J606F - g e

FAEFM B G M D -

Enter Password

Figure 5-13: Remote device user being prompted to enter the Viso Agent password

If they enter the wrong password, they will receive the following prompt:
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M Lenovo TB-JGOGF == 0O X

Enter Password

Wrong password

CANCEL PLEASE WAIT BEFORE RET !!Y-IF[-
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v L L]

Once the remote user enters the password correctly, they will be able to resume use of the
Viso Agent app for 30 seconds without having to enter the password again:

846PM B G ¥ @ -

Viso

Device ID
HA195F3Y
Domain

qa

Tags

(@)

#rbp

For the next 30 seconds, you won't need a password when resuming to the app

5.1.4 Clear Apps Cache

Clearing the cache for an individual app frees up some storage space on a remote device and
improve performance on an app that is malfunctioning or even crashing. The Clear apps
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cache command will clear the data cached by the specific apps installed on the device. This is
a preliminary step to try, when encountering performance issues.

The remote users can clear the apps cache on their Android devices by going to
Settings>Apps & notifications>Selecting the problematic app>Storage>Clear cache. But
doing it via the Radix Device Manager can allow clearing the cache for many apps, on many
devices simultaneously.

Note: If the selected apps on the device are still not working properly, you can continue with
the Clear Apps Data command in the next section, which removes all app data on the device.

When you click on the Clear apps cache tile, the Clear apps cache panel opens.

Clear appz cache

e m

1. Select a particular app by clicking on the Add icon + . The app will now appear in
the right-hand column of Selected apps.

2. After you have selected the desired apps, click Clear cache. This clears the cached
data on the device.

5.1.5 Clear Apps Data

This is useful in situations where an app is crashing or displaying other issues. Clear apps
data will clear the user’s history on the device and require them to log in again. This
typically will solve most performance issues.

When you click on the Clear apps data tile, the Clear apps data panel opens.
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3. Select a particular app by clicking on the Add icon + . The app will now appear in
the right-hand column of Selected apps.

4. After you have selected the desired apps, click Clear. This clears any data on the
device.
For example, if you select the Calculator app, it will remotely clear the calculator
display on the device, and close the app.

5.1.6 Collect Logs

This allows you to create a log file of activities performed on a remote device.

This option is available from the Bulk Actions Ribbon, or from the device’s three-dot menu.

Remote control Advanced messaging
K
- * o
AFW install / uninstall Change agent passwornd Clear apps cache
e E &
Clear apps data Collect logs Device settings
&
= F
Disable apps Enable apps Firmware update
= -

1. When you click on Collect logs, the Collect logs dialog box opens, asking if you want
to collect activity logs from the selected device.
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RadixX

Collect logs

Collect log files from selected

2. Ifyou click Yes, a confirmation that the command was sent will appear in the lower
right corner, and a notification will appear in the lower left corner, indicating if the log
file was created successfully. If you performed the command on a number of devices,
the number of devices will appear in parentheses.

3. Click on the notification, to open the Command Status window.

% Collectlog file - (1)

Command status ( Ad-Hoc - Collect log file) x|

R
Status filter: All

HAIPSFEY (YahudaP}

HAIPSFIY | YahudaP]

Tiens

Do 24, 2024, N:46.53 AM

Dac 24, 2024, M:44:50 AW

Status
i) Command axe-utad Mora Info v
4! Command senit

L
S noas Fafad Panding
100% 0% 0%

4. When you click on More info, you will receive a clickable link of the log file.

Command status [ Ad-Hoc - Collect log file)

HARSFEY (Yohudal)

HUIPSFEY (¥ahudaP)

Do 24, 2024, 13 £4:50 44

Status

[s) Command auecuted Movo info A

1 Cammard sent 100% 0% 0%

5. Click on the link to download the log file to your computer. Alternatively, you can
right-click on the link to copy it to the clipboard, and then paste it into a browser tab.
This will also download the log file. The log file will be in *.txt format.
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File Edit View
-------- beginning of system
12-24 :54:29.208 597 1837 I storaged: storaged: Start
12-24 :54:29.361 1384 1384 I chatty : uid=1880 system_server expire 91 lines
12-24 18:54:29.456 1384 1468 I chatty : uid=10088({system) batterystats-wo expire 8§ lines
12-24 18:54:29,555 1384 1668 I chatty © uld=1888 system_server expire 1 line
12-24 1@:54:31 861 1384 1593 T chatty @ uid-1880 system server expire 1 line
12-24 :54:35,262 1384 1441 T chatty @ uid=1888{system) android.display expire 1 line
12-24 :54:35,383 1384 1828 I chatty @ uid=1880{system) NetworkWatchlis expire 1 line
12-24 19:54:35.337 1384 1432 I chatty  uid=18@8B(system) android.bg expire 3 lines
12-24 19:54:35.351 1384 1838 I chatty : uid=1088{system) StorageManagerS expire 2 lines
12-24 18:54:35.362 1384 1831 I chatty : uld=1088 syctom server explre 2 lines
12-24 18:54:35.381 1384 1384 T chatty : uld=1088 system_server explre 233 lines
12-24 1@:54:35.725 1384 1458 T chatty : oid=18@88(syctem) HuBinder:1384 1 expire 1 line
12-24 18:54:35.979 1872 1872 I android.hardware.wifigl.@-service-lazy: Wifi Hal is booting up...
12-24 18:54:35.979 1872 1872 I android.hardware.wifigl.@-service-lazry: Registering HAL: android.hardware.wifi@l.3::IWifi with name: default
12-24 19:54:35,981 1872 1872 I ServiceManagement: Registered android.hardware.wififl.3::IWifi/default (start delay of 48ms)
12-24 1@:54:35,998 1384 1841 I chatty . uld=10@B{system) ConnectivitySer expire 1 line
12-24 10:54:356,832 1384 1469 T chatty : uld=-1088(system) PowerManagerSer explre 3 lines
12-24 19:54:35. 848 1384 1384 T chatty @ uid-18@8 system_server expire 185 lines
12-24 19:54:35.875 1384 1496 I chatty @ uld=1088({system) PackageManager expire 1 line
12-24 19:54:35,157 1384 1460 I chatty  uid=10@B{system) batterystats-wo expire 2 lines
12-24 19:54:36.162 1872 1872 I android.hardware.wifi@l.@-service-lazy; Wifi HAL started
12-24 18:54:36.182 13872 1872 1 androld.hardware.wlflgl.@-service-lazy: Adding interface handle for p2pd
12-24 18:54:36.182 1872 1572 I androld.hardware.wlfl@l.@-service-lazy: Adding Interface handle for wlan@
12-24 1@:54:35 183 1872 1872 T android.hardware wifigl @-service-lazy: Adding interface handle for wifi-awared
12-24 18:54:35.183 1872 1872 W android.hardware wifigl.@-service-lazy: No active wlan interfaces in wse! Using default
12-24 18:54:35.183 1872 1872 W android.hardware.wifigl.@-service-lazy: No active wlan inmterfaces in uwse! Using default
12-24 18:54:35.188 1872 1872 I android.hardwsre.wifigl.@-service-lazy: C[onfigured chip in mode 3
12-24 19:54:36.188 1872 1872 W android.hardware.wifi@l.@-service-lazy: No active wlan interfaces in wse! Using default

Figure 5-14: Typical log file

If you want to collect logs from several devices, you can check the checkboxes for the
devices in the Device Console, and then click on More Actions>Collect logs in the Bulk
Actions ribbon. In the example below, logs will be collected from three devices.
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B corssssssaccnt - APV kil [l Cherg e sosard ez e sk o993 M
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[EEE ar - L a ¥ R, Tad
o s i Comes e Tooricn chert
a - & b 39R
] = m
a s actia repe g LY
S —— 12003 - ¥ . B, g
n
FinTanars Lgd Grsam smshtoand Lo
O0B0aE - e e
B co 1 2 et
Ec Hisno o SADGLS ABLAGAL [= - L * (e

Figure 5-15: Collecting logs from several devices

5.1.7 Device Settings

This option allows the Radix Device Management user to remotely adjust a device’s settings.
This could include selecting a type of keyboard, enabling or disabling a screen saver, or
performing a reset on the device.

When you click on the Device Settings icon, the Device Settings options window opens:
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traulux dudi samsung latin keyboard Eye protection brightness

ﬂ »

e o 5 @ @ n ;5 @ ® o J @ F #
task bar eitan newline test dudi newline q
® & » = ® = s ® § A ® & s & @ A

Enable status bar Disable status bar PrinterHP24 - dudi

Genaral Settings Test Genaral Suttngs Test

® & s @

® o , @

1]
%

ADDNIW CANCEL

Figure 5-16: Device Settings options

You can add more options as well, with the Add New button. To add a new device setting,
you will have to provide the connectivity details of the remote device.

To add a new device setting tile:

1. Click on Add New in the Device Settings screen.
The “New Setting” screen opens, in Edit Details mode.

New setting ~y

e

=

e %

Set s private

A

Hide content from athers

E]

bl

Set as read-only

dJd &

4 & 0 0 0O

=

Figure 5-17: New Device Settings screen

The icons on the left-hand side of the screen have the following functions:
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Table 5-1: Device Settings Options

Icon Description
7 Edit Details

Wi-Fi

Security

General

Set APN

Wallpaper

Install Certificate

Panel Settings (for specialized use)

] | Smartboard Settings (for specialized use)

App Permissions (for specialized use)

App Configurations (for specialized use)

5.1.7.1 Edit Details
This allows you to provide a name and description of the Device Setting, as it will appear in
the grid of settings.
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New setting ol

6 !ew Device Setting
v

yescript

@ Demo of New Device Setting

o Set as private

£
Hide content from others
[‘3 Other users con apply this reposiory bul connal se2 or open s ool
!E_:l Set as read-only
This repasitory item will be editoble only to this user ond odmin users, and read-only for
[__'Q_'] he others
[
(]
-]
=

CANCEL CONFIRM

There are two additional options to limit who can view and edit this device setting:

e Set as private option: Click on the Set as private button if you want this new device
setting option to be visible only to you (the creator of the item) when you log in to the
Radix Device Manager.

e Set as read-only option: Click on this if you want to restrict who will be able to
modify the details of this device setting. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the

top of the screen turn to a “locked” position .

51.7.2 Wi-Fi
This opens a pane to set the device’s Wi-Fi connectivity details.
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New setting o x
Set device wifi E.

% Select type

Manual
¢
F o S Ttifie [

g Authentica [

1‘ WPAZ
ra
(]

F el B
5

Encr r I
D AES
L Hidden 5
(] Auto Join
(]
i' Forget wifi
i

|

You can also choose an option to “forget” the Wi-Fi connection:

Edit 'Forget WiFi - Mintz' &
£ Set device wifi

v Forget wifi " ©)
Vo nessss

o

A

=

B

=

=

3

(-

o

-

-

CANCEL CONFIRM
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5.1.7.3 Security
This allows you to adjust login settings for the device, such as password length, password
history, number of login attempts allowed, and the like.

New setting o X
Maximum number of login attempts that are allowed before the device wipes itseif
v
g t the maximum time for user activity until the device will lock, this limits the length that the user can set
1 set the password expiration timeout
-'
ra
L=
Set the length of the password history
D Eet the minimum allowed passward length
[
Set the minimum number of letters required In the password
= Set the minimum numbar of lower case letters required in the password
-
L2
-
"

CANCEL CONFIRM
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5.1.7.4 General Settings
This is an interactive table where you can modify the device’s settings regarding apps, users,
connectivity, date & time, audio settings, and more.

New setting %
s
v
Apps Date and time
)
g wgure verify apps Timis 2tne
l‘ Disallow uninstall apps Automatic date and time
Specified if o user in disafinwed from uninstaling sppiieation
ra i
o Disallow install unknown sources HBRUARY AR A AOH LT
S s usat | disaiioed from enabling thi Unknow
E et it . Ern
24 hours maode
a Disallow install apps
. Disallow apps control Screen configuration
] ' o Setthe device brightness level (0 - 255)
Allow parent profile app linking
i "_‘_'_f'efe‘f'f‘gs o Status bar disabled
it

CANCEL CONFIRM

Note that the buttons in the General Settings window have three modes:

e Enable (Blue)

e Neutral (Gray, meaning that this settings item is ignored, and the device remains on
its current setting)

e Disable (Red):

Apps

Key restriction pending

Application rest

1sed to indicate

tion key that

the pending arrival of real restrictions for the app

Ensure verify apps

Sp if a useris disallowed from disabling

A ¥

cation verification

appli

Disallow uninstall apps

Sp es if a useris disallowed from uninstalling

Disallow install unknown sources

Specifies if 2 is disallowed from

Unknown Sourt

apps from unknown sources
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5.1.7.5 Set APN

This screen allows you to set up the details of an Access Point Name (=APN), such as an
MNC (= Mobile Network Code), an MCC (= Mobile Country Code), and MMSC
(=Multimedia Messaging Service Center).

New setting o x
s Set Apn E
v

Mar
@
o

5.1.7.6 Wallpaper
This allows you to change the wallpaper on the device. You select an image from your
computer and click Confirm.
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New setting e x

Stratch on screen

5.1.7.7 Install Certificate

Certificates are used for web filtering, VPN authentication, and many other uses. These
device settings options on the Radix Device Management interface allow you to install VPN
and app certificates.
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s -
Install certificate (E‘,

v

CA I:El'ljf;CEﬂIE :
® I
o CA certificata

Wi-Fi certificate
£ ;

VPN & app user certificate
= User private key wifi certificote
@
£
(]
()
]
mm
L ]
L J

The options are as follows:

e CA (=Certificate Authority) certificate
e  Wi-Fi certificate

e VPN and app user certificate

e User private key Wi-Fi certificate

To install a certificate:

1. First obtain a VPN or app certificate.
2. Copy the entire text of the certificate.
3. Paste it into the Certificate body field and click Confirm.

Echit "dudi cert (vpn)' - =
F
At cerificete L G

-
? A e e
o .

s 3
4
) ransar
=
L — R CENTIFICATE
o W o IR wildba ¥ ol e A bghi

BATTANTM a2 W S LS

) A T IR TR

v Hz T e MO R Y DGR LT T
5 whE Tz T E o
- L e o P VBRI GEAT L R §U b PR
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5.1.7.8 Panel Settings---First Panel (For Specialized Use)
The first Panel Settings panel has options to power up or power down your flat panel device,
and other power management options.

New setting & x
7
Power on Schedule E
Schedule device turn on by hour and days of the week
v
1517 SUN MON TUE WED THU FRI SAT
NONE e
o
A
Power off Schedule E
Schedule device shutdown by hour and days of the week
ETI
L1 )
1517 SUN MON TUE WED THU FRI SAT
CEEEE... e
'@ Remova gll "Power an” and "Pow h k
.
(] Power management
(-
-
W
L
o [

5.1.7.9 Panel Settings—Second Panel (For Specialized Use)

The second Panel Settings panel has additional device settings options for other flat panel
devices, such as being able to lock the touch lock on the device, allowing or disallowing the
Wake-On-LAN option, and more.
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New setting
4 Power on Schedule
Schedule device turn on by hour and days of the week
Power off Schedule
e Schedule device shutdown by hour and days of the wesk
Powar On souros
3:‘ Don't change
Automatic shutdawn withouot operation
1' Don't change w
ro
L2
Auto Backlight/Brightness
[::] Thirn o Tum off autamatic ackigh
Turn onoff Tauch lock
] Ture 1 0 o &f Bhie towich Inck on the scréen in batche

Panel settings

wakeOnkan

Disallow change bluetooth state

D Disallow Wake-0n-LAM state
it
USE lock
=
L1

o D

5.1.7.10 Panel Settings—Third Panel (For Specialized Use)

This has more specialized settings for smart panel devices, for options such as Wake-on-

LAN, panel speaker settings, network settings, and more.
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New setting
Fd
Enable Wake on LAN
L 4 Enable/disable the wWake-on-LAN feature.
Enable Users and Profiles
@ Enable/disable ability to manage local users on the device,
o Enable Unified Menu
Enable/disable the visibility of the Unified Menu
o Enable Home Source
Enable/disable the home source feature
S Enable Apps
Enable/disable the visibility of non-system apps in the launcher
H source Detection
(]
Default Source
()
(|
'i' Enable Proximity Sensor
Enable/disable the wake-on-proximity feature
i
CANCEL
5.1.7.11 Smartboard Settings
These are specialized device settings for smartboard panels.
New setting o X
F 4
SMART notebook player
e Browser
el Screen share
Vinihirty arviral i Wi G Qra
£ Whiteboard library
Visin#ity control In the apps ovary
]

Save whiteboard in library

Faguirad | whitoboged (it i

Saving whiteboards to a mobile device

Sharing whiteboards with a mobile device

Enable annotation layers

(|
k1
=
] QTP - cxperience
b
(0

Clean up policy
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5.1.7.12 App Permissions/Configurations/Applications settings
These menu options are for assigning permissions and configurations for applications on
Android devices.

Now satting X
&
v
" perTsissian peliey ok

+ permnan peley arin grent
<] sermission pelicy auin dany
A
o
i

i
m}
=}
g
[}
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Figure 5-18: App Permissions Settings
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Figure 5-19: App Configuration Settings
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Figure 5-20: Available application settings

Lock Screen Password
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When you apply this setting, the remote user will be prompted to enter the saved password to
free up their display.

Figure 5-21: Prompt for password to release a locked device

5.1.8 Direct Message
This is treated in Section 5.1.25, Send Message (Direct Message).
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5.1.9 Disable/Enable apps
The command “Disable apps” allows you to remove the icon of an app from a device. It will
not uninstall the app. But the remote user will not be able to execute the app.

The command “Enable apps” restores the icon of the app to the device display. The remote
user will be able to use the app once again.

This option is available from the Bulk Actions Ribbon, or from the device’s three-dot menu.

=] =) b 3
Advanced messaging AFW install / uninstall Change agent password
Clear apps data Device settings Disable apps

kY

e
Enable apps Firmware update Install package
a e
Kiosk Manage users Metrics
&
N N -
oTA Policies Remote control
° ~
>- - =
Remove Google accounts
Remote execute from device Restart

1. When you click on the Disable Apps tile, the Disable Apps screen opens.

Disable apps

il L Edliibed anps

2. Select the apps that you wish to disable by clicking on the Add to List icon +. The
app will now appear in the Selected apps column.
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n Settings )
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cuee

Previous UI Devices Table

3. Click Disable. The apps that you selected will now be disabled on the device.

To reverse the process and enable an app:

1. Click on the Enable apps tile.

ey @ E 3
AFW install / uninstall Apple custom command Change agent password
Clear apps data Dep Apple profile Disable apps
=2 &
Enable apps Exportto CSV Firmware update
= 2
Group dashboard Kiosk Manage users
<
4 N >
Metrics QTA Remote execute
@
Remove Google accounts Scheduler & triggers
from device Restart command

2. Select the apps that you want to enable, by clicking on the Add to List icon.
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Previous UI Devices

3. Click Enable. The app will now be enabled on the device.

5.1.10 Firmware Update

This option allows you to update the device’s firmware, for better performance and security.

Firmware update

Are you sure you want to update the firmware on the selected device?

n

Note: Not all devices allow remote firmware updates via the Radix MDM. If your remote
device does not support firmware updates, you will get a “Command failed” message:

Command status ( Ad-Hoc - Update firmware)

) davion by 10 Status filter: All

HATPEFEY [yahudap) Sep 29, 2024, 5455 AM

Hote: Hotsupporied for this device

HATPEFEY (yahudap) Sep 29, 2024, 15454 AM

1D Tima Status

@ commana failad

41 Command sent

More info. &

0% 100% 0%

CLOSE

Figure 5-22: Message when attempting a _firmware update on an unsupported device

5.1.11 Install App

This option allows you to remotely install software packages on a particular device. When
you click on Install App, a grid of software packages appears. These are software packages

that have already been stored in the Radix system.

5.1.11.1 Installing a package in the Radix Device Management interface:
In the screenshot below, the user will install the GeoGebra app on the remote device:
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To install a package on a device remotely:

1. Click on a selected software package.
Click the Apply button. A message will be sent to the device, and a (green)
notification will appear in the lower left of the Devices Table, indicating that the app
was installed successfully on the device. (The Devices Table will also alert you if the
installation failed (a red notification), or in Pending status (a purple notification).)

[ Devices Plewe Ll
1 hots X ¥ + & & C  m|BGouwps I
(=} ] = @ =] & -
Remate ok pocknge  Adwicedmessoge | Device ssificgs Foloies workligs Mera actian
B oevican Firmwars Wenslon 2 Duvice fama ¥ Bulld verslan 05T T Emall Last sean = Location Ipac
B ranseay TH-JATF USHSI000 142011300005 G00TRLROW e Wipnerizemgmot, co= Do B, 2025, 605 FREZIINTINET e i
1 ABRRPE RS S TH-JAT4E USAFI000 12011300004 GROIATROW - Winasnicsigmal.com Mar 31, 205, F34. FNB2I29ASNZET 77

| .-

Figure 5-23: Notification that the app was installed successfully

3. Clicking on the notification in the bottom center of the screen will open the
Command status screen:
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Command status ( Ad-Hoc - Install : GeoGebra Graphing Calculator { V5.0.632.0)) x
| status fiter: an ’ B Cc
in] Time ~ Status
HATPSESY Jan %, 2024, 50758 PM & Command executes
BB245E59503LTEed Jan 9, 2024, 3:01:58 PM & Command xecuted
2 0 0
HATSESY Jan #2024, 0uI4PM <1 Command sent BUCCEss Faltad Panding
100% 0% 0%
CLDSE

Figure 5-24: Display of status of command sent to a device

The Command status screen has several options to display or store results of commands sent
to devices:

Table 5-2: Command Status Screen Display Options

Icon Description
Status filter: All ~ | Allows you to filter results by commands sent, executed,
pending, etc.
E_’ Export to CSV: Allows you to export the table of results to an
Excel CSV file
C Refresh: Refreshes the results displayed in the table
@ List by Time: Allows you to display the list of commands by
the date and time that they were issued
EI List by Device: Allows you to display which devices have had
0 the selected app installed

5.1.11.2 Adding a new package to install

You can also add new software packages and install them on devices. (The user of the device
may have to complete the installation.)

To add a new software package to install:

1. Click the Add New button on the lower left of the Install Package screen.
The New Package screen appears.
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New pockage -

File from Url
Upload tila

Package fram ploy stom

CANCEL

2. You have the option of uploading a new software package from a URL, a file from
your computer, or from the Google play store.
e Ifyou select File from URL, you will be prompted for the file’s URL.

Mew app - =

Fite froe vl

Cutiond uset

52t 0s privote
Hida contart from others

Eet s read-only

e Ifyou select Upload file, you can select a file from your computer.
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Hew app

U i

Set s privote
Hille captent from cthors

Set as read-oaly

CANCEL

e I[fyou select to upload a software package from the Google play store, you will be
prompted for the app URL from the Play store.

New app
| .r.p..;.m.; Py St

Copy opp URL From Pigy shos
Ursteet Stertes Tabilat (a4 bt

Setasprivate
Hida coniant from others

ot an read-anly

e Set as private option: Click on the Set as private button if you want this new
software package option to be visible only to you (the creator of the item) when you
log in to the Radix Device Manager.

e Set as read-only: Click on the Set as read-only button if you want to restrict who
will be able to modify the details of this software package. Anyone with
Administrator privileges can edit it, while someone with only User privileges can
only access it and use it but cannot edit it. When you click on Set as read-only, you

will see the lock icon at the top of the screen turn to a “locked” position @ .

5.1.11.3 Installing a Software Package on a Group of Devices
The Install App option can be applied to a group as well. This is a convenient way to install
software on an entire fleet of devices at once. You can also track the success of the

installation.
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To install a software package on a group of devices:

1. In the Devices Table, click on the Groups icon 8 Broups

opens.
2. Find the group to which you wish to install the software packages, and click on its

three-dot menu:

. The Groups window

Rudl"f - &) Devices
i : [0 "R - . *
i Hiashéard 4 C B Groups
53 peviers [ = = . i i pors
s e iz I o - s PR Mpe

FLoAp [- Bt Frmiw o fieva b sl vt o= e Luat n
®l ean B = 1

B e - - a3t i 5

1
: o . - s

B Ve et Leuncher

= Hersicm Hanits

b Boppon Gonfor

% Commenn Hemry

Figure 5-25: Groups three-dot menu, for executing commands to entire groups of devices

The Commands panel opens.

x
] + = ¢ om B Groups
=] = )
12@gmail.com DOevice s=ttings Disabie apps Enabie apps
. ® & =
Export to G5 Firmare updats Group dashbaard
-
= = [ ]
— =] -
Install package Kiosk Mamaga users
d
k2 b H
Metrics oA P
[ ]
> = =
Fiemaova Googl :
Remote sxecute r,.o,.‘ug,:rc:tw‘ “ Restart
H D =]
Schaduier & triggers
c:m',.,,m;w Serv fles Sarul message
(2] ol N
B First Group

Figure 5-26: Groups Command panel, showing the Install Package command tile

3. Select the Install Package icon. The Install Package window opens.
4. Select the desired software package and click Apply. The software package will be

installed on the entire group of devices.
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5. You can later check the success of the installation by opening the Commands Status
window (Section 9.3).

5.1.11.4 Installing a Software Package on Selected Devices
There is also an option to select particular devices manually and install a software package on
them.

To select devices manually:

1. Click on the Devices icon, to open the Devices Table.
2. Select particular devices by clicking their checkbox in the far-left column.

z
Rﬂdlx & L Devices Lt
ka PR s o - ®
W * N i "
] Devkas = = @ E i dop
vetinpeciiin | dduocimemgs  Dewesma : saien
2o ] L]
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[l £ B scF
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3. Click on the Install Package icon in the Bulk Actions Ribbon. The Install App
window opens.
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5.1.12 Kiosk
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t and install packages.

This option allows you to use a device as a display in a kiosk, as in a storefront or hotel.

5.1.12.1 Applying a Kiosk Option

1. When you click on the Kiosk command tile for a selected device, the Kiosk options
that are relevant to that device’s operating system will appear.

Kiosk

Appiy 1 reenove existing kioik

P u
® = 5 @ § #
ATV Kiosk - lock

@ = ;5 @

ano MEW

® = , M@ [ *
rocket

@ = , @ § -+
ATV Kiosk - streaming

® = ;5 @

Hatel KIOSK q
@ = , M@ [ ] 4
duo / wikipedia q
@ =& 4, @& [ ] A
s @ 0§ #*
|

2. Click on one of the kiosk options to select it, and then click Apply. In our example,

we selected the Hotel Kiosk display.
The kiosk option that you selected will be displayed on the device automatically.
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You can also add a new Kiosk option and customize it according to your preferences.

5.1.12.2 Creating a New Kiosk Option
To create a new Kiosk option:

1. Click on Add New. The New Android Kiosk screen opens in the Edit Details option.

New Android kiosk w X

6 !mons!rme Lounch options

Demonstrate Launch Firsy

d @

Set as private

5
it

Hide content from others

Set as read-only

CANCEL CONFIRM
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The New Android Kiosk window has the following icons:

Table 5-3: Kiosk Editing Options

Icon

Description

&

/

Edit Details

Allow List: List of allowed apps

Web: List of allowed websites

General: General Display Settings

Wallpaper: Set a wallpaper on the
remote device

2.
3.

4.

Assign the Kiosk command a name and a description.

Click on the Set as private button if you would like the Kiosk option to only be
visible to you (as the creator of the item) when using the Radix Device Manager.
Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Kiosk. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .

5.1.12.2.1 Kiosk—App Allow/Block List

1.

Click on the Allow List icon. You can select which device apps will be included in the
Kiosk option by clicking on the Add to List icon .

The apps that you selected will now appear on the right-hand side in the Selected
apps column.
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2. Once you have added an app to the Selected apps list, you have a number of options
to run the app as soon as the remote device boots up:

Edit 'Demonstrate Launcher opti... * o x
y
ﬂ Remue duplicate Selected apps Q  Seat
Agenda Chrome P~ U
¢ E com.android.contacts 10731 + e‘ com.androld.chromae_12125102 Ny R m
Telefon Google Play Store ~ i
— ‘- EOMm.an fialer 200000 + ‘ . andiraid, v 1 B @ {5\‘ y
L)
Setari ChatGPT — A
' Play Store N + o YouTube . o @ b
com.android.vending BZE92210 Com. goagle. androld.youtube.ty e om. go.. -l R
W CPU-Z
Calculadora
! com . gqood leandreld.caleulater_BO003 *
o —_—_—
Mote Kee|
" -+
1 =10 of 25872 x
CANCEL CONFIRM

The options are as follows:

Icon Description
(») | Launch first

@ Launcher app

@ Hide icon
]E[ Remove

e Launch first: Selecting this will launch the app upon every restart/boot/startup. Once
you close that app, it will be displayed on the Home page with all the other apps.

o Launcher app: Selecting this will prioritize this app as a “launcher app”: This
launches the selected app as soon as the Kiosk command is sent to the remote device.
Assigning an app to Launcher app status will effectively lock the device into running
only that app. The Home, Back, and Recent Apps buttons on the remote device will
essentially be inoperative. The device will automatically revert to the app selected to
be the Launcher app.

Note: Only one of the selected apps in a specific Kiosk can be assigned Launch first or
Launcher app status.
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e Hide icon: This will hide the icon of this app on the device. The remote user will not
be able to operate this app, until the Radix Device Manager user reactivates the icon.
e Remove: This will remove the app from the Selected apps list.

5.1.12.2.2 Kiosk—Website Allow List/Block List
1. Click on the Web icon to select whether you want to display
e an Allow list of URLs that you want on the Kiosk device,
e a Block list of URLs that you do not want on the Kiosk device,
e a Web clip from a specific URL.

New Android kiosk

N,

setect Dlacking Type
None

Mllow list
Iock list

Web Clip

58 B

"
L=

e The Allow list window offers the following options:
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browsers will bypass these restrictions.
# Permitted URLs

Specific URLs that will be allowed

g

T
I
+

Narma Web favicon

For the browser, you either select Google Chrome, or the Radix Secure Browser on the
remote device.
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Figure 5-27: Icon for the Radix Secure Browser app on the left, and the Google Chrome browser option on the right

To add a URL to the Allow list:

a. Enter the URL, as well as a distinctive name for the website.

b. If you wish, you can upload a Web favicon from your computer to employ as the icon
on the Kiosk device to distinguish this website. If you choose not to upload a favicon
file, the Device Manager will use the default favicon for that website.

c. Click on the Add URL to List icon.

New Android kiosk & X
Ve Select blocking type

Allow list w
ﬂ- Defaull Browses

Radix Secure Browser

@ Allowlist/blocklist restrictions will only apply when using the Radix Browser or Chrome - links opened in third-party
browsers will bypass these restrictions.

'3 Permitted URLs
Specific URLs that will be allowed
Add URL to list
ra
122y Enter URL here Mame NBA Logo.jpg 1 J];j
ESPN ]

Figure 5-28: When selected, this kiosk mode will only allow access to the YouTube and ESPN websites

e The Block list pane offers the following options:
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New Android kiosk @ x
,‘ Select blpcking lype

Block list
E Diefault Browse

Radix Secure Browser ~
@ Allowlist/blocklist restrictions will only apply when using the Radix Browser or Chrome - links opened in third-party

browsers will bypass these restrictions.

* Blocklist URLs

URLs that will not be allowed m
L Entar URL hare. .. Jb

ESPN

hittps:{/www.yahoo.com [ ]

To block access to a website on the kiosk device

a. Enter the website’s URL in the text box.

b. Click on the Add URL to list icon to add it to the Block list.

e The Web Clip option allows you to insert a video clip from a website to be displayed
on the remote devices when in Kiosk mode:
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Enter URL hare Hama
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When we run the Web Clip option on a device, it displays the following.

P TeMm22

G00B600O

Tapping on the “Atlassian Tutorial” icon will run the YouTube clip.
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5.1.12.2.3 Kiosk—General Display Settings

1. Click on the General icon. This window contains options to trigger the display of the
kiosk, as well as the appearance of icons and text on the kiosk screen.

New Android kiosk o’
Actiugt lgosk by igger .
Ttz il 2l YO I ARG AN SICp tne KOSk DY S SRleCRG rigges L O

-]
& | SELEGCT TRAGHES !
® Add Seftings to kiosk ~
Tris funezioe will alficw you to add Setings Reposkonias o your Kesk | ©

APl ETINET FIFarnm et s m i I TR S SR SRS R R A e e e 4 PERE I ST A et e b P s A PRy e b ) e

Do ariefisticr
Orientation LE
Top sotus nar hew

Botiom navdzston o Shew

Semrvice mer

Wi selectar Enable

Buntogth: selector Endble

wit Swtiingn
;
heomiiecinin | (@)

Hesps dudca and asernal dispiay active wils plying conent (ol s senssver, siEndy o,
Histee tbmt HEM] ecrmntctimd TV conben eopires CEC sk T

With these Settings, the Kiosk we have selected appears as follows:
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e C(lick the Activate kiosk by trigger button if you wish to activate the kiosk
by means of a predetermined trigger. The Trigger options are treated in
Section 5.1.22, Scheduler & Triggers Command.

e C(lick the Add Settings to kiosk button if you wish to apply specific device
settings to the devices running the kiosk. Device settings options are treated in
Section 5.1.7, Device Settings.

Here is a brief explanation of the remaining settings options:

5.1.12.2.3.1Device orientation

5.1.12.2.3.1.1 Orientation
This allows you to select the orientation of the remote device’s display. The options are:

e Auto: This allows the orientation of the device’s display of the View to adjust
automatically, according to whether it is positioned in portrait or landscape
mode.

e Portrait: This displays the View in portrait form.
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e Landscape: This displays the View in landscape form.

L AN o x

) v Jc]

0000000

5.1.12.2.3.1.2 Top status bar
The red status bar appears at the top of the Kiosk display. The options here are Show/Hide, to
show the status bar at the top of the display, or to hide it.

L A= o x oo = x

9 v e ) @G

Figure 5-29: Tablet displaying the top status bar (lefi) and without the status bar

5.1.12.2.3.1.3 Bottom navigation bar
The navigation bar appears at the bottom of the display, with Back, Home, and Stop buttons.
Similarly, the options here are either Show/Hide.
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Figure 5-30: Tablet displaying the bottom navigation bar (left) and without the navigation bar

5.1.12.2.3.2Service menu

When a remote device is displaying a Kiosk, you typically won’t be able to access the icons
for the apps on the device. However, you can temporarily pause the display of the Kiosk by
accessing the Service Menu. From the Service Menu, you can select another Wi-Fi or
Bluetooth network, or run apps installed on the remote device.

You can access the Service menu in one of two ways:

1. By pressing on the device’s Volume Up-Volume Down buttons three times in quick
succession, or
2. By tapping on the display 5 times in quick succession.

The following menu appears:

L Al (n] *

Y
]

0oB00@

Figure 5-31: Settings icons while running a View

The Service Menu displays three icons:

Icon Description
\'-:;; Select a Wi-Fi network

Qg ' Select a Bluetooth device
(@ Kiosk settings

If you choose to disable the display of the Wi-Fi and Bluetooth buttons, then when you access
the Service Menu, you will only see the Kiosk Settings icon.
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Service menu

WiFi selector Disable v

Bluetooth selector Disable v

Figure 5-32: Disabling the display of the Wi-Fi selector and Bluetooth selector

M Lenovo 18606 o X

Figure 5-33: Service menu displaying only the Settings icon
We will briefly describe the functionality of the buttons.

5.1.12.2.3.2.1 WIi-Fi Selector

The options in the Views Console are Enable/Disable. This will display or hide the Wi-Fi
selector icon. Clicking on the Wi-Fi selector displays the following screen, showing all of the
available Wi-Fi networks in the area:

i B (crovo TB-J606F — m) X

1459 ¢ @

Wifi Selector

rdxga
oriechad
RDX_ENT

__PrinterHPS

rdxmng

rguest

Lemorele 28489D9C
DeepHub40b4
DIRECT-P4-CommBoxConnect1275

MerFort

Service
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5.1.12.2.3.2.2 Bluetooth Selector

The options in the Settings window are Enable/Disable, to show or hide the Bluetooth
selector icon. Tapping the Bluetooth Selector icon will open a list of Bluetooth devices in
your area:

B | cnovo TB-J606F — O X

1458 ¢ &

Bluetooth Selector

Eldroid

Bedroom TV

Galaxy Watch Ultra (M22T)

700

243

Galaxy Watch Ultra (M22T)

SONY FW-43BZ30L

ELIEL-PC10

5.1.12.2.3.2.3 Kiosk Settings
If you click on the Settings icon, it prompts you for a password to modify the device settings:
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START KIOSK MODE
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e Stop Kiosk Mode: You will be prompted if you wish to stop Kiosk mode
permanently, or until the next restart of the device:

M 1CMm22 - (m] X

HBEG 9EE -

This action will stop kiosk mode, Are you sure?

STOP PERMANENTLY UNTIL NEXT RESTART

006000

e Configure Kiosk mode: This displays a menu where you can select which
apps, websites, and background image parameters you would like to display in
the kiosk mode:

o Apps Policy: Here, you can either select a whitelist of apps to allow,
or a blacklist of apps to disallow, when the kiosk is running.
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O G Chrome
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o Web policy: This allows you to create a whitelist of allowed URLSs, or
blacklist of blocked URLs.

| M TCMm22 — O X W

150G eEE - o Bl

Policy builder v

| White list -
Black list "**“°" 2

1gle.com g |

None ix-int.com g |

00600 ®O AR

o Policies: This allows you to choose the background image and align it,
as well as set the password to enter the Kiosk Settings window.
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Policy builder v

[ Block install apps
[[] sot backgraund image
Stretch Background

Jrientation  Autorotate

SET PASSWORD

00006000 tom

When you have made your selection, click Save in the upper right corner:

— —— — ————= = - T —mT = T T

™ cm22 = a X
HM2G6e9mmMm -

Policy builder

[ Block instat apps
D Set background image
Stretch Background

Auto rotate ~

SET PASSWORD

0006000 <eom

e Set Password: This allows you to set a password that you must supply if you wish to
modify the kiosk settings in the future.
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Enter Password

New Password

Confirm Password

0006000

5.1.12.2.4 Launcher Icons Options
In the Launcher Icons options, you can select:

e Icon size (Small, Medium, Large)

e Font size (Small, Medium, Large)

e Font color, where you can select the font color under the icons in the Kiosk either by
RGB, Hex color code, or HSL (hue, saturation, and lightness).

/.-QII =

240 100% 50%

5.1.12.2.5 Power & Input Settings

When you click on the “Keep on while playing” button in the General Settings pane, the
remote device will continue to display the Kiosk. It will not enter into a screensaver mode or
go blank.

Power & Input Settings

Keep on while playing *";

Keeps device ond external disploy active while playing contert {disobling screensover, stondby e |
Naote that HDMI connecied TV conirol requires CEG-enobled Ts,
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5.1.12.2.6 Kiosk—Wallpaper Selector
1. Back in Kiosk option in the Radix Device Management Platform interface, click on

the Wallpaper icon ‘= to select an image to serve as the kiosk’s wallpaper.

Edit 'Demonstrate Settings_Atlassian Tu... " & x
rd Sat Ki
et Kiosk wallpaper e
= (@) s
b
@ Stretch on scraen " Q)
v 4

oo

If you do not select a wallpaper, there is a default wallpaper option that will be loaded
instead:
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Figure 5-34: Default Kiosk Wallpaper on remote device (no apps have been selected)

2. Click Confirm. The kiosk option that you created will be saved in the Kiosk window.
3. To use a kiosk option, select it from the Kiosk window, and click Apply.

Just One Api
bt banaior

Kioak

Honi

bty £ e aiaTng Hhase

Demonstrate Settings

[emonsirates o Seitegy

Test 2

Figure 5-35: This will apply the selected kiosk option on a remote device

Here is the selected kiosk option, illustrating our display choices for the apps we selected:
large icons, large font, and purple font color.
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5.1.12.3 Stopping a Kiosk Option

The remote device will be limited only to the selected apps and websites associated with that
kiosk item, for the duration of while it is in Kiosk mode. If you want to use the device for
other apps, you will have to remove the Kiosk mode that you have applied to the device.

If you wish to stop a kiosk option on a remote device, so that it can go back to normal
functioning, you can stop the kiosk mode either from the Radix Device Manager, or from the
side of the user of the remote device.

5.1.12.3.1 Method One: Stopping the Kiosk from the Radix Device Manager side
To remove a Kiosk mode in the Radix Device Manager:

1. Select the Kiosk command tile. The Kiosk window opens.

Kiosk o Saamt Az v c

device - lock m

None menora

Apphy to remove extsting kicsk

W
@ = , @ @ & , @ §g A
rocket dudi kiosk duo / wikipedia q
@ = , @A §F # @ = J @& ® = , @ §g #
ATV Kiosk - lock u ATV Kiosk - streaming youtube -kiosk
A0D HEW CARCEL
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2. Select the None option and click Apply. The device will now revert to full
functionality again.

5.1.12.3.2 Method Two: Stopping a Kiosk Option from the Remote Device (Viso Agent) side
When in Kiosk mode, a remote device is limited to a fixed set of applications and websites.
In the event that it is not possible to remove the Kiosk mode from the Radix Device Manager,
there is also an option for a remote user to cancel Kiosk mode on their remote device.

To remove the Kiosk option from a remote device:

1. On an Android device, tap on the screen 5 times, or click the Volume Up and Volume
Down buttons three times in quick succession.

2. For a Windows or ChromeOS device, perform 5 mouse clicks on the computer
display. The following screen will be displayed, with a Settings icon:

P | enovo TB-IG06F e (m] X
T2aPM IR W& W -

5.1.13 Manage users
This allows you to create or remove users on a particular device.

The Manage users feature can be accessed by:

e The device’s three-dot menu
e The Bulk Actions Ribbon
e The Device Dashboard, under Manage.
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Lock

Power

Manage
REMOVE [ ]
RENAME A
TAGS )

I CHANGE AGENT PASSWORD * l
RESET AUTH TOKEN y -
REMOVE GOOGLE ACCOUNTS o

I MANAGE U@?S e l
SCREEN SETTINGS (-
FIRMWARE UPDATE y e

1. When you click on the Manage users icon, the Manage users dialog box appears.
2. Supply the username, select Create user or Remove user, and click Confirm.

Manage users X
@ Create user

(") Remove user

| Change user password
User name

Set user password

Password @

Confirm password &
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Note: You must have Administrator privileges to create and remove users from using this
feature.

51.14 Metrics

This provides graphical displays of app usage on a device, to see which apps are used the
most, and which are used the least. This information can help you make fact-based decisions,
to optimize the usage of your device and make it into a true business asset.

When you click on the Metrics tile, you will see graphs that tell you about app usage.

Matrics

DOct 02023 - Hov B 2023

Mot used apps Lunst uned spps
.’ r i ’ r 2 / g
¥ | # g 5 5

& 4 L
7 i

Appusago . E v App eage chart

Hovering your mouse over one of the bars in the Most used apps and Least user apps
histograms will display the amount of time spent on each app.

Most used apps

Metfiic 3 hours 35 minutes

There is also an option to select a range of dates, search for an app and view its usage stats,
and to graph the results for a specified time period.
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Least used apps

5.1.15 OTA

This enables an Android device to receive and install updates to its operating system or apps,
or to dispatch an image of an operating system to a device. This option is primarily for older
Android devices, running an operating system older than Android 8.0, or that don’t employ
virtual A/B slot partitions.

When you click on OTA, a grid of stored OTA updates appears.

oTA | % . %

Clevertouch LAC - 0TA u Niowviaio q Clevertauch LUX - DUMMY OTA q

@ o /5 0 ¥ # @ ¢ /5 D FE @ @ 75 0 §F #
Newline 2304 - v1.0.62 q touch (2) u Pax - FNB u
@ o S 0§ # @ 0 /s 0§ A e o S 0§ A
nitat 2) u w1 (2) u hita1 q
@ % /S 0§ 2 @ s /S F # e 0 /S 0 F #

You can choose to edit an existing OTA setting or add a new one.
To edit an existing OTA setting:

1. Select the tile of the desired OTA setting and click on the tile’s Edit icon. The “Edit”
window opens.
2. Supply the name, description, URL etc., and click Confirm.
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File hash
31dad176f5e2d0170d5743fdbc 779415

V3.0.2

Set as read-only
This repository item will

To create a new OTA setting:

1. Click on Add New in the OTA panel of options. The New OTA window opens.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
Ra d IX Previous Ul Devices

New OTA o X

Set as private
Hide content from others

Set as read-only

2. Supply the necessary information in the fields. You will have to know the URL of the
update file for this method.

3. Click on the Set as private button if you would like the OTA setting to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the OTA setting. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .
5. Click Confirm to save the OTA setting.
6. To send an OTA option to a device, select the relevant tile, and click Apply.

5.1.16 OTA Update Engine

This option provides an alternate method of performing an over-the-air update to an Android
device’s operating system or apps. The OTA Update Engine option is for devices running
Android 8.0 or newer, and that employ the A/B partition updater.

When you click on OTA Update Engine, a grid of stored OTA updates appears:
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To create a new OTA Update Engine setting:

1. Click on Add New in the lower left corner. The following window opens:

New OTA Update engine o’ X
Name
Dascription

Select uplgad method

Upload file v

CANCEL

There are two upload methods:
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2. To upload an OTA update file from your computer, click on Add File, and attach
the file.

3. To upload an OTA update file from an URL, select File from URL from the
dropdown list. The following window opens:

Hew OTA Update engine [

| b ramun

23 madels.

He adlers

St an private

Sat 3 road-anty

m

Supply the signed payload URL, the payload size of the file, and the other parameters,
and click Confirm. The OTA Update Engine option will be saved to the repository.

When you employ the OTA update selection, the Radix Device Manager platform will stream
the update file, verify it, and write it to the device’s operating system.
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5117 Policies

If certain applications on your device violate your rights, have security issues, or are not play-
protected, you can essentially blacklist and block these applications. This can be done using
the Policies option in the Bulk Actions Ribbon.

When you click on Policies, a grid of stored policies appears.

5.1.17.1 Applying a Software Policy
You can select an existing software policy, or add and apply a new one:

P BRI
dudi -wifi __PrinteHP24 u

® =& , @& § b 4

Policies

URL Whitelist - https://wikipedi

SMART custom Policy test

youtube blacklist black list Hangouts

® =&« , @

m Smart URL only

® a ;5 @ ® = , @

Block Device Settings SMART SETTING DISABLE

To add a new policy:
Method One: From the Bulk Actions Ribbon:

If you have selected a particular device in the Devices Table, the Policies option from the
ribbon at the top of the Devices Table becomes active.

1. Click on the checkbox of the Android device for which you would like to create a new
policy. The Policies icon in the ribbon at the top of the Devices Table becomes active.

i
LF R FRE YRS
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2. Click on Policies in the ribbon at the top of the Devices Table. The Policies repository

opens.
Puolicies.
Hone smart filter url hbhbhbhbhb
@ = J 0§ A ® = /S0 F A
- u u o u
® &/ 08 # @ =, 0 W A @ &/ 0 8 #
¥LP Custom Policy clarin ni sagunda infobas
Dlccks FSEN-—spinre use if Sestings borbakrn
o 0 + ® =/ 0§ A ¢ = ;5 0 §F A
cinrin customm u ctari custom ctarin custom u
ADD T CARCEL

3. Click on the Add New button in the lower left. Sinc

e you selected an Android device

in the Devices Table, you can select whether to create a policy item for an Android,

Windows, ChromeOS device, or a custom policy:

Stotus bar enalled Policy (G}

i 1 erres ansi g pebEy

P & 7

com, xbh fllemanager Block Colculutor + hitps:fuvsyout. ..

® s J 0 B X

newline - test - 250824

® = s 0O B X

& *

Status bar disabled Policy (G)

® & s D RN

Blocklist - YouTube, MogiCannect

elarin test

Method Two: From the Repositories Actions Console

1. Click on the Repositories in the sidebar menu in the

Policies.

Radix Device Manager and select
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The Policies repository window opens.

2. Click on Add New button in the lower left. If you would like to install policies on a
group of devices that employ different operating systems, you will be prompted as to
which operating system you wish to apply a software policy.

Policies I
amart filber url hibhbhbhbhi USB block in windows
LB DROO § i
@ = ;s 0 8 A ewm /s 08 #
ehrome - Allow list spotify
@ = s @ = /5 0§ #
- ey - searchindex [ Allow max store Chrome policy - search index [ Black_
& o
ey @ = 5 0 B # ® @ /5 0 F A
B winmes
] Bilock ESFH 2025 ‘oo
& crusmes i 20 Bk, BT 5 TV i, i
O st o
=

Once you select the operating system, the New Policy screen opens. The parameters
that you must provide will differ, depending on the operating system that you select.

5.1.17.1.1 Adding a New Android Policy
When you click on the Android icon to create a new Android policy, the following screen
appears:
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New Android policy

5,
w

@

* Set os private
Hide content from others

Set as read-only
T [ tory ilem will b

o

Figure 5-36: Android Policy Edit Screen

The following is a brief explanation of the icons on the left of the Android Policy screen:

Table 5-4: Android Policies icons

Icon Description
2" | Edit Details

Block List

Web Content Filter

General

1. In the Edit Details window, enter a policy name and description.

Click on the Set as private button if you would like the Android policy option to only
be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Android policy. Anyone with Administrator privileges can edit
it, while someone with only User privileges can only access it and use it but cannot
edit it. When you click on Set as read-only, you will see the lock icon at the top of

the screen turn to a “locked” position @ .

4. Click on the Block List icon : . The Block List window opens.
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5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.

New Android policy W
Block lest (‘,
a
Rumave dupkcate Selected apps
Y Py Stare :
L Al B -
e B E
CPU-E i
S Ja I > cPU-Z i
. Calculator " < " =
E Calenidarin
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6. Click on the Web Content Filter icon © and select the type of list you are applying
to this policy: a list of apps to be allowed, or a list of apps to be blocked.
7. Supply the URLs of the apps to be blocked, or to be allowed.

Mew Android policy w o~

Hlnek st

Wocklist UfLs
LS 1t il 0t DR iilkeed]
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8. Click on the General icon . The General window opens. This window allows for
setting a trigger to activate or stop a device policy.

MNew Android policy - ®
Acthvate policy by trigger 5
Thuss will alicrw you o sctivate and elon the palicy by & ssiected trigger [ O
| seLECcT raeen

1=

Add settings to poscy
This function will Slow you te sodd edttinge repoaitones to your policy (’.-'

9. Supply the trigger and settings and click Confirm. The new policy will appear in the
Policies window.

10. Apply the policy to a device by selecting the policy and clicking Apply.

5.1.17.1.2 Adding a New Windows Policy
When you select the option to add a new Windows policy, the following window appears.

Mew Windows policy W x
a

@ y desciiption

e Set s private

Hide content from others
ther users con opply thisr

Set as read-only
Thic reposilony lem w

CANCEL CONFIRM

The following is a brief explanation of the icons on the left of the Windows Policy screen:
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Table 5-5: Windows Policies icons

Icon Description
2" | Edit Details
Block List
Web Content Filter
General Tab

1. In the Edit Details window, enter a policy name and description.

2. Click on the Set as private button if you would like the Windows policy option to
only be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Windows policy. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the
top of the screen turn to a “locked” position .

Mew Windows policy W x

5

a
i
0 Set os private

Hicle content from others

Set as reod-only

CANCEL CONFIRM

4. Click on the Block List icon. The Block List window opens.
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5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.

Haw Windows policy o
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6. Click on the Web Content Filter icon = and select the type of list you are applying
to this policy: a list of apps to be allowed, or a list of apps to be blocked.
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7. Supply the URLSs of the apps to be blocked, or to be allowed.

Merwr Windorers palicy L]

s

8. Click on the General icon ~ . The General window opens. This window allows you
to determine whether a Windows device can accept USB devices. It also allows you to
set a trigger to activate or stop a device policy.
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9. Supply the trigger and settings and click Confirm. The new policy will appear in the
Policies window.

10. Apply the policy to a device by selecting the policy and clicking Apply.
5.1.17.1.3 Adding a New ChromeQS Policy

When you select the option to add a new ChromeOS policy, the following window appears.

New Chrome policy

w x

8 mEN.

Set os private
This reposilary iten
Hide content from others

Set as read-only
This renository tem will e sditanie snb to1his Leer and admin

The following is a brief explanation of the icons on the left of the ChromeOS Policy screen:
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Table 5-6: ChromeOS Policies icons

Icon Description
7 Edit Details
Block List
Web Content Filter

1. In the Edit Details window, enter a policy name and description.

2. Click on the Set as private button if you would like the ChromeOS policy option to
only be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the ChromeOS policy. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the
top of the screen turn to a “locked” position @ .

New Chrome policy

Set as private
Hide content from others

Set os read-only
Thig repasiic i ] e

588

4. Click on the Block List icon. The Block List window opens.
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5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.

IWew Chrome palicy
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6. Click on the Web Content Filter icon ~ and select the type of list you are applying
to this policy: a list of websites to be allowed, or a list of websites to be blocked.

Haow Chromas palicy
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7. Supply the URLs of the apps to be blocked, or to be allowed.

Haw Chrome palicy -

Formtou wRLs
o 2t ek e

8. Click Confirm. The new policy will appear in the Policies window.
9. Apply the policy to a device by selecting the policy and clicking Apply.

5.1.17.1.4 Adding a New Custom Policy
The Custom Policy option is for managers of specific devices to create a unique device
policy.

When you select the option to add a new Custom policy, the following window appears.

New cus! tom palicy -

£ ey

@

The following is a brief explanation of the icons on the left of the Custom Policy screen:

Table 5-7: Custom Policies icons

Icon Description
2" | Edit Details
Block List
Settings Lockdown
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1. In the Edit Details window, enter a policy name and description.

2. Click on the Set as private button if you would like the custom policy option to only
be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Custom policy. Anyone with Administrator privileges can edit
it, while someone with only User privileges can only access it and use it but cannot
edit it. When you click on Set as read-only, you will see the lock icon at the top of

the screen turn to a “locked” position @ .

New custom policy &

Set as private

Hide content from others

5686

Set as read-only

4. Click on the Web Content Filter icon * and select the type of list you are applying
to this policy: a list of websites to be allowed, or a list of websites to be blocked.

o custom pollcy &

=
e —
)

L
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5. Supply the URLs of the apps to be blocked, or to be allowed.

Hew custom policy [

e
2 Parmesns 3L
Soacths USL i wi b iliowrast

Figure 5-37: Creating a list of allowed URLs

6. If you wish to create a list of blocked URLs, select the Block List icon. The Block
List window opens.

Wew custom policy & -

s
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L
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i3 e o e
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7. Enter a URL that you would like to block and click on the Add URL to list icon.
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Note: You must supply the URL in the form https:// for it to be valid.

8. Click Confirm. The new policy will appear in the Policies window.
9. Apply the policy to a device by selecting the policy and clicking Apply.

5.1.17.2 Removing a Software Policy from a Device
If you wish to remove the software policy that you applied to a device, there is an option in
the Policies screen to erase any policies.

To remove a policy from a device:

1. Open the Policies window.

Policies

dudi test

None
Appty to remove wxisling palicy x

0O Saarc Az - & "
only filter q

@ & , @ §

- q

e & , @ §g #

TA- Block Yeutube ﬁ

ADD HEW CANCEL

® = , @

android for work x-plore block

@ = , @ ® = , @

testi23 NEW COMMAND FOLICY

2. In the Policies window, select the None option, and click Apply.
You will see a popup informing you if the software policy was removed successfully.

51.18 Remote Control

The Radix Device Management interface includes a remote-control option which allows you
to interact with and essentially operate the user’s device. It is especially useful in situations
such as:
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e Customer support,

e Debugging a device,

e In “attended mode”, where you can provide a live demo to a user of how to access a
feature on their device,

¢ In ‘unattended mode”, where there is no user near the remote device, which is being
used in an unmanned display.

Note: The Remote Control command can only be performed on one device at any time.

5.1.18.1 User permission for Remote Control

If the device’s Account Settings require users’ permission for remote control (see Section
4.4.1, Remote Control Option), when you click on the Remote or Remote Control icon, a
message will appear on the user’s device, prompting them to allow a remote-control session:

Remote Control

Viso is asking your permission to stert remote cuntrol session

Figure 5-38: Prompt on the users device, to allow remote control of a device

After the user allows remote access, the device’s display will appear in the Radix Device
Management interface:

Figure 5-39: Radix Device Management Remote Display of Tablet Computer
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In this example, the Radix Device Management User has full access to all the functions and
apps in the user’s tablet computer.

There is a set of icons on the left of the display, enabling the Radix Device Management user
to perform the following actions:

Table 5-8: Remote Access Commands

Icon Description

0) Rotate left—Rotates the device display 90° counterclockwise

Rotate right—Rotates the device display 90° clockwise

Back—Goes back to the previous screen

Home—Goes to the device’s home screen

App switch—Allows you to switch to one of your recently-used apps

Menu—Goes to the user menu on an app that is presently in use

Record Video—Allows you to record a video of a number of mouse
clicks on the remote device

Save Recorded Video---Downloads the recorded video in the form of
a web media file (with the extension *.webm)

Capture Screen—Allows you to take a screen capture of the remote
device’s entire display. The screen capture is downloaded as a *.png
file

D-pad—Emulates a directional pad as on a gaming console, to move
in different directions

B =ello» T

i1

Clicking on the <= icon opens a directional pad, which emulates a game controller:
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Figure 5-40: Directional Pad Icons

Here is a brief description of the directional pad commands:

Table 5-9: Directional Pad Options

Icon Description

’ Moves the cursor up/down/right/left. Clicking on the center button
< ® > | “selects” the item where the cursor is positioned.

& Home: Goes to Home screen

) Back: Goes back to the previous screen

= Menu: Goes to the user menu on an app that is presently in use
< Toggle: Allows you to toggle back and forth between the D-pad menu

and the Remote menu

+ Volume control: Raises and lowers the volume on the device

If you perform the Remote Control command on a Windows device, the screen will appear as
follows:
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© Radix Viso MDM - Google Chrome = () X

23 visomdm.com/index.htmi#/remote?wrc=false&id=0492265B194F&Isw=true

{D i3 Os@mOe 20O e Gudess i Aot crcamibioin sl 3 % O
(9‘
H
ce=EN
g ! 4, Click on System.
v

° 5, Click on About.

The options in the sidebar menu are as follows:

Icon Description

4) Rotate left—Rotates the device display 90° counterclockwise

(’-. Rotate right—Rotates the device display 90° clockwise

B8 Ctri-Alt-Del—This is the equivalent of pressing Ctrl-Alt-Del on the
Windows device, and it opens the Task Manager screen. You can
either lock the computer, sign out, change the computer password, or
open the task manager to kill certain processes

. Record Video—Allows you to record a video of a number of mouse
clicks on the remote device

B Save Recorded Video---Downloads the recorded video in the form of
a web media file (with the extension *.webm)

B Capture Screen—Allows you to take a screen capture of the remote
device’s entire display. The screen capture is downloaded as a *.png
file

5.1.18.2 Ending a Remote-Control Session
To stop Remote Control mode, simply close the Remote Control window.
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5.1.19 Remote Execute
This option allows the Radix Device Management user to execute a particular command line
command or script on a device, or even on a group of devices at once.

When you click on the Remote Execute tile, the Remote Execute window appears.

Remote execute

smartcli launch Canal+ Setting imago >
—
® > /s @ § 2 @ 8 » M@ ® > /2 ® §@ 2
caleulator Tap Mainland france Click Add accessory g
® > o @ 7 A @ > 7 @ ® > 72 @ § A

clear Android TV Youtube ...
A—

CANCEL

Click Remote & Accessori.. Open Settings 16.02
—

ADDNEW

You can select one of the existing options or create a new script to be executed remotely.

To create a new command to be executed remotely:
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1. Click on Add New in the Remote execute window. The New Remote Execution
window appears.

New remote execution o x

@ Command line O Seript

Wait for exit
Collect output

n Run with high privileges

Set as private
This repository item will

Hide content from others
Jther users can apply this repositor

Figure 5-41: Remote execute command interface

Supply the command line arguments, or a script, and click Confirm. The new command will
appear in the Remote Execute window. The table in Appendix E: Remote Execute
Command Reference has some useful command line commands, as well as instructions for
filling in the other keyevent command options.

2. Click on the Set as private button if you would like the Remote Execute option to
only be visible to you (as the creator of the item) when using the Radix Device
Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Remote Execute command. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock
icon at the top of the screen turn to a “locked” position @

4. Select the command and click Apply. The command will be sent to the selected
device.

5.1.19.1 Examples of a Remote Execute Command
Let us perform some simple examples of a command that we send to a device remotely.
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5.1.19.1.1 Example No. 1: Top Command
We will illustrate the remote execute command with the Android command “top”. The “top”
command will get a list of processes running on the remote device and display the result.

To use the Remote Execute command “top™:

1. From the Overview Dashboard, click on the Devices Table icon, to see a list of all the
available devices.

Radi)( = fir Dashbooard
—  EEE 37 229 240
) nwsf- Totol devices O I Active devices s Total users - Active users

- . Connected devices Q @ Lost seen device locations - Recently enrolled
- devices
P |
@1 {00247101D018)
+ wn x T8
»oo
wo q —
L
e 499, -
c How 200 DTIIZXIACE0095)
o -
o —
Ll - an Lo e . KTC Fromuthasn (SSW9I012
| @ Deczs 2
Most used 2 i
- apps @ Last commonds @ Os distribution
| |
Q " Stho 20 Instat e | 1|

e €

2. Find the device to which you would like to execute the command. Use the Search Bar
at the top, to narrow down the selection.

N o hwws M + @ # © m |\ Goops
R ] L

Bavice D 3 Firmmw wrviim = OF T T Devicebume T Buikdvesion [— Lud ymmrt

HANIGR LY TH-Sa06F L0 S30001 4 093E000 D OONFET BOW - otk g ol cam ion §, 1de, 1204 EhExM |
=

TafasinmET SRS TR~ 108 750K 620 0 e GOy - sirearixggmnt o Mo a1 202N B L mamE b

3. In the list of devices, click on the device’s checkbox at the beginning of the line where
the device is listed. The Bulk Actions Ribbon at the top of the screen will become
active.
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4. Click on the More Actions icon in the ribbon at the top of the Devices Table page. A
drop-down list of possible commands opens.
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5. Select Remote Execute. The Remote Execute Commands window opens.
6. In the Search bar at the top of the window, enter “top,” to find the “top” command
(the second entry in the table above).

Remote execute 0 top . # ‘

Amit " Set desktop wallpaper” Stop ADBD stop chrome

@ > s @

Stop user Top

® > » @& § > ® > 5 @
stop com.android.calculator2

@ > @ 7§ *

e canci
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This is what the “top” command looks like “under the hood” when we click on the Edit icon

Ll

’ on the Remote Execute tile:

Edit "top’ o X

— Name
top

Command

top

Arguments
-n1

@ Command line O Seript
Wait for exit
Collect output

n Run with high privileges
This repository item will be visible only to this user

Set as read-only e
This repository item will be editable only to this user and

admin users, and read-only for the others

Figure 5-42: Remote Execute command "top", showing the command and its arguments

(The argument —-n 1 displays 1 line in the list of apps currently running.)

7. Click on the tile for the “top” command and click Apply.

Remote execute S tem S ' a

Amit " Set desktop wallpaper” Stop ADBD stop chrome

ADD MEW CAMCEL m
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You will get an alert in the lower left-hand corner, indicating that the command has been
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Figure 5-43: Alert that the Remote Execute command has been performed successfully

When you click on the Remote Execute command in the lower left-hand corner, the
Command Status window opens, showing you the result when the command “top” is

executed:
Q Search device by ID Status filtter: All - | E: c Lo
{[1] Tima ~ Status
HAT Dec 17, 2023, 490:34 FM () Command executed @ Mare info A
Result code:D

Command result:
[5 [999C [2998 [&n [u [H [J 7281 [H [J [s [?99C [P97B [6n [uTasks: 1total, 1running, Osleeping, Ostopped, O zombie
Mem: 5.5Gtotal, S51Gused, A442M frea, 4.BM buffers
Swap: 3.006total, 555M used, 24Gfree, 276 cached
B00%cpu D¥user Onice UXsys B00%idle 0%ow D%irg O%sirg 0%host
[?m PID USER PR NIVIRT RES SHR S[%CPU] %MEM TIME+ ARGS [om
[im25458 systam 20 0 36M 3.6 29M R 4.0 0.0 0:00.03 top -n 1 [m [#25h [Om [000:1H [K [725h [725h [Om [1000:1H [K

HA Dec 17, 2023, 4:10:35 PM 1 Command sent

ftomsporpage: 0w 1-20f2 1€ £ > 2

Figure 5-44: Command Status window, displaying the results of the “top” command

5.1.19.1.2 Example No. 2: Set System Settings

Another useful example is adjusting a device’s system settings using a remote execute
command. The syntax is as follows:

Syntax: set_system <key> <value>

Here, we use the argument screen off timeout, which sets how long a device’s
display will remain lit, until it goes to sleep.
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Edit 'set system’ ' X

Name

set system

Command

linternal

Arguments

set_system screen_off_timeout 7100000
(. Command line O Script
Wait for exit

B covectoutput

ﬂ Run with high privileges

Set as private
This repository item will be visible only to this user =,

will be editable only to this user and

Wy for the others

CANCEL CONFIRM

You can fill out the fields with the following parameters:

e Command: ! internal (the “!internal” command helps ensure that the user
has sufficient permissions to execute the command)
e Arguments: set system screen off timeout 7100000

In this example, the command will set how long the screen on the Android device will remain
lit. The argument for the amount to time it will stay lit is set for 7,100,000 milliseconds (=
118 minutes and 20 seconds).

5.1.19.1.3 Example No. 3: Set Global Settings
In this example, this command will turn on automatic date and time settings on the remote
Android device.

Syntax: set_global <key> <value>

Here, we use the argument set _global auto time 1, to allow the Android device to
set its date and time settings automatically.
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Edit 'internal set_global' w X

= Name =
Limmal.aes__algm

;ommand
finternal

Arguments
set_glabal auto_time 1

(@ commanctme [ ) Script
Walt for exit
n Collect output

Bl run with high privileges

Set as private

This repositony

Item will be visible only to this user

Set as read-only
This repository item will be editable only to this user and

admin users, and read-onty for the others

You can fill out the fields with the following parameters:

Command: ! internal (as above, the “!internal” command helps ensure that the user has
sufficient permissions to execute the command)

Arguments: set global auto time 1

5.1.19.1.4 Example No. 4: Set Secure Settings
In this example, we use the “secure settings” option to disallow installing apps from any
unknown sources.

Syntax: set_secured <key> <value>
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Edit 'Disallow install app from unkn... ’ o X
- Name
Disallow install app from unknown sources ]
Command
linternal
Arguments

set_secured INSTALL_NON_MARKET_APPS 0

@ Command line () Script
Wait for exit
B3 coectoutput

Run with high privileges

Set as private
This repository item will be visible only to this user

Set as read-only
This repository i

admin user

y item will be editable only to this user and

an

d read-only for the others

You can fill out the fields with the following parameters:

Command: ! internal (asabove)
Arguments: set secured INSTALL NON MARKET APPS O

In this example, we employ the argument “INSTALL NON MARKET APPS” and set the
parameter to “0”, to disallow installing apps from suspicious sites.

5.1.20 Remove Google Accounts from Device

This allows the Radix Device Management user to remove all Google accounts from a
device, or to retain one. This is useful in instances where you want to transfer the use of a
device from one user to another, and you want to switch over the default Google account on
the device as well.

To remove Google accounts from a device:

1. Click on the Remove Google Accounts tile. The Remove Accounts window appears.
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Remove accounts X

Remove Google accounts from selected device

(@) Remove all accounts
Keep one account

. Remove accounts by condition

2. If you select “Remove all accounts” and click Confirm, you will get a confirmation
in the lower right corner that the command to remove the Google account(s) has been
sent to the device.

3. Ifyou select “Keep one account”, you will be prompted to enter a Google account that
you would like to retain.

Remove accounts X

Remove Google accounts from selected device

. ) Remove all accounts
(@) Keep one account

| Remove accounts by condition

Enter an account name you'd like to keep

Email account

4. If you select “Remove accounts by condition”, you will be prompted for a condition
that the Google account must/must not contain to be removed.
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Remove accounts X

Remove Google accounts from selected device

I Remove all accounts
| Keep one account

(@) Remove accounts by condition

\.\' Contain Not contain

Condition data

CANCEL CONFIRM

5. Click Confirm. You will get confirmation that all Google accounts have been
removed, except for the one(s) that you wished to retain.

51.21 Restart

This allows the Radix Device Management user to restart a device remotely.

To use the Restart command:

1. Click on the Restart command tile. The Restart window opens:

Restart

Are you sure you want to restart selected device?

-1

2. Click on Yes. The device will restart remotely.

5.1.22 Scheduler & Triggers Command

This allows you to create a trigger for a device (by timing, geofencing, Wi-Fi, or upon
Startup) from within the Device Dashboard and lets you program the device’s reaction to the
trigger, by selecting a particular command to be executed.

When you click on the Schedule & Trigger command tile, the Schedule & Trigger
Command window opens:

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Page 170

L
RCI d IX Previous Ul Devices

Schedule & trigger command X

*'Scheduler & triggers command’ allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

{ Command name l

[ SELECT TRIGGER ]
i
J

[ SELECT COMMAND ]

To use the Schedule & trigger command:

1. Assign a name to the command.
2. Click Select Trigger. The Schedule & Trigger window opens, with saved options.

Schedule & trigger 0O Sear A & a %
¥LP Timing tamp test tag gecfence
@
® 0 » ® § » ® 0 5 & § # ‘ ® & , # § #
lock my device if leaving .. HPS moto
® & , ® § # ® T 75 @ § # ® 0 » ® §
ADD HEW CANCEL m

If you wish to create a new Schedule & trigger command.

1. Click on Add New. The New scheduler and trigger window opens.
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New scheduler and trigger w X

/s

B

Set as private

Hide content from others
Other users can apply this

2. Assign a name and description to the scheduled command and its trigger.

3. Click on the Set as private button if you want this new Schedule & Trigger option to
be visible only to you (as the creator of the item) when you log in to the Radix Device
Manager.

4. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this Schedule & Trigger option. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock

icon at the top of the screen turn to a “locked” position & .

5. Click on the Add trigger icon . You have four options to select as a trigger:

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Page 172

RadixX

Mew scheduler and trigger

Ssimct irige
Startup
Tining
Gaofencing
Wifi

Startup

React to trigger state ehanged (For Policy and Kiosk itams) (')
On condition equals 0"
On condition does not equal "0";

start End @) Nothing

_—

Previous UI Devices

e Timing: To execute a command at a particular date and time. The timing can be a
one-time trigger, a trigger limited to a range of dates, or a perpetual trigger with no

definite end date.

New scheduler and trigger

# e 1
Timing

[
anes
i W4
Tirm to Hum €O
T o e ecnc &
Apply only if idle

Figure 5-45: Timing option with a one-time trigger
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Figure 5-46: Timing option with a trigger on defined dates
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Figure 5-47: Trigger option with no end date
There are two other parameters that you can adjust in the Trigger option:

o Time to live: This is the time in seconds that you allow for the command to be
executed if the remote device is not accessible at the specified time
o Apply only if idle: When you click on this option, you specify that you want
the trigger to operate only if the remote device is idle. This is preferable in
instances where you do not want the remote user to be disturbed in the middle
of using a device.
o Condition command line: Here you can supply a line of code that will run the
trigger if the code runs properly and provides an exit code equal to 0.
e Geofencing: To execute a command within a certain geographic perimeter. You can
draw the perimeter on a map and specify that the command should be executed if the
device leaves that perimeter. This feature can be useful if a device is lost or stolen. For
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RadixX
example, you can use this feature to track a lost device and lock it down using the

Lock Device command or even wipe all personal data with the Wipe Device

command (see Section 5.7.3.8).
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Figure 5-48: Geofencing Option, delimiting a geographical area
Wi-Fi: To execute a command upon receiving a Wi-Fi trigger.

[ ]
a x

New scheduler and trigger

|'h‘ili

B
Il
On enter:
@) Start End Hathing
Onexit:
Start End (@ Nathing

-

Startup: To execute a command on the device every time it starts up, or upon the first

[ ]
registration of the device only.
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6. After you have selected a trigger, you then click on the Select Command button to
specify a command to be executed.
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7. After you select the command, you link it together with the desired trigger. The result
should appear something like this:

Schedule & trigger command X

*'Scheduler & triggers command’ allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

Command name
¥YLP Shutdown trigger - Shutdown

SELECT TRIGGER ]

selected trigger:

YLP Shutdown trigger

SELECT COMMAND ]

selected command:
Shutdown

5.1.23 Screen Settings

This allows you to adjust the brightness and volume on flat panel devices.

When you click on the Screen Settings command tile, the following window opens:
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Screen settings *

Input source

0o 000

ANDROID P HOMHM HOMIZ HOMIS oP VEAT

Volume
)

Brightness.

O

To use the Screen Settings command:

1. Specify the input source for the signal to the flat panel device.
2. Adjust the volume and brightness to the desired levels.

3. Click Confirm. You will receive a notification that the command has been sent to the
flat panel device.

51.24 Send Files

This allows you to send specific files to a remote device. You can either supply a URL from
which to retrieve the file or upload a file from your computer.

When you click on the Send files tile, the Files window opens.

Files i Is *
cc PICO VR 12 FILES mdm ultimo u
® & 72 1 A @ O 7 e & /- 7 »
radix_mdm_25,6,1,7537.apk image eldar 1 pic u
@® 5] /’ ] @ ey 7 @ & /s [ ] »
cpu-z zoom

200m apk

CAMCEL

ADD HEW

To add a file to the repository from the Internet:

1. Click on Add New in the lower left corner. The New File window opens.
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New file B x

Select upload method
Upload file -@
File from Url

Upload file

Lestinalion {-‘

Set as private

This repository item will be visible enly to this user

Hide content from others

Other users can apply this repository but cannot see or open its content

Set as read-only

This repository item will be editable only to this user and admin users, and rea for the others

2. From the Select upload method drop-down list, choose File from URL, and supply
the URL, as well as a name for the file in the repository, and a file destination (=
where you would like the file to be stored on the target device).
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Edit '1 airplane’ X

Fila 111
File url

( wage-prod.visomdm.com/gofcace?0588f8826bafuf1f15246d1576f0eb73e68015460adb7 21

Mare

wame:
1 airplane

Jesiinagtion

/sdcard/downloads ®
This repository item will be visible only to this user
Other users can apply this repository but cannot see or open its content

Set as read-only

This repr item will be editable only to this user and admin users, and read

3. Click on the Set as private button if you would like the file option to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the file uploaded. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .
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Read-only repository! enable editing by canceling the read-o
nly status

Edit "1 agirplane’ % X

File uri

https://storage-prod.visomdm.com/qa/cace?0588f8826bafaf1f1526d1576f0eb73e680154

Nome
1airplane

Destination
/sdcard/downloads 0]

This repository item will be visible only to this user

Other users can apply this repository but cannot see or open its content

Set as read-only
This repository item will be editable only to this user and admin users, and read- (’)
only for the others

5. Click Confirm. The new File option will appear in the Files window, allowing you to
send it to the selected devices.

To add a file from your computer to the repository:

1. Click on Add New in the lower left corner. The New File window opens.
2. Choose Upload file to upload a file from your computer to the Files repository on the
Radix Device Management interface.
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New file a X

Calart Inad method
o2leCl upioad metnoa

Upload file v
Nome
Destination D)

Set as private

This repository item will be visible only to this user

Hide content from others

Other users can apply this repository but cannot see or open its content

Set as read-only

This repository item will be editable only to this user and admin users, and read

only for the others
CANCEL CONFIRM

3. Supply a name for the file for how it will appear in the Files repository, and supply a
destination as a path, such as /mnt/sdcard/Documents.

4. Click Add Files to search for a file from your computer to upload. You can add
several files to the repository.
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|
New file s X
Select upload method
Upload file v
Name
( background file{
Destination
/sdcard/Download/test/ (D)
Set as private
This repository item will be visible only to this user
Hide content from others
Other users can apply this repository but cannot see or open its content
Set as read-only
This repository item will be editable only to this user and admin users, and read
only for the others
CANCEL CONFIRM
| .

5. When you have finalized your selection of files, click on Upload All.
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MNew file B x

select upload method
Upload file

background file

/sdcard/Download/test/

IMG_20260310.151740_063.jpg | |
IMG_20260310.151704_155.jpg | |
20260322 185224 jpg | |

Set as private .
Hide content from others .
:. mer USers can appy 1] IS repository ou LUTIOR ot © IpET IS anient

Set as read-only

CAMCEL CONFIRM

6. Click on the Set as private button if you would like the file option to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

7. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of these files. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the
screen turn to a “locked” position @ .

8. Click Confirm. The files will be added to the Files repository item under the name
that you selected.
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Files Q Search v i s} %
windows wallpaper desk... u cc windows wallpaper script U
® kK 7 8 2 @ O 2 1 ® k 7 1
PICO VR 12 FILES Q Background 11 G Mountains U
® O /s 8§ 2 | ® B 5 0 # ® h » 8 #
1pic ﬂ RadixVisoAgent_10.4.0.. ﬂ Complete Anatomy 2024-“
ADDMEW CANCEL

Figure 5-49: The Files repository item "Background 11" has been added

5.1.25 Send Message (Direct Message)
This command allows you to send a plain text message, with a message title and body, to a
device.

To send a message:

1. Click on the Send Message command. The Send Message window opens.
2. Supply a message title and body and click Confirm. The message is sent immediately
to the device.

Send message *

Message titke
Greeting

Hello Waorld!

)

CANCEL CONFIRM

5.1.26 Shutdown

This command shuts the device down remotely.
To shut down a device remotely:

1. Click on the Shutdown command. The Shutdown window opens.
2. Click on Yes when prompted whether you wish to shut down the device.
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Shutdown

Are you sure you want to shutdown selactad device?

5.1.27 Sound Siren

This option sounds an alarm on the device. This may be handy in an emergency situation, or
if the device has been stolen. You can instruct the device to sound off the alarm if it is taken
outside of a specified geographical area.

Siren

Are you sure you want to start a siram on selectad device?

=B
51.28  Standby

This option will put a remote device in standby mode (otherwise called “Hibernate” or “Sleep
Mode”).

Standby

Are you sure you want to send Standby command to selected device?

No Yes

Click Yes to put the remote device in Standby mode.

The Wake Up command (Section 5.1.34) will power up the display on the remote device
after it has been in Standby mode.

5.1.29 Tags

This option allows you to add to or remove tags from a device or user. These tags can help
you in grouping users together, or when searching for devices.

Tags

AT ar ramaove tags trom S8lected davices

o m

To add a tag:

1. In the Device Console, select a device, or several devices, by checking their checkbox
in the far-left column.
2. Click on More Actions in the Bulk Actions Ribbon and select the Tags tile.
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3. Enter the name of the tag that you want to apply to these devices, click Enter, and
press Confirm. You can add several tags this way. In our example, we add the tag
“January” to these three devices that we have checked above:

Tags X

e o rismiwe Eagps i an oGt eyt

] Amrren

Aanunry

Figure 5-50: The tag "January" will be added to those three devices

= Radix . ; ; , it
B || Devives : - W + = & C m |
o 5= . DevicelD Hame Bl el waan Polcy-Kioak = .2 Togs T st Rogisior = (=]
- AAMEE T T # Wealand POS Black Jan 35 2134 R4 - me mady By & 004 T 00 P
© - s /T e, ok o emame s
th o FEATTRORD N4 # PocE_shar Jan T, PO T2 PN - e
a
4. If you wish to delete a tag from a device, select that device, click on the Tags
command, and click on the o on the tag you would like to delete.
Tags

Auad or remove tags from sulected devices

now @ 2» 0O mw?’
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5.1.30 Terminal

This opens a fully featured, live terminal with an ADB (=Android Debug Bridge) shell
connection. This allows you to remotely debug an issue with a device, as well as download a
log of commands to the device and run exec scripts remotely.

Terminal (Lenoveo 9 black GO HA12ZFWGQ) & -0

There are also two icons in the upper right:

Icon Description
J/ Get log—Allows you to download a log of command-line commands to
be able to work on the device while offline
20 Enable run as system—Allows you to change permissions.
When you enable this feature, the icon will turn green. Another click will
disable this feature, and the icon will turn gray again.

f identical 9 lines
tamperature
: getCoolingDevices is not implemented in Thermal HAL.

re: denied { read } for scontext=u:r:system_apg
{ read } for =
led { read } for s
niad { read } for &

denied { read } for &

ntraller-1]

Note: The Terminal command can be used only on a single device at a time.
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5.1.31 Uninstall Apps

This command lets you uninstall software packages or apps on a device.

When you click on the Uninstall apps tile, the Uninstall apps window opens:

Uninstall packages

Mrrove cuplraty Selectad apps

Contatti

| 8B ¥ o I &
7. 4 i i

2

+

To uninstall a software package:

1. Click on the Add to list icon next to the software package you wish to uninstall. The
package will now appear in the Selected apps column.

Uninstall packages
B duplicats Selected apps

- 1 ’ Calcl B
Tui.h’."' 4

g et -

» u-,.rS-.:.- + L4

U 1

! Cal '..|th T

> M
-

2. Click Uninstall to remove the software packages from the device.

51.32 Views

The Views repository option allows you to create a specialized Kiosk option where you
choose allowed apps and access to a single URL on the remote device.

5.1.32.1 Applying a View Option
1. When you click on the Views tile, the Views options will appear.
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None WebView Demo Hisense Video
Apply to remove existing views
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YLP View option dl
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Q
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®
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©
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%

1webview demo radix we...

&
%

® = , @0

1 webview demo airplane u video demo u TelevB-demo
ADD MEW CANCEL m
! il

2. Click on one of the Views options to select it, and then click Apply. In our example,
we selected the WebView Demo option.

The View option that you selected will be displayed on the device automatically.

]
£

P Lenovo TB-J606F = O X

.
Radlx Solutions ~  Industries ~  Partnerships ¥  Support Company m @ Login

Hoene  »  Hospitality kauncher demo

Radix WebView Demo

WebView Integration with APIs running on
Android TV

Launch Netflix Launch Youtube Launch Spotify

&
Cookies Settings

5.1.32.2 Creating a New View Option
You can also add a new View option and customize it according to your preferences.

To add a new View option:

1. Click on the Add New button at the lower left corner of the “Views” screen.
The “New View” screen opens.
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2. Assign a name and description to the new View option.

New View o

TMX View Option
Mustrate View Option
& | L ’
Set os privoie
This repository item w

Hide content from others

Set 0s read-only

-

3. Click on the Set as private button if you want this new View option to be visible only
to you (the creator of the item) when you log in to the Radix Device Manager.

4. Click on the Set as read-only button if you want to limit who can edit this View
option. Anyone with Administrator privileges can edit it, while someone with only
User privileges can only access it and use it but cannot edit it. When you click on Set
as read-only, you will see the lock icon at the top of the screen turn to a “locked”

position @
5. Click on the Allow list icon and select the apps that you would like to allow on the
remote device.
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Note: These apps will not be accessible on the remote device. However, the administrator
running the Radix MDM will be able to start the whitelisted apps from the Device
Dashboard. For example, if the we add the Viso Agent app to the whitelist for our device, we
the View will appear as follows:

Edit "Airplane Radix promoti_. " b ®
’
-]
Q o e vis
|
B tanl
[~ Penigmin ?
£
c Calendes
e o~
[ +
- (i
|

When we apply the View, we can activate the Viso Agent app from the device’s Device
Dashboard:
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e C(Clicking Start app will pause the video from the View’s URL, and present the Viso

Agent app.
e Tapping the Home button on the remote device will stop the app and restart the
View’s video URL.
P Lenove TE-JG0GF = a X

6. Click on the Web app icon and provide a Web app URL in the textbox.

New View U

7/
WLl o bt i

]

&8 ~= |
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7. Click Confirm. The new View option will now appear in the Views Repository.

5.1.32.3 Removing a View Option from a Remote Device

The remote device will be limited only to the selected apps and a website associated with that
View item for the duration of the time that you have applied that View option. If you want to
use the device for other apps, you will have to remove the View mode that you have applied
to the device. This can only be done from the Radix Device Manager.

To remove a View mode:

1. Select the Views command tile. The Views window opens.

Views Q Search i L & i
| None v | WebView Demo a Hisense Video u
Appiy o rEmMove existing views
,. _, ® & , O @ # @ = , O § #
YLP View option w dl a 1webview demo radix we.. u
Iustrate View option
@ = , 0 7§ A ® = , 0O §F A @ = /J 0 §F
1webview demo airplane u video demo E TelevB-demo u
ADD NEW CANCEL m

2. Select the None option and click Apply. The device will now revert to full
functionality again.

5.1.33 Wake on LAN

This option allows a device (or group of devices) to be turned on or “awakened” by means of
a network message or a time trigger. However, this option is only available if:

e The remote device that you are trying to wake up has an Ethernet connection, and
e The remote device was turned off manually (not by means of the Radix interface’s
Shutdown command).

When you click on the Wake on LAN tile, the Wake on LAN window opens:
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RadixX

Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for muitiple devices orinputa
single device ID

(@ Filter ' Group | Device
elect fiter
none w
Advanced wake-on-lan settings (E:l

Figure 5-51: Wake-on-LAN window

You have the following options:

Previous UI Devices

e By using a filter: With this option, you can turn on a group of devices based on a

predetermined search filter.

Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices or input a single
device ID

i? Filter | ' Group " Device

YLPFilter “ |

Advanced wake-on-lan settings

¢ By Group Name: Here, you supply the name of the group in the “Select group” field,
either by typing in the name, or selecting it from a drop-down list. This will turn on
the group of devices, by sending the Wake-on-LAN signal to the entire group, if all
the devices in the group have an Ethernet connection and were turned off manually.
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Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinput a
single device 1D

| Filter (@ Group [ ) Device

Select.group
none

Aall
New devices
0 demo-device

1

Figure 5-52: Wake-on-LAN option to turn on a group of devices

e By Device ID: Here, you can opt to wake up a single device by supplying its Device
ID. You can find the Device ID in the list of devices, in the Device Console:

Wake on lan b

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinput a
single device I1D

Filter | Group (@ Device

Advanced wake-on-lan settings

Figure 5-53: Wake-on-LAN option to turn on a single device

5.1.33.1 Advanced Wake-on-LAN

There is also an “Advanced Wake-On-LAN” setting option if your network has stricter rules
and requires the Broadcast Address and Port to execute a command over LAN. This is useful
if there is a specific Broadcast Address and IP port for your network of devices.
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Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinput a
single device ID

(® Filter (| Group | Device

elect filter

nonea -

o

Advanced wake-on-lan settings

o

Figure 5-54: Advanced Wake-on-LAN fields

5.1.34 Wake Up
After a device has been put in Standby mode (Section 5.1.28), the Wake Up command will
turn the device’s display back on.

Wake Up

Are you sure you want to send Wake Up command to selected device?

No Yes

Click Yes to wake up a device presently in Standby mode.

5.1.35 Workflow

This feature allows sending a series of commands to a device. The Workflow command
allows you to arrange a series of commands in a particular order, save the arrangement, and
deploy the workflow to a device or fleet of devices. There are also options to create a
Favorites menu or move commands around within workflows.

When you click on the Workflow icon, the Workflow window opens:
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You select an existing workflow and apply it or add a new workflow tile to the list.

To add a new Workflow:

1. Click on the Add New button in the lower left corner of the Workflow window.
The New Workflow—Edit Details screen opens.

New workflow a8 x

Workflow lllustration

Workflow description

lllustrates use of workflow

Set as private
This repository item will be visible only to this user

Hide content from others

Other users can apply this repository but cannot see or open its content

Set as read-only

ository item will be editable only to this user and admin users, and read-only for the (4)
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2. Provide a name and description for the workflow.

3. Click on the Set as private button if you would like the Workflow option to only be
visible to you (the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Workflow. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .

5. To add commands to the workflow, click on the Commands icon E .
6. Click on Add Command.
The Commands Grid opens.

e w
Advanced messaging Clear apps data Device slert
e = @
Device settings Disable apps Enable apps
—
r &=
Firmware update Install packege Kiosk
L L
Manage users oTa Policles
o ~u
>_ bl =
Remove Doogle accounts
Remote execute from device Restart
0 E4 O
Send files Send message Shutdown
D o £
Smark recovery Sound siren Tirme out
Uninstall packages Wake on lan

Figure 5-55: Workflow Commands Grid

7. Select a command from the grid. It will appear in the New Workflow window.
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8. Select all the commands for the desired workflow in the same manner, using Add
Command.

9. If you wish to rearrange the order, click on the Press to drag icon, and move the
commands in the preferred order.

¥ P
M wior kflow &
s
A CIMMAN
B
>
o Seundsien ] coseem .
" Bound Sieen B vormims ¥
&
n Advanced messoging i s fodham P
Advanced Messaging : HTML Advorced message 131 B watunsize
e
" sed It i 0 il m
=] | »
Popup meszage: Did you get the message?® B watumizona

10. Click Confirm to save the Workflow.
11. To implement the Workflow, select it in the Workflow window, and click Apply.

5.2 List of Windows Commands

In addition to the Android commands we discussed in the previous section, there are two
more commands that are specific for Windows devices:

e Export Blue Screen Data
e Smart Recovery
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5.2.1 Export Blue Screen Data

If you are managing a Windows device, this option sends information about a system crash in
Windows. The data comes in the form of an Excel spreadsheet, listing the Device 1D, details
of the blue screen error, and when the blue screen appeared.

5.2.2 Smart Recovery

Smart Recovery is a Windows application that allows you to implement settings to repair a
Windows device that has crashed. Once you have installed Smart Recovery on a remote
Windows device, you can execute Smart Recovery commands via the Radix Device Manager
interface.

Smart Recovery options include restoring a device’s system configuration and settings to the
latest system snapshot, or factory settings. You can access this command from the Bulk
Actions Ribbon, under More actions.

When you click on the Smart Recovery option in the device’s three-dot menu, the Smart
Recovery window opens.
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Smart recovery @ Search ] 4 o -,<

eldar save 11 LITE 10.1 Update Baseline Restore to base line

LITE 101 Update Baselne

@ D s, ® 8§ # @ D S ® § # e D s ® § 2
SR PRO Restore Restore Retore DUO
5R PRO Rastore Festore dsadasgadasa

@ D », @ 5 e D s, ® 8 e D s, ® F A

SR Duo snapshot Dou - uninstall password 1- He
Take new Snapshot

ADD HNEW CANCEL

If you wish to create a new Smart Recovery option:

1. Click Add New. The New Smart Recovery window opens.

New Smart Recovery o x

- l

LTE
Action
Set as private

Hide content from others

ers can appl S repository but cannol see or open ils content

2. Select a name and description of the recovery activity.
3. Select the version of the Smart Recovery application that you wish to use. There are
three options:
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Hide content from others
Other users can apply this repository but cannot see or open its content
Setas read-only

ry item will be editable anly to this user and admin users, and read-only ( )

Figure 5-56: Smart Recovery options to be applied to a remote device

e Smart Recovery LTE (or LITE): This version allows you to restore a Windows
device to a previous baseline state. You can choose between:
o An Automatic Restore Mode, where the computer undergoes a system
restore every time it boots, or
o A Manual Restore Mode, where the computer is restored to the most
recently saved baseline state.

The Smart Recovery LTE interface appears as follows on a Windows device.

% SmartRecovery Lte - (w] X

" Home “b Settings

Restore Mode: Restore at every boot
© Restore at every boot System will be restored every time the J

= computer boots
() Manual Restore

Apply

= Last system update: 2024/06/18 12:12:10
& Protected partitions: C

Restore System Save Changes

System will be restored every time the computer boots. The restore will be to the time of last
update

Figure 5-57: Smart Recovery LTE Main Screen
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Note: Smart Recovery LITE allows only one baseline point.

¢ Smart Recovery DUO: In addition to the Smart Recovery LITE options, this version
allows you to choose to restore a Windows device to one of two (= hence the name
“DUQ”) states:
o A fixed baseline state (referred to as the “root” baseline point), or
o A dynamic restore point that you can adjust if you wish.
The Smart Recovery Duo interface appears as follows:

Recovery Points: 22
° Root 2024407715

Q= 2028007,21

B used space: 1960GE
W Frecspace 1274408
B Capacity.  147.04G8

Figure 5-58: Smart Recovery DUO Main Screen

¢ Smart Recovery PRO: This version of Smart Recovery allows you to restore your
computer to
o A fixed baseline state,
o Any of 4 additional dynamic restore points that you have saved as a
snapshot of the system, or
o The current snapshot.
The Smart Recovery Pro application appears as follows:

Figure 5-59: Smart Recovery PRO Main Screen

Appendix D has a table that summarizes the three Smart Recovery options.
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4. Choose a restore action from the drop-down menu. The options include:

e Change restore mode: You can select between restoring the system at every reboot,
or a manual restore. (Automatically restoring the system to a baseline configuration
each time the device is booted may be desirable if you wish to undo any installations
or downloads that clients have performed on their devices.)

¢ Restore system: This allows you to restore the system to the baseline settings, or a
previous snapshot.

e Save changes: This allows you to save the system configuration as it is currently, as
a dynamic recovery point.

e Change client Smart Recovery password: This lets you create a new password for
the user when they wish to configure their use of the Smart Recovery app.

e Register: This option lets you register a client using the Smart Recovery app, using a
registration name and serial number.

¢ Installation mode, to install Smart Recovery on the remote device,

e Uninstall client smart recovery: This lets you uninstall Smart Recovery on remote
devices. You can keep the current system and then uninstall or restore the device to its
baseline settings.

New Smart Recovery o X

LTE bl

Change restore mode

Restore system

Save changes

Change client Smart Recovery password
Register

Installation mode

Uninstall client Smart Recovery

[

5. For the options Restore System, Save Changes, and Uninstall client Smart
Recovery, you will see the option Don’t restart, run command on the next system
boot checkbox. Check this checkbox if you want to apply the System Restore only
when the remote user reboots their device. If you do not check this checkbox, it will
restart the user’s device and perform a system restore immediately upon receiving the
Smart Recovery command.
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New Smart Recovery W x
[
Naome is required
admin
buo w
Uni client Smart ¥

Select option

Bl pon't restart, run command on the next system boot

Set as private

S repos

Hide content from others
Other us 1n apply this repository but cannot see or open its content

Set
This

-only

Figure 5-60: Illustration of "Don't restart" checkbox

6. For the Save changes option in the Duo and Pro versions of Smart Recovery, you
will see the Save on Windows checkbox. Check this option if you want to save the
changes to a device when Windows boots up on that device.

7. For Smart Recovery Pro: Click on the Lock Snapshot checkbox to lock the
snapshot taken of the Windows device.
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New Smart Recovery ' x

Select model
ouo
Save changes

Save the current system as doynamic recovery point

u Save on Windows

Set as private

This repository item will be visible only to this user

Hide content from others

Other users can apply this repository but cannot see or open its content

Set as read-only

itern will be editable only to this user and admin users, and read-only {

CANCEL CONFIRM

Figure 5-61: lllustration of Save on Windows checkbox on Smart Recovery DUO
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New Smart Recovery l x

PRO

Save changes

Save the current system as daynamic recovery point

B sove on windows

Lock snapshat

Set as private
This repository item will be visible only to this user (D

Hide content from others
Other users can apply this repository

Set as read-only

Figure 5-62: Illustration of Save on Windows checkbox on Smart Recovery Pro

8. Click on the Set as private button if you want this Smart Recovery option to be
visible only to you (as the creator of the item) when you log in to the Radix Device
Manager.

9. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this Smart Recovery option. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock

icon at the top of the screen turn to a “locked” position # .
10. Click Confirm. The Smart Recovery method will be saved.
11. To implement a Smart Recovery method, select it from the list, and click Apply.
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Figure 5-63: The Smart Recovery option "LITE 10.1 Update Baseline" has been selected

5.3 Warning Icons

For security reasons, the first handshake between a device and the server will generate a
unique authentication token. This token is stored on the server and on the device.

On occasion, you will see that a device has a warning icon © jext to its Device ID. This
indicates that the device has lost its authentication token and cannot register with the server. It
could be due to the device being uninstalled and reinstalled, a factory reset, or data being
wiped from the device.

You should reset the device’s authentication token, to enroll your device on the server again.

Radiy : 2 v

Dasnbosts Devices oo u o enan x| ] + | ¢ m Il‘]amupl

o

Bazgmm Tonoas

Figure 5-64: Warning icon next to device in Device Console
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Why | am seeing this message? We
detected that your Android device
currently has limited management
capabilities (low privilege access). For

more information on how to enable
more comprehensive device
management capabilities (device owner
or system) click here

Figure 5-65: Text of Warning Message

If you click on the warning icon, a window opens, giving you options to enable
comprehensive management capabilities on the device and reset the device’s authentication
token. After taking the necessary steps, you will be prompted to confirm the reset. After
confirming, the warning icon should disappear.

How to enable comprehensive management
capabilities (device owner or system) on your X
device?

Option ¥ check if your device has a compatible service file (SCManager)
After enroliing

» Open the agent on the device

= Om the upper right side click the 3 dots

= Click on settings

= Click on find SCManager

= [twill saarch, downlosd and install

= Restart your devics

= After you should hawve system level permissions enabling lowe-level device

management capabilites

Option 2: enroll your device using Google EMM [Android for Work)
For more information an hivw to enroll your dewvice using 2 OR code olick here

For more information an how to enro your device with Android for Work credentials click
hare

Please note:

= Enrolling vour device using Googls EMM [Android for Work) is only relevant for devices
with Google sarvices (GMS)

CLOSE

Figure 5-66. Instructions to re-enroll a device

5.3.1 Invalid Authentication Token Warning
Another warning icon that you may encounter in the Device Console is an Invalid
Authentication Token warning.

'l . — b
=8 Devices o = # + © C W | B Groups
[o . <
Name { Email J Lastseon v Location
0 - 4 EBBFSFOEIDCIEM r Dec 25, 2023, 6:05 PM
e
- - 2cdd5M10516 # My new Android TV nadav.radix@gmail.com May 9, 2023, 12:01 PM
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When you click on the warning icon, you will receive the following popup message:

Invalid authentication token

Why do | receive this message?

‘You are receiving this message because the server detected that the device authentication token is missing or incorrect.
This can be caused after uninstalling and reinstalling the app or factory reset.

Please reset the authentication token in order for the device to sync with the server and regain device management capabilities.

More info
CANCEL RESET AUTH TOKEN

Clicking on Reset Authentication Token should resolve the problem.

5.4 Using the Bulk Actions Ribbon

When you open the Devices Table, you will notice menu options at the top of the console that
are inactive. This ribbon allows you to perform commands in bulk, on a number of devices at
once. If you try to access these menu options, you will be alerted that you must select a
device first.

[ Devices New Ul

1 hal9s L] + (= - ] m | B Gmup!|

Device ID & Firmware Version Device Nome +  Build version o8 = 3
HATSF3Y TB-J606F_USA_S100018_2010300004 QOU247 ROW - yipasnick@gmal, com Dac 8, 2025, .05 31.82335/3519257 wrz #

132418880538588 TE-J406F USR_S100014, 2010300004 CO0ZATROW - WipesnitkGgmail.com Mar 31, 2025, %34 3.82120/3519247 ECLF

Figure 5-67: Devices Table Bulk Actions Ribbon of Commands

When you check the checkbox for a particular device in the device list, these bulk action
menu options become active. These icons, together with the “More actions” menu, allow you
to access all of the possible commands and implement them on the selected devices
simultaneously.
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Figure 5-68: Bulk Actions Ribbon of Commands—Accessing Commands from “More Actions”

5.5 Search Bar Ribbon

At the top of the Devices panel, underneath the Bulk Actions Ribbon, you will see a search
bar, with additional commands:

Rﬂdix @ [ Devices M L1
- — | = ¥ + = & C m | B Goups

Emoil = Lost seen v Policy-tGmk T 3 Togs =

e

t—— o o

—— mes W

Figure 5-69: Search Bar Ribbon Commands

Table 5-10: Explanation of Search Bar Icons

Icon Description

Search Bar: The Filter icon - allows you to add conditions
to the search.

' Who is online?: Allows you to see which devices are
currently online.

+ Enroll: Allows you to enroll additional devices, according to
operating system: Android, Windows, MacOS/iOS, Chrome.

) Ad-hoc: Allows you to add a device for a one-time, ad-hoc
remote session using the Radix Device Management
system.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
Ra d IX Previous Ul Devices

I‘I Android for Work: This allows you to add apps to an

Android device, once you have registered in Android for
Work (as detailed in Section 4.4.3, Android for Work
Registration)

c Refresh: Refreshes the devices displayed after any
changes.
1] Columns: Allows you to select which data columns to
display.
B Groups ‘ Groups option: Allows you to group users, or search for

existing groups.

We will go through these options briefly:
5.5.1 Search Bar

In the Search Bar, you can search for a particular device, according to the Hardware ID, the
Device Name, email address, assigned tags, or practically any of the criteria presently

qui)( | Tbevicess
R Doshos hares ¥y = - | | B Group
O pawices = "

Ak = g v aread maksa adek  Wendew

e B owenm OB = I Dwdte Nofw T Dulld variion e

g _— P -
i S353A55 06F i - 120
b Sumy
&
Lor Bsha

Figure 5-70: Searching for Device by Hardware ID

Note: The Search bar in the Devices Table is not case-sensitive. Therefore, you will get the
same search results whether you type “HA1” or “hal”.
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Figure 5-71: Searching for devices with the string "HA1" in the Device ID. "hal" will yield the same results

5.5.1.1 Filtering the Search Results

When you click on the Filter icon, a window opens which allows you to provide conditions
for your search.
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Figure 5-72: Filter option

These conditions will further narrow down the devices or users displayed on the screen (but
will not apply to the entire population of devices):
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Figure 5-73: Filter pop-up window

You can use the filtering conditions by requiring that the devices that will appear fulfill all the
conditions (“AND?”), or only one of the conditions (“OR”)

There are options to add conditions such as:

e Tag: Tags are short descriptions that you can apply to certain devices, to make it
easier to group them together. You can also use tags to search for specific devices.

e App with version: If you wish only to display devices that have a certain version of
an app.

e App not installed: If you wish only to display devices that do not have a certain app.

e Email: where you search by the email of the user of the device.

e Model: where you search by the model of the device.

e Last seen: If you wish to display only devices that were in use in the past x days.

e Policy/Kiosk: If you wish to display devices that have certain applications blocked or
unblocked.

e Available internal storage (in MB)

e OS version: If you wish to display devices with a certain version number of an
operating system.

e Hardware ID

e IMEI: If you wish to sort by International Mobile Equipment Identity number, which
is unique for every mobile device.

e Name: Will filter by the name assigned to the device. You can assign the device name
yourself in the Radix Device Manager.

e Public IP: Will filter devices by their IP address

e OS: Will filter devices by their operating system (Android, Windows, ChromeOS,

10S, MacOS)

e WLAN MAC Address: This will filter devices according to their Wi-Fi MAC
address

e Ethernet MAC address: This will filter devices according to their Ethernet MAC
address

e Firmware version: Allows you to filter devices by their firmware version ID
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e Time Zone: Allows you to filter devices by their time zone

e Battery Status: Allows you to filter devices according to their battery level

e Serial (Windows): Allows you to filter Windows devices by their serial number
e Antivirus: Allows you to filter devices by their antivirus protection

If you want to view all the devices again, you can undo the filtered search.

To remove the search filter:

1. Click on the “Undo” icon =" (“Show all devices”) next to Filtered results: Quick
Search at the top of the search results.

Rﬂdl‘ﬂ' = ) Devices n e L
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Figure 5-74: Undoing a Search Filter

2. The Devices Table will now display all devices, and show the group being displayed

as Group: All
: All
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5.5.1.2 Creating a New Filter
You can also create and save a new search filter, to narrow down the search results for future
searches as well.

To create a new filter:
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Figure 5-75: Filter Options window

Previous UI Devices

icon in the Search bar. The Filter Options window opens.

2. Supply the conditions of your search, as well as whether the search results must fulfill
all of the conditions (AND), or only one of them (OR).

ol -~

= Class A

= Classroom B

=

¢ LD

A, Demo 7103017

DevcesGrom,

= Chagsroom - Dwll ?

3. Click Save Filter to save the search conditions. A Save Filter window pops up,

prompting you to supply a name for the filter.

4. Use the Set as Private option if you want the search option to only appear to you (as
the creator of the filter item) when you are using the Radix Device Management

interface.

Save filter

[ Filter name
Filter name required

Set as private |

Select color @

Select icon ©

5. Supply a name, color, and icon for your new filter, and click Save.
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Save filter

Filter name

YLP Filter

Set as private (’)
Select color @

Select icon %

6. Enter the filter name in the Search bar under Saved Filters. The new filter will appear
in the search.

P [ s e
O ¥R .
Tag in | ]
%3 YL Fier
Tog [ linortest ] @M
ADO COMDATION
] |

5.5.2 Who is Online?

Clicking the “Who is Online” icon will list all the devices and users presently online.

Rﬂdix = [ Dewices ey

% = = [ ] C m | B Groups

FITEIZE IRIGA005 BLEZ? - wiiel.md o iniGgmail com

You can use this option together with a filter or a search string to narrow down the list.

5.5.3 Enroll

Clicking on the Enroll icon + will open a dialog box where you can enroll additional
devices, according to their operating system: Android, Windows, Apple, or ChromeOS.
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Figure 5-76: Dialog box to enroll Android, Windows, Apple, or ChromeOS devices
We will go through the options in turn.

5.5.3.1 Enrolling Android Devices
There are three options that you are offered in the Radix Device Manager to enroll an
Android device:

e By using a QR code
e Downloading the Android Agent
e Via Google Enterprise Mobility Management

5.5.3.1.1 Enroll using a QR code (AFW)
When you click on this option, you will receive a QR code that you scan with your Android
device. That will enroll the Android device.
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Enroll x

Enroll u‘slng a OR code (AFW)
Enroll using a QR code (AFW)
| cenemaregrcooe |

b Please notes
= For QR code enrollment factory eset is requincd
= DOuring enroliment. if a sarvics fila (SGManager] s avaliaole it will downioag and inszall
enabling lower-level deviee managemant sapabilities
+ OR code enmoliment is not available for Android TV and Android devices without a camera

Figure 5-77: Steps for enrolling an Android device via a OR code

1. Select Enroll using a QR code (AFW).
2. Click on Generate QR Code. It will create a QR code in the window.

Enroll
/- Errall tvpi
Encall using & GR ceds (AFW)
Enroll using a QR code [AFW)
Fleagze note:

» For OR ootk e noiment factory rasat s equbed

» During areolment, i 3 senice Ta [SCManager] & avatahle It will 0ownioag and install anabing kwer
Il eyl e MAn B &ment CHRIlTties

+ 0f code enrolimert = nat availabie for Android TV and Sndroid devices without a camera

CANCEL

Setwifi

cLost

3. Scan the QR code with your Android device or download it to your computer by
clicking the Download QR button.

5.5.3.1.2 Download Android Agent Option
When you click on this option, you receive two methods of downloading the Viso Android
Agent:

e Download the APK file directly to your computer, or
¢ Go to the Google Play Store and download the APK from there.
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Enroll *

Downilead our Android agent

@ Download APK directly

ar

K3 Download from tha Googie Play store

Install and run the wizand

1. Connection info
Emter the following Infarmation:
» Account name:ge
= MOM sirver address - https:f wisomdm.com
+ Choose a device name (9. Jonn Smith Android phana)

2. The rest [Tags and Password info] you can leave empty
F ormation:

ciate the dovice to'a group af managed dovicas

ord infa - sek & password to access the sgent on the device

3. Fead and agree {tick the box) o the EULA and Disclosure
4., Roview that allis corract and click FINESH

5. The device will register and add to the dewice console [ you do not see it click
refresh]

CLOSE

Figure 5-78: Steps for enrolling an Android device via an APK file

After performing the download, perform the steps as displayed in the window to supply the
account name, server address, and device name.

You should also install the Service file (SCManager) specific to your Android device.

Note: The SCManager file is not required for Samsung and Sony mobile devices. Instead of
an SCManager file, Samsung devices have Samsung Knox. This is hardware built into
Samsung devices to provide enhanced device security.

Enroll ¥

Service file (SCManager)

Far maximum device management capabilities, you will also need to Install our
sarvice file also known as SCManager

Please download our service file detector
@S Downlaad

Run it anyvour deviee to find the relevant one for yeu
The relevant download is availabls hers

or

After the deviee s ennolled
= Opanthe agent on the device
= Ofthi uppes Hght side click the 3 dots:
Click on setting
an find SCManagar
i3 oae, it will search. download and install
s Rastart the dovies
* ‘Your davice should have system-kevel permissions anabling low-level device management
capabilities

In case the service file is not found, the device can be managed but in a high-level
device management capabilities (limited)

* SCHanapar is nat reguired for Samsung mobia davices wsng KNOX

Figure 5-79: Steps to install the SCManager

5.5.3.1.3 Google EMM (Android for Work)

When you click on this option, you will be provided with two links with the following
information to enroll an Android device with EMM (=Enterprise Mobility Management)
software.

All rights reserved by Radix Technologies Ltd.

Page 220 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Previous Ul Devices Table

Enraoll x

Ermall type
Goagls EMM [Android for Work)

hitps: Swww radix-int.comyviso-md m-gnaoli-an-anodroid-dievice !

bitps:fwwwe radin-int.comyviso- mdm-android-for- worke-afa- google-emm -enroimenty

Pleasa note

¢ Factory reset is required
+ Goage EMMis rat ovallabie for Android TV deees

CLOSE

Figure 5-80: Steps to enroll an Android device via the EMM Android for Work software
The links provide:

e Step-by-step written instructions to enroll an Android device in the Android for
Work option. After performing a factory reset on a remote device, during registration,
where it asks for the Google account, enter afw#viso.

P SPRD android12 — o b4
1505 6 8 0 v
Google
Signin
Use your Googhe Account. The account will be added 10 this device and avatlable

Learn mere ab,

uSing your scoount

afwevo

Forgat email?

This will enroll the device in Android for Work.
e A video that illustrates the steps.
Another method to enroll a device is from the Viso Agent app on the remote device:

1. Tap on the Viso Agent app on the remote device.
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3. Select Settings in the menu:
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4. Tap on “Enroll as Android for Work Managed Device” to enroll the remote device:
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You will receive a notification that the device has been provisioned in Android for Work:
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5.5.3.2 Enrolling Windows Devices
To enroll a Windows device, you simply have to download and run the executable file
provided by the link in the dialog box.

Enroll %

Download our Windows agent

0 Downilcad our Windows agent direct!
¥

Instatl and run the wizad

1. Connection infa
Entarthe following Intarmation;
= Account narme: qa
# MO server address : https: fvisomdm.com
= Choose a device name [e.9. John Smith Windows PC}

2. The rest [Tags and Password info] you can leave ampty
# Forvour informataon
Tags - assocists the device toa group of managed devices
Passward info - sat & passmord to accass the agant an tha davica
3. Read and agree (tick the Dox) to the EULA and Disclosure
4, Review that allis correct and click FINISH

5. The device will register and add to the device console (if you do not see it cick
refresh]

CLOSE

Figure 5-81: Steps to enroll a Windows device
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5.5.3.3 Enrolling Chrome Devices
If you select the option to enroll a Chrome device, the following window opens:

Enroll

Enrall a Chromebook

Dowriload the extension from the Chrome store [you may also push it via the Goagle
admin console)

https:fchrome google com)/webstore /detail/viso-
agenliobllidkpojogiikobapnehjencdiddh)

Install and run the wizard.

-
=2 1. Connection info
Enter the following information:
» Account nEme:ga
= MOM server pddress - https: Y visomdm.com
2. The rest {Tags and Password info) you can leave empty
= For pour Infarmation:
Tags - associate the device to & group of menaged devices.
Pazzwerd Infe - set a pesswerd to aooess the agent on tha devies.

3. Aead and agre= (tick the box] to the EULA and Disclosure
4. Raview that all is correet and click FINISH

5. The device will register and add to the device console [if vou do not see it click
refresh)

CLOSE

Figure 5-82: Steps to install the Viso Chrome browser extension

1. Click on the link to open a browser tab to add the Viso Agent as a Chrome extension:

= chrome vwab store MGG Extonsiors Themes Q. Search extensons and thames

© visoagent

Extenzion Sogial Metworking 155 usars

2. Click Add to Chrome. You will be prompted to add the Viso Agent to your Chrome
extensions.
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0 Add "Viso Agent”?

It can:

Read and change all your data on all websites

Add extension

3. Click Add extension. You will receive confirmation that the Viso extension has been
added to your Chrome browser.
4. Supply the connection information as detailed in the Enroll a Chromebook window.

5.5.4 Ad-Hoc Session

This icon opens a dialog box where you can enter a token ID for a one-time remote session
with a device. This can be useful if you want to service a device that has the Viso app
installed but is not among the fleet of devices that you control. Opening an Ad-Hoc session
lets another Radix Device Manager administrator access the device.

Ad-hoc session

-

Meanwhile, the user of the remote device must supply the token ID.
To supply a token ID and start an ad-hoc session:

1. The user of the remote device opens the Viso app on their device.
2. The user taps on the three-dot menu in the upper right-hand corner. A drop-down
menu appears, with the option “Start Ad-hoc session”.
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Settings
Set password
Send logs
Config server
:'IL‘- ice ID

Start Ad-Hoc session
HAT95F3Y

Domain Policy settings

qa

Tags

Privacy Policy

Exit

#new| eyehudap eylp

Figure 5-83: Start Ad-Hoc session option on the remote device

3. When the remote user taps on Start Ad-hoc session, a window will open on their
device, supplying the token ID.

157°M @ ¢ G

Session Token

fon Tokan

763 780 231

Figure 5-84: Session Token window, as it appears on the remote device

4. After supplying the Session Token ID to the administrator in the Radix Device
Management interface, the device will now appear in the interface’s list of devices.

5.5.4.1 Example of an Ad Hoc Session
Here is an example of an Ad Hoc session.

1. A Radix Device Manager administrator opens their list of devices by clicking on the
Devices icon in the Overview Dashboard.
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2. Let us say the administrator wants to add the device HA195F3Y (a Lenovo tablet
computer), so that the administrator can service it. The user of the device opens the
Viso app on their remote device, as above, and generates the Session Token.

P Lenovo TB-JG0GF - O ®

NnEO@ERG L -

Session Token

Toks

680 543 339

3. The Radix Device Manager Administrator opens an Ad-Hoc session on their device
by clicking on the Ad-Hoc Session icon.

Radi) = [ Devices e
===
@ Dushosan . = L] t j 4 ¢ mw |3 cmnups
23 Dovices
51 rgsrpmene
Dwiza 2 Firmwars Versin 2 DuslcuMams »  Bulld varion AT S Ememl Laat woen 3 Locatic o
Sa504 8 NEL ISl wng rocl. HITION VHSNY - Caec W, J025 VAT
e 1 -
snSON WA TemF? v e o | Dme 32, 2005, 228
S0M0 oS Jels 15 ? 829 - kDo BMol comn Do 1. 30256 428 33 DaES/34 BERSE
#O30N O OTTESS - e 11, 2
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4. The Radix Device Manager administrator enters the Token ID in the Ad-hoc Session
window and clicks Start.

Ad-hoc session

o)

-«

ik dhevicr fpr oo remate session

Entes thi 10ken 0 Fom The remote deves

ADBELAITY

CANCEL START

Previous UI Devices

5. The Device Dashboard for the newly added device HA195F3Y opens, allowing the
Radix Device Manager to access it.

yehudap (HAIP5F3Y)
-
= Dovics state Discormect tod
o — il I
v
nion W tmon - B
e e —
g R e &)
waaa00 snsos
@ mmren )
s S 0 e =
T - CO——
T - I
- g oo R
T on By i Al
-gs oups
b Wiy By | ATEEREAS
4 AMAMEILS ajIA A s S bt ¢ .
o gwmets GG NE—— 9 SSTRE
e R -
Uers

Also, the device will appear in the Radix Device Manager Administrator’s list of devices:

= Radi} 8 g
8§  Dashboem Devices o an = [ ] ] M | B Groups
LB Devices
05 = I HardwarciD [ mail Last newn wwoation Tags = s 3 Local o

® cormues e —— = =

- e # pEmiisn PO G Lo a0 TR0, PG SXOIWRIHEBSIER e WIS WINAE }
25 L - pmmrerosmamn 7 w23, 2025 BN = TEaws
B  repsszones - BocasWTEN # . rgr ot oG] snem My E S, T FM W —— TEARLY wazuwan
B Accountsetiings .

5.5.4.2 Ending an Ad-hoc Session
The Administrator can click on Stop Session in the device’s Device Dashboard to end the Ad
Hoc session.
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The device will no longer appear in the administrator’s list of devices:
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28 sosnnoeen Devices oo an = El 4 | B Groups
Cu Dovicas o= Tags =
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B =
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5.5.5 Android for Work

We mentioned previously in Section 5.1.2 (Android for Work (AFW) install/uninstall) that
you can install Android apps on remote devices by means of the Radix Device Manager by
means of the AFW install command. However, you must first create a list of the approved
apps and software policies that you would like to apply to your Android devices in the AFW
program. You can perform this by clicking on the Android for Work icon in the Devices
Table.

Note: You must first register in Android for Work using the Radix EMM account, using the
Account Settings pane. See Section 4.4.3, Android for Work Registration.

To approve apps to be installed via the Android for Work feature:

1. Click on the Android for Work icon in the Device Console.
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The Android for Work window opens.

Android for work

i)
00 P

Bublic apps

B Ao Acrobat Ruadar: Edit POF

@l S PUFs on b oo Bllorie sty B n, wend Bisces Fles

m Linkedin: Jobs & Businass Mews

I COT 0N, Qi1 wOuT Taree jourray. & fnd th job that’s right fon s

(5| WhatsApp Messenger
@ Simple. Ruiabie. Fraate. =

Note the following icons on the left side of the window:

Icon Description

Public apps: Allows you to add apps that are available to all
devices in the Radix Device Manager

Private apps: Allows you to add apps that are available to
only specific devices in the Radix Device Manager

Policy: Allows you to select a software policy for a device,
blocking or allowing specific apps.

We will go through the functions of these icons in turn:

5.5.5.1 Public Apps
When you click on the Public Apps icon, the Public Apps window opens.

All rights reserved by Radix Technologies Ltd.

Page 230 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Previous Ul Devices Table

Android for work
[l
Lo apm
Public apps
I Acabe Acrobat Auader: Edit POF O
@l G it on b o Eiforidy B n, wend i eces fles
Linksdin: Jobs & Businass Meaws o
I COM I ECNE. DOgii WIUT Tarees jourray. & Fd £ jol Brat's right for pou
WhatsApp Messenger &
Simp R, Rudal . Frate.
eLess

1. Click on the Add App button. A list of featured approved apps appears.

Approved apps bd

B Google Play | search |“ & @

ﬁ Search Play Store
s \pps

Of =] A fin

B  Private apps

5  Webapps

&% Organize apps

WhatsApp Mess Dropbox: Cloud Adobe Acrobat B LinkedIn: Jobs &
Whatsfpp LLC Dropbox, Inc Adoba Linkadin
LR B L RS LR B R B L B

‘g lﬁ‘? 'l h: ﬂ

CLOSE

You have options of selecting apps from either:
e Google Play Store,
e Private apps specifically for your organization that have been uploaded
already, or
e Web Apps, which are applications from elsewhere on the Web, other than the
Google Play Store.
2. There is an additional option to organize your collection of apps, by clicking on the
Organize apps =+ icon:
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5.5.5.2 Private Apps
This option allows you to select from apps that have been approved for your organization to
be installed on your fleet of devices.

Androh for work

ann she

Privats sgps

5.5.5.3 Install Policy
This allows you to install a software policy on a device.

Amvdroid far work

SELEET FILICY

The process is identical to what is outlined in Section 5.1.17, Policies.

After you have finished approving apps and a software policy to be employed in Android for
Work, proceed from Section 5.1.2 to actually install the approved apps using the Android for
Work Install command.

5.5.6 Refresh
C

Clicking on the Refresh icon will refresh the display of which devices are online at

present.
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5.5.7 Selecting Columns Option

The Radix Device Manager interface allows you to display a wide array of columns that
display valuable information about your devices. For example, you can choose to display
columns that show you the device’s operating system, the device’s Hardware ID, the device’s
serial number, the username, the device’s IP address, and much more.

In the Radix Device Manager screen, there is an option to select which columns should be

displayed, by clicking on the Columns icon i . (The Columns icon is available in the
Commands History Log and Users Management Menu as well.)

Rﬂdlx' = L) Devices Bk L1

- A W P e

Figure 5-85: Columns icon

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
Rq d IX Previous Ul Devices

& e (] (& [ []] 2 Groups

Last seen v 0s

Hardware ID
@© Nov 29,2023, 7:1

Name
© Nov 29. 2023, 7:0C
Email
© Nov 29, 2023, 6:54
Last seen

© Nov 29, 2023, 6:52 _
Location

(O Nov 29,2023, 6:23
Ip address

5@@@@@@'

Figure 5-86: Column Display Options

5.5.7.1 Columns Sort Options
There are two options to sort the device information on a particular column. There is an
option to sort alphabetically, or by means of a filter.

5.5.7.1.1 Alphabetical Sort

If the column has an alphabetical list icon * , clicking on it will allow sorting the
information in either alphabetical ascending or descending order.

If there are more columns than can be displayed at once, the Devices Table has a sliding bar
which allows you to view other columns.

5.5.7.1.2 Sort by Filter

If the column has a filter icon = next to the column name, clicking on it will allow you to
filter the device information by the options in that column. For example, clicking on the filter
icon in the Operating System column will allow you to sort devices by their operating system.

Radix € [@Devices e

& Dasrboos

D Deviees

[ [ —— - Ancgoia
O windews &8

O] Cheome o5 &

o Moy 13, 2026, 0:08
a 3, Mt PN com

@ commans Hstory ycazzinee - @1r2000g gmat com

Figure 5-87: Filtering Devices by Operating System

Other columns with the Filter icon include the Agent version, Policy-Kiosk, and Tags
columns.
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5.6 Grouping Devices

You can also group devices together in a folder, using the Groups icon. This lets you apply
actions to many devices at once. For example, you can send a text message or alert to an
entire fleet of devices after placing them together in a group. You can create a group, and
filter them by application, by device type, or operating system. You can also apply tags to
specific devices in a group and perform actions just on the devices with that tag.

5.6.1 Creating a New Group of Devices
To create a group of devices:

1. Click on the Groups icon in the Search Bar. The Groups window opens.

: qaProd
actions
X
¢ + o ¢ m 3 Groups
Sim Email Q Search
radixbett12¢ c + o
B Al

r 1-1of1 1< < > >
B3 New devices

B 0 demo-device
[ =
B 0406

B 3004

Note the “All” group at the top of the list. Selecting this group will allow you to perform
actions on all the devices listed.

The Groups window has the following options:

Table 5-11: Groups Window Options

Icon Description

Search group by name

Refresh the list of groups

Add a new group

Information about the Groups option

Q@ +|Q
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2. Click on the Add a new group * icon. The Create new group window opens, in the
Edit Details screen.

Create new group ®

-

G
=

141

CANCEL SAVE

3. Supply a Group name and Group description.

Create new group ®
HIE N
MEP Davices
o] T — :
i Al of the davices in MEP's fieef
o]
(&
e [

4. Click on the Tags icon ® andadda tag name in the Add tag window. The devices
in a particular group all share the same tag(s).
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Create new group
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ﬂnlm ]
5
&
=

2

5. If you wish to limit access to the group, click on the User Permissions tab. When you
click on the toggle button, only users who have the same authority tags as the group
will be able to view the group. See Section 5.1.29, Tags for more details.

Create new group x
&
Limit group access
&
L

73 Hote: Your current tags will be automatically ncluded tr martain your access lo his group

CANCEL sAVT

6. If you wish to install software packages to the devices in the group, click on the

Packages icon “ , and click on Add Packages.
The Packages window opens.

7. Select the software packages that you would like to add to the devices in your group
and click Save.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
RCI d IX Previous Ul Devices

Create new group X
& :
& r.h-:lyuﬂ-..\-i\-n\clll:rill:dll)' T / V305155 i
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B Currem wversion @ Cnher versian Fackage mai Instated
-]
102
ence. [
. . 3 . .
8. Click on the Template icon (2 . The Add Device Template window opens.
Create new group x
&
LY
e
]
(&
ADD FROFILES |
CANCEL SAVE

(The Device Templates feature is treated in greater detail in Chapter 7, Device Templates
Console.)

When you click on the Add Templates button, you will be given a list of existing profiles to
add to the group.
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9. Select the desired profiles to add to the group and click Apply.

Creatle new group %
4
August 17th [ |
L ]
August i ]
@
=]
[4:9
| ADE PROFILES
oo

The profile will now appear in the group’s list of profiles.

10. If you wish to delete a profile, click on the Delete button next to that profile.
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143
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11. Click Save. The new group will now appear in the list of groups.

[Q RBP x]

C ¥ i)

B2 RBP Devices (2)

You can always edit the details of the group using the Group Management command, as we
will see below (Section 5.6.3, Group Management Options).

5.6.2 Adding Devices to an Existing Group

To add devices to an existing group:

1. In the Device Console, select devices that you want to add to a group, by clicking on
the checkboxes of those devices.
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Figure 5-88: Selecting devices to be included in a group

2. Open the Tags option, either from the More actions icon in the Bulk Actions Ribbon,
or from the devices’ three-dot menu.
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Figure 5-89: Assigning a tag to the selected devices

3. Go to the Groups pane and find the group to which you wish to append these devices.
In our example, we will choose the group “Old Devices”.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Previous UI Devices

Q old *

C + Li ]

BB 0i1d2022de... (7) @

B2 0ld Devices (2) :

4. Click on the group’s three-dot menu and select Group Management and go to the Tags
pane to see the group’s identifying tag. For the “Old Devices” group, we see that the

identifying tag is “old_devices”.

Edit group 'Old Devices'

5. Add the tag that distinguishes the new group to these selected devices and click
Confirm. (In our example, the tag is old_devices.)

Tags X

Add or remove tags from selected devices

Add tag, then press enter
(gld devices )

1233 © boy & class1 & School-a & bett &

Figure 5-90: Assigning a tag to several devices
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6. When you look at the group in the Groups window, these devices with the
old_devices tag will now appear in the group.

Rﬂdl;{ = [ Devices Harm
ML ot ¥ ! ’ - * = o
[ Desices )
1 oda
1 Daplagrmene e ; o

Troce i 2 fummnm Yersion . B - Dowine Mame = it yeron fman Lot poen S i

B 00 2007 0.

B o Deviees

Figure 5-91: Display of devices in the specified group Old Devices

5.6.3 Group Management Options

After you have created a group, you may want to make modifications to the software
packages applied to the members of the group, or other changes. The Group Management
command will allow you to make these modifications.

To make changes to a group:

1. Click on the Actions three-dot menu next to the Group name. The Commands
window opens.

B3 Groups *

1 old devices %
R -
B3 Old Devices @

Figure 5-92: Actions menu button
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Enable apps

Group dashboard
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Figure 5-93: Actions menu

Previous UI Devices

2. To perform modifications to the group, click on the Group management tile. An Edit
Group window opens, with the same functions as the Add New Group window.

Edit group 'AEP"

AEP

n f N

llhstrate Account Seftings to change tags and labeis

Figure 5-94: "Edit Group" Window

3. Click on the Tags icon *'to add tags to a group. Any devices with that tag will now be
included in this group.
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4. Click on the Group Permissions icon. When you turn on the toggle switch, this
group will be visible only to users who have all of the tags associated with this group.

Edit group 'AEP" e x

&

Limit group access
Mz [ proup sl

Q@ P Yiuir curmen] Lagd will be aubormaeally |nchuded to mainlsin voul access 18 N8 graup

[ #3

w0

For example, in the example below, group access is limited to users who have the tag “aep”
in their user profile.
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In the Users Management Menu, you can attach tags to a user profile. In the below example,
user Zeev Kamen has tags “new” and “aep” associated with his profile:

User profile

=

BS Eaglan (USH

Admin

new & oep @

| CHAMGE USER PERMISSIONS

| RESEND CONFIRMATION EMAIL

s

(See Section 4.6.1.7.1 for more information on adding tags to a user.)

The table illustrates whether a user will be able to view group “aep”, depending on what tags

Zeev Kamen has been assigned, and whether the “Limit group access” button is “on” or
“off™:
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Tags “Limit Group Access” Toggle | “Limit Group Access” Toggle
assigned to Switch Off Switch On
User
No tags User will see all 5 of the User will see all 5 of the
devices in group “aep” devices in group “aep”
Tag “new” User sees 3 devices of the The group “aep” will not
group with tag “new” appear at all
Tag “aep” User will see 5 devices of the User will see 5 devices of the
group (since all of them have group (since all of them have
tag ‘(aep”) tag “aep”)
Tag “new” and | User sees 3 devices of the The group “aep” will not
“aep” group (those with tags “new” appear at all
and “aep”)
Tag “msp” (a User will see the group “aep”, The group “aep” will not
tag not but will show that it has no appear at all
associated devices
with any of the
devices in
group “aep”)

5. Click on the Packages icon “ . You will see the software packages associated with
this group, and the distribution of how they are installed on the devices in the group.
In the example below, we see that the application Geogebra has been installed on one

of the devices in the group RBP Devices.

Edit group 'RBP Devices’
CANALT. L andl catoh-up TV /

e vAS00IDB0S 3 v il @

= & ::nmu.r::\.33[.:..:|.I-|!|flallnr..:.l.u'.1352 — . .
_ Spotify: Mumsic and Podcaeiss |
(44 i VI0AETAB0S 3 » i §
B Cunentversion [ Dthar varsion Paciags not retallsd
| ADD PACKAGES
e [

6. Click on the Profiles icon “*. You will see the profiles associated with this group.
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Edit group 'RBP Devices' [
& F022 devicey -
vices | 0 L]
2 (]
" ABDPROFILES
-
7. Click on one of the profiles to view its details.

Profile '‘Experimental Profile’ Read only - move to Srattto edit o o
i Roll=owt version (W.17) r- Frofila nama Profile contont Rell-out stats -
= ' Experimental Profile S 4 rols-ota e ikt

= fils aampatinility
My Overview . — 5 matches
[ Fopulation s -l gkt
All users Distribution statu
& Content Patkages =}
£V Aot aut - B Suomaliy, BT ot ok
spuladi =
1 cevien L
ot == 2]
Esocwtion 1 i
- L]
ediate -
|
: B
viaw the detalles roll-out status
.'.l.l {
cLose

You can see the groups of devices that populate the profile, the progress of the OTA updates,
installation of software packages, execution of remote execute commands, and files sent to
the devices associated with this profile:
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Figure 5-95: Display of software packages installed on devices associated with this profile

We will discuss Device Profiles in greater detail in Chapter 5, Profiles Console.

8. Clicking on the Show Command Status icon on the far right will display how the
installation of software packages is progressing:

Profile 'Experimental Profile”

Read only - move to draft to adit

Roli-cut version (VA7) - ] Packages

Learn to foad - Duclingn ABS /.85

: et B SEM - e
: Microsoft 345 [V ATEY2099

5 78 mansgrant " i

LB Poputation rooaftaffico.o s J‘j
= IHE
s
(= cantat . .
Fackager @ Cunentversion @ Otherversion  Package not instalied

E;‘ Fall-nut Lipmabagits.

CLOSE

5.6.4 Deleting a Group
The Groups panel has an option to delete a group.

To delete a group:

1. In the Radix dashboard, click on the Devices icon to open the Devices Table.
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2. Click on the Groups icon on the far right of the Devices Table to view the list of
groups to open the Groups window.

$  + © & C |||
I

3. In the Groups window, enter the name of the group that you would like to delete in the
Search bar.

B2 RBP Devices (3)

4. Click on the three-dot menu to open the Actions grid.

1 RBP X

c+m

I3 RBP Devices (3) :

5. In the grid of options, click on the Delete tile.
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Group management Delete
=) ES <
Advanced messaging AFW install / uninstall Apple custom command
Change agent password Clear apps data Dep Apple profile
e =
Device settings Disable apps Enable apps
=5 a—
8 = =
Export to CSV Group dashboard Install package
[ ]
- =
Kiosk Manage users Metrics

6. You will be prompted if you are certain that you want to delete the group. Click Yes to
confirm.

Delete item

Are you sure you want to delete 'RBP Devices'?

5.6.5 Managing the New Devices Group

For the group New Devices, the Group Management command is somewhat different. This
will allow you to install mandatory software packages onto any new devices as they are
included in the Radix Device Management system.

1. Click on the Groups icon in the Devices Table and find the New Devices group.
. Click on the New Devices three-dot menu. The Commands grid opens.
3. Click on the Group Management tile. The Edit group ‘New Devices’ window
opens.
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4. When you click on the Packages icon, you will notice that there are certain
mandatory software applications that already appear.

Edit group "New devices'
Spothy: Husie and Podoasts |

# VI00az5E [ = Eo 1 v MW
= CPU-Z1/VAS —

W T w7 it @
- JMeplove Flle Manages 33 / V43302

[ sl D s i E

B Currant varsian g h r Package rat instalked
ADD PACKAGES
wer. [0

In this display, from the total number of devices available (= 250 devices), we see that 32
devices have the current version of Spotify, 37 devices have a previous version, and 161

devices do not have Spotify installed presently. (This could be because many of these 161
devices are no longer active.)

5. Click on the row of a particular application. You will see a breakdown of which

devices have the current version, a previous version, or do not have the application
installed at present.
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6. Clicking on the Show Devices filter icon next to a particular device in the list will
allow you to do a filtered search:

Edit group "New devices' o ix
/
Spatify: Music and Podcasts |
A VID0UIS TR o ~ W §
E o sy mimis m
VAT25M499 1 Deteces.
s
WHREIF 1 Devaces W
WHK142564 53 Devices W
WHISSE0NE 2 Devades W
B Currontvarsion [ Othar werson Paciage not instalad
ADD PACKAGES
e ([

Figure 5-96: Viewing devices with/without the app installed

= Saved filters

Package name is and version is Q Search
App with version ~ com.spotify.music 97259498 B ‘
= ClassA - I

= Classroom C - Dudi

<> DLD

S, Demo_2.10.2017 :

EDIT FILTER — - .
m = DevicesGrowpA i

Figure 5-97: Filtering devices by version of app installed

7. Click on Quick Search. You will see the details of the specific devices that have or do
not have the most recent installation of the application:

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L
RCI d IX Previous Ul Devices

DeVICeS ritarsd results: Guick saareh = = ¥ ¥ | 6| m
0. = 5 HardwarsiD 2 Mams = Tags = Locatip Last seen Location
. 2 = i [ ]
M legamactor-temaid # r_— W2 IREE1TT Mar 25 075 1025 _
B an
m - | 3
B8 Hew devicas

8. Another way to view the breakdown of devices that have the app installed is by

clicking on the Show command status icon all in the Edit group window:

Edit group 'New devices' c X

Show command status

%

Spotify: Music and Podcasts /
N 100182664 {53 37 | 161

ﬁ' com.spotify.music
V.B0485999 1 Devices W
V85847133 3 Devices W
V105910845 1 Devices ¥
V. 84157058 1 Devices W
@ Currentversion [ Other version FPackage not installed
ADD PACKAGES

It will provide you with a list of all the devices, whether the app was installed on the
device successfully, and any reason the installation failed:

Command status ( Group package - com.spotify.music)

sevice by It Status fitter: Al .| B C &
(V] Time ~ Status
HGRAG4S Now 22, 2023, 12:20:48 PM (® Command executed  More info v
GOTOVMZ5243506TT Now 22, 2023, 12:01:35 AM 0 Command failad Mot infa -

Mote: [version: 1000142.564]
file:/idata/user/0fcomuso.mdm,/ 74238008244 80ec30c517de84b 7093 3acB 0cBfb 3PbBaaYaloboe¥ 2&9ePbifbb-

exposed beyond app through Intent getlatal) | 63 | Bd-
Success Failaa

cBISchTaf4ibsbad Now 21, 2023, 4:28:43 PM @ Command failed More info « 439% 7%

5.7 Device Dashboard

If you would like to manage and view a single device, click on that device in the Devices
Table list. A window opens which displays the Device Dashboard in three panes:
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5.7.1 Left Pane Icons-- Device Status Information

This pane gives you information about a device’s status and performance, such as CPU
(%)/Temperature, Memory/Swap Memory available, Wi-Fi signal strength, storage space,
battery level, and more. You can check the internet speed on the device and diagnose any
problems. There is even an option to view HDMI resolution and frames per second to
diagnose any problems the user is having with the graphics on their device.

=
o Device state Connected c
=)
Storage Memory (MB)

=

. B1CB
= W Used

bl
= out of
47.43 0B
T2
=) Bluetooth 4 Speed test c
atont il
(1]
®ue @

Figure 5-98: Device Status Pane

This table describes the icons on the left of the pane:
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Table 5-12: Device Status Icons

Icon Description

General Information tab, displaying the device’s storage space, memory
usage, battery status, etc.

Device Information tab, giving information about the device’s
connectivity, model, interface language, etc.

Device Properties tab, telling you the name of the device and its
hardware configuration

Device’s File System tab, displaying the folders and files on the device

Device Storage Stats tab, displaying how the storage space is distributed
on the device

Device Network System tab, showing whether the device has Internet
connectivity, as well as its DHCP information, MAC address, and more.
This contains information that is important for IT and support teams.

g‘ Radix Al tab generates a summary of any errors in the functioning of the

device’s hardware, based on the data received from the device. It also
allows you to interact with the system with text messages that can focus
on specific functioning issues.

Three of the tabs (Device Properties, Device’s File System, and Device Storage Stats) also
have the following icons and functions:

Icon Description

Search bar to look for package information

Export to CSV: Option to export the data displayed into a
E csv file, to work with the data offline

3 Expand icon for further information about an app

5.7.2 Center Pane Icons—App Management
The center pane shows all the applications presently installed on a particular device, as well
as statistics such as usage time.
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Figure 5-99: App Management Pane

Table 5-13: Apps Management Icons

Icon Description

Installed: General list of all apps installed on a device, with menu for each
app that allows you start/stop/uninstall/etc. the app remotely

Usage: Amount of time of usage of each app

Advanced stats: Allows you to view the app size, app data size, and
cache size of an app. Clicking on one of the apps will copy the package
name to the clipboard. There are three icons at the top of the Advanced
stats

By clicking on the three-dot menu next to an app, you have the options of starting or stopping
the app, enabling/disabling the app, or even uninstalling it.
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Figure 5-100: Application Management Menu

Take note of the Clear app data option. This is a useful feature, where you can assist the user
in fixing any issues they may have with an application. It effectively resets and repairs the
application by wiping its history. The user can then start the app afresh, without any of the
previous baggage that may have caused it to crash.

When you click on the Advanced Stats icon — , there are three further options:

Icon Description
Search bar: To search through the apps by package name
E Export to CSV: To export the app usage statistics to a CSV
file
El Expand: To view the usage statistics in an expanded
window.

5.7.3 Right Pane Options—Device Actions

The right pane of the Device Dashboard has a list of actions, which allow you to engage with
a customer and work on their device remotely.
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Table 5-14: Device Actions Icons

Icon Description

Remote
Terminal

Repositories actions

Schedule & trigger command

AFW (= Android for Work) install/uninstall
Direct message

Location

Lock

Power
Manage

iitllc i llofulpalm] o0

We will briefly go through the Device Actions options:

5.7.3.1 Remote
As explained in Section 5.1.18, this allows you to interact with the user’s device remotely.

© Radix Viso MDM - Gacgle Chrome = a

X
@ visomdm.com/index.html#/remote?wrc={alse&id=HA195F3 Y8wrl=wss:%2F%2Fkarma-ws.glbth.com Q

Figure 5-101: Viewing a User's Device Remotely

5.7.3.2 Live Terminal
This opens a fully featured, live terminal with an ADB (=Android Debug Bridge) shell
connection. This is discussed in Section 5.1.30.
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5.7.3.3 Repository actions

These are series of commands that can be prepared in advance and stored on the Radix
Device Management user interface. You can then apply them to any device in the system.
Clicking on the Repository actions icon opens a drop-down menu:

Table 5-15: Repository Actions Icons

Icon Description
gg Install App: Allows you to create an installation package and install

apps remotely, as explained in Section 5.1.11.

Policies: This allows you to black-list applications that have security
issues, or to white-list and allow certain applications that are installed
on devices. This is explained in Section 5.1.17.

Kiosk: This creates a whitelist of specific applications that you want to
apply to a device. This is good for a store display or hotel room, where
you want to only use certain apps. This is explained in Section 5.1.12.

Views: This is for creating a content management system, a specialized
type of Kiosk, consisting of allowed installed apps and/or a web app.
This is explained in Section 5.1.32.

Advanced Messaging—This allows you to interact with users using an
engaging message that can contain text, sound, or images. This is
explained in Section 5.1.1.

Device Settings: This allows you to apply different settings to the
device. This is explained in Section 5.1.7.

Remote Execute: This allows you to execute terminal commands on a
device remotely. This is explained in Section 5.1.195.1.16.

Files—This allows you to upload files to a device. This is explained in
Section 5.1.24.

OTA— This enables an Android device to receive and install updates to
its operating system or apps. This is explained in Section 5.1.15 and
5.1.16.

Workflow: This option allows you to batch commands and trigger them,
to automate processes. You can also create a Favorites menu, as well
as move commands between different workflow stages during setup.
This is explained in Section 5.1.34.

d YoV& @ 0O @ =

5.7.3.4 Schedule & trigger command

This allows you to trigger any type of command from within the Device Dashboard. You can
also create a Favorites menu of commands to be executed. This is treated at length in
Section 5.1.22.

5.7.3.5 AFW Install/Uninstall
Clicking on this tile opens the window that we saw above in Section 5.1.2, which allows you
to install or uninstall apps on a device in the Android for Work (AFW) program.
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5.7.3.6 Direct Message

This allows you to send a text message to the user on their device. This is treated at length in
Section 5.1.25.

5.7.3.7 Location

This allows you to see the geographical location of the device, according to Google
Information Services.
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By clicking on the Location History icon O , you can see where the device has been over a
range of dates. This will help you locate the device if it is lost or stolen.

0)4 Device location history e h
3 | r\f
gl Start date End date
]«1 2023-10-14 22:08 2023-11-13 21:08 o s
( PR
| N
N
x cuce. [N
=
T e
\ S i |

D

Figure 5-102: Location of a device within the selected time frame
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5.7.3.8 Lock Menu
When you click on the Lock option in the right-hand pane of the Device Dashboard, you will
see the following options to lock and unlock a lost or stolen device.

Table 5-16: Lock/Unlock Device Options

Icon Description

a Lock: This locks the device so that the user cannot change any of the
settings.

& Unlock: This unlocks the device, to enable the user to change settings.

Get Password: This allows you to retrieve the device’s password, to
* allow the remote user to unlock their device, in the event that the user
forgot the password.

Q Siren: Makes the device sound off an alarm. The Siren command will
- make the device sound an alert, even if the device has been
disconnected from the Radix network. See Section 5.1.27.

0 Wipe: Restores the device to factory settings.

5.7.3.8.1 Locking a Device
The Lock Device command will lock the remote device. This can be useful as part of a
workflow, where you lock down a device if it is lost or stolen.

1. When you click on the Lock tile, this will open the Lock Device dialog box.

Lock device

Are you sure you waont to lock selected device?

o

2. When you click on Yes, the device will be locked. The remote device will only be
able to make emergency phone calls:

Figure 5-103: Appearance of a locked device
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5.7.3.8.2 Unlocking a device—Get Device Password
Once a device is locked, there are two options to unlock the device:

Option 1: From the Radix Device Manager:

1. The administrator must click on the Devices icon in the sidebar menu, to open the

Device Console.
2. The administrator should find the locked device in the list of devices in the Device

Console.
3. The administrator should open the device’s Device Dashboard, and then click

Lock>Unlock.
4. The administrator will receive a prompt, asking them to verify that they want to
unlock the device:

Unlock device

Are you sure you want to unlock selected device?

5. Upon clicking Yes, the remote device will be unlocked.

Option 2: For the remote device user:

There is also an option for the remote device user to unlock their device. This may be useful
if the administrator locked a lost device, and then the remote user finds the device and wants
to unlock it themselves.

To unlock a device:

1. On a Windows device, press the key combination Alt-Ctrl-Shift-F9. You will receive
a prompt requesting the device password:

Yy — =

& Enter Password

Fress Cnter 1oacCept or "Bl 10 cance

oK ] Cancel

2. Enter the device password and click OK. If you do not know the password, ask the
Administrator to retrieve it by clicking on the Get Password command in the Device
Dashboard.
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Power (_’)

The following window opens, displaying the password to unlock the device:

Lock password X

PRESS TO RETRIEVE PASSWORD

3. The Administrator clicks Press to Retrieve Password to display the device password:

Lock password X

PRESS TO RETRIEVE PASSWORD

password: 423394D8

4. For an Android device, the remote user should enter this password in the Emergency
Call screen and click the checkmark ¥ icon.

5. When the remote device user enters the password, this should unlock their device.
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5.7.3.8.3 Siren
The Siren command will sound a siren on the device. This can be used as part of a workflow,
or as a security measure to alert you if a device is stolen or lost. See Section 5.1.27.

5.7.3.8.4 Wipe
The Wipe command will restore a device to factory settings. This can also be used as a
security measure, to wipe a device clean if it is lost or stolen.

Wipe device

Are you sure you want to wipe selected device?

5.7.3.9 Power management menu
Clicking on the Power menu accesses commands to restart, shut down, or wake up a device.

Table 5-17: Power Management Options

Icon Description

3 Restart—Allows you to restart a device remotely. See Section 5.1.21.

Q) Shutdown—Allows you to shut down a device remotely. See Section
5.1.26.

o Wake-on-LAN—AIllows you to wake up or turn on a device by means of
a network trigger. See Section 5.1.33.

5.7.3.10 Manage menu
The Manage icon allows you to perform actions on user accounts, such as to change a device
name, a password, or to change settings.

Table 5-18: Manage Device Options

Icon Description

= Remove—Allows you to remove a device from the Radix Device
. Management system

L’: Change Device Name—Allows you to rename your device.

‘) Tags—Allows you to add or remove tags from a device. Tags make it

easier to group similar devices together.

* Change Agent Password—Allows you to change the password on the

device remotely.

P Reset Authentication Token—This resets the authentication token for
a device. It may be necessary when you see a warning icon next to a

device listed.
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® Remove Google Accounts—This lets you remove one or all Google
4 accounts from a device.
202 Manage Users—This allows you to create or remove a Radix Device

Interface user.

Screen Settings—This allows you to adjust the volume and brightness
settings (specifically on a flat panel device).

Firmware Update—Allows you to update the firmware on the device.

P

5.7.3.10.1 Remove
When you click on Remove Devicce, this will open the Remove Device dialog box.

Remove

Are you sure you want to remove selected device?

o

Clicking on Yes will remove the device from the Radix platform. A message will appear
informing the remote user that the device has been removed from the domain.

P8 SPRD android?2 — O
2029 B A |
Search
o. .
- B E
Assistant Calculator Calendar Camera
@ Y B [
Chrome Clock Contacts Drive
-
! M <
Files FM Radio Gmall Google
Q u
HBO Max Keep Notes Maps Meet
’ © This device has been removed from the domain »
Messages Phone Photos Play Books
4 @ 63

Figure 5-104: Notification that the device has been removed from the Radix Device Management Platform

The Viso app icon will still appear on the remote device. When you click on it, you will be
prompted to enroll the device once again.
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M SPRD_endroidi2 = [w] x

Activate and enroll your device

If you already have a Vise account, start here to enroll thia device

Enter your account name;

[ Jcospt terms and corditions

if you dorz already have an account, take @ moment 1o register a naw
Viso sccourt.

Click here 10 enioll uging the ‘Advanced wizad

After you enroll the device, it will appear once again in the Devices Table.

5.7.3.10.2 Change Device Name
This allows you to change the device name as it appears in the Radix Device Management
Platform.

In the example below, the device has no device name.

Davice D 2 Farmaars Version & P05 = A Deice Mame - Bl veesion Email - Last gean

WTEATOOAP D tade 26320 - wark-A&FTAODZIE 0B CHAFDS2ED25ERS 2 1 D ancinaki-Tod-woe k. gaerviceocoount.cam 0 Dec 22,

When you click on the Change Device Name command, the following window opens:

Change device name ®

SPRD_Android 12 Device ¥

Enter the new device name and click Confirm to perform the change.

5.7.3.10.3 Tags
This option allows you to add to or remove tags from a device or user. These tags can help
you in grouping users together, or when searching for devices.
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Tags %

Add or remove tags from selected devices

new @ yip @

To add a tag to a device: Type the name of the tag in the textbox and click Enter.
o

To delete a tag from a device: Click on the on the tag you would like to delete.

5.7.3.10.4 Change Agent Password
This allows you to change a remote user’s password if they wish to make changes to the
VISO app installed on their remote device. This command is discussed in Section 5.1.3.

5.7.3.10.5 Reset Authentication Token

When you see an Invalid Authentication Token warning next to a device in the Devices
Table, you will have to use the Reset Authentication Token command to remove the
warning.

o8 Devices o u ) = ¥ + © C W | B Groups

- Name O Email 2 Lastseon v Location
Q - 4 EBBFSFOE3IDCIENM s Dec 25, 2023, 6:05 PM

- - 2cdd50516 /" My new Android TV nadav.radix@gmail.com May 9, 2023, 12:01 PM

When you click on the warning icon, you will receive the following popup message:

Invalid authentication token

Why do | receive this message?

‘You are receiving this message because the server detected that the device authentication token is missing or incorrect.
This can be caused after uninstalling and reinstalling the app or factory reset.

Please reset the authentication token in order for the device to sync with the server and regain device management capabilities.

More info
CANCEL RESET AUTH TOKEN

Clicking on Reset Authentication Token should resolve the problem.

Alternatively, you can click on Reset Authentication Token in the device’s Dashboard Menu:
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Reset auth token

Are you sure you want to clear authentication token for device?

5.7.3.10.6 Remove Google Accounts

This allows the Radix Device Management user to remove all Google accounts from a
device, or to retain one. This is useful in instances where you want to transfer the use of a
device from one user to another, and you want to switch over the default Google account on
the device as well.

To remove Google accounts from a device:

1. Click on the Remove Google Accounts tile. The Remove Accounts window appears.

Remove accounts X

Remove Google accounts from selected device

r._) Remove all accounts
Keep one account

. Remove accounts by condition

2. If you select “Remove all accounts” and click Confirm, you will get a confirmation
in the lower right corner that the command to remove the Google account(s) has been

sent to the device.
3. Ifyouselect “Keep one account”, you will be prompted to enter a Google account that
you would like to retain.
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Remove accounts X

Remove Google accounts from selected device

| Remove all accounts
-L!) Keep one account

I Remove accounts by condition

Enter an account name you'd like to keep

Email account

4. If you select Remove accounts by condition, you will be prompted for a condition
that the Google account must/must not contain to be removed.

Remove accounts X

Remove Google accounts from selected device

I Remove all accounts
| Keep one account

.,l Remove accounts by condition

\.\‘ Contain | Notcontain

Condition data

CANCEL CONFIRM

5. Click Confirm. You will get confirmation that all Google accounts have been
removed, except for the one(s) that you wished to retain.

5.7.3.10.7 Manage Users
This command allows you to create or remove users on a remote device.
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Manage users x

@

Jock

@ Create user

Remove user

(_Joseph l

Upon clicking Confirm, the user Joseph will be added to the remote device:

You can also use the command to remove a device user.

Manage users x

@ Remove user

Jack

Upon clicking Confirm, Jack’s account will be removed from the remote device.
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Note: The remote user must have privileges to add or remove users on the remote device.
Otherwise, the command will not work.

™ SPRD_android12 — a X

&

Blocked by your IT admin

5.7.3.10.8 Screen Settings
This allows you to adjust the brightness and volume on flat panel devices.

When you click on the Screen Settings command tile, the following window opens:

Screen settings b

Input source

©o ©00

ANDROID PC HOMHM HOMIZ HOMIS oP VEAT

Volume

¥

Brightness.

To use the Screen Settings command:

1. Specify the input source for the signal to the flat panel device.

2. Adjust the volume and brightness to the desired levels.

3. Click Confirm. You will receive a notification that the command has been sent to the
flat panel device.

5.7.3.10.9 Firmware Update
This option allows you to update the device’s firmware, for better performance and security.
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Firmware update

Are you sure you want to update the firmware on the selected device?

n

Note: Not all devices allow remote firmware updates via the Radix MDM. If your remote
device does not support firmware updates, you will get a “Command failed” message:

Command status ( Ad-Hoc - Update firmware) X

b dlvicn by 10 Status filter: Al . B Cc 2
10 Tima v Status
HATREFEY (yahudap) Sep B 2024, 11E4:55 AM @ Command fallad Morg info A

S
NHote: Nobsupported for this device
0 1 0

HATREFEY (yehudap) Sep 2% 2024, 115454 AM <] Command sent Supnees | Emisd Fiarding

0% 100% 0%

Hamspurpege 10w B 1< ¢ ¥

CLOSE

Figure 5-105 Message when attempting a firmware update on an unsupported device
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Libraries Menu

Libraries Menu

The sidebar menu has the Libraries category. It consists of three types of repositories of
commands. After creating these repository items, you can then assign them to devices in your

LIBRARIES

(#] Deployment
[a) Configuration

(5] Automation

Deployment Repository

audio/video content to
remote devices

Item Description Reference

Apps Install apps on remote Section 5.1.11, Install
devices

Messaging Sends a message with Section 5.1.1, Advanced

Messaging

Commands & Scripts

Executes scripts on remote
devices

Section 5.1.19, Remote
Execute

OTA

Performs over-the-air
updates on remote devices

Section 5.1.15, OTA

OTA Update Engine

Performs over-the-air
updates on newer remote
devices

Section 5.1.16, OTA Update
Engine

Files

Sends files to remote
devices

Section 5.1.24, Send Files

Smart Recovery

Executes Radix’s Smart

Section 5.2.2, Smart

Recovery application to roll | Recovery
back a Windows device

Configuration Repository

Item Description Reference

Device Settings

Modifies settings on remote
devices

Section 5.1.7, Device
Settings

Block Lists

Allows you to block access
on a remote device to
certain apps and websites

Section 5.1.17, Policies
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Kiosk Modes Allows you to use a device | Section 5.1.12, Kiosk
as a display in a kiosk
Views Allows you to create a Section 5.1.32, Views

specialized Kiosk option,
where a remote device
displays a single URL

Android for Work

Allows you to create a list of
approved apps that you can
install on Android devices
that are enrolled in AFW (=
Android Enterprise)

Section 5.5.5, Android for
Work

Automation Repository

Item Description Reference

Workflows Allows you to combine a Section 5.1.35, Workflow
series of commands to be
executed in sequence

Schedules & Triggers | Allows you to execute Section 5.1.22, Scheduler &

commands in response to a
time schedule or external
trigger

Triggers Command

You can create these repository items here in the Libraries console. However, you can only
employ these items by executing a command either from the Commands Ribbon, the device
dashboard, or the device’s three-dot menu. You must select a device or group of devices and
execute these commands on them.

6.1 Deployment Options

6.1.1 Apps

This option allows you to remotely install software packages on a particular device. When
you click on Apps, a grid of software packages appears. These are software packages that
have already been stored in the Radix system. See Section 5.1.11, Install .
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Apps 2 ' = ’
CPU-Z (V1.54)
com cpuld cpE
admin

com.whd.stream [ V4.10.1.2] -id...

i, e, SR

admn

X-plore File Manager [ V4.45.01)

com lanelycaigames. Xglore
odmin

X-plore File Manager ( V4.45.01...

combanehycapames. Xolone
odmin

® =

.
|1l
%

® =
com.whbd.stream [ V6.10.1.2) - id...

ST, ST
camin

Spotify: Music & Podeosts [ V1.1...

DDy I andraid
odmin

® =" /7S 8 A ® & /5 0 A ® " /S 8 A
Google Chrome | V143.0.7499.1... Google Chrome | V143.0.7499.52) com.whd_stream ( V6.8.1.2)
comandeid chioma com and e cheoma £om whd stream
odmin odmin admin
® =" 7 1 2 ® & /S 8 2 ® = /S 01 2
| = = | |

6.1.2 Messaging

This option sends a text message with an image to a device. For example, the message may
be a “Welcome” message, a holiday greeting, or an emergency alert. The message options
include an image, an image with sound, a full-screen YouTube video, or interactive clickable
HTML forms. The message can be timed and triggered according to time of day and the like.
See Section 5.1.1, Advanced Messaging.

When you click on Messaging, the Messaging window opens:

Messoging
Yossi's birthday party q Automation Adv Msg (2) (2) q testesp q
el World
¢ = /- 0D 8 A ® = /508 * ® = 5 0O 5§ #
Automation Adv Msg (2) You're Welcome Large Photo
Heillo Worldgl
e = , 0O § # e = 7/ O § # e = 5 0 F #
w dddddd bbe a
e =/ 0 §F A ® = /7 0 F A ® = /7 0 0 A
[ ] I

6.1.3 Commands and Scripts

This option allows the Radix Device Management user to execute a particular command line
command or script on a device, or even on a group of devices at once. See Section 5.1.19,
Remote Execute.

When you click on Commands & Scripts, the following window opens:
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Commands & Scripts

list users u WakeUP Standby aute rotate O u
@ > /S 0O § ® >0 /S 0 § # @ > /S 0§

open security settings u Automation Command Execute Automation Command Execute u
® > 75 0 § # ® > /7s 0 1 # @ > 75 & m

Automation Command Execute u Automation Comimond Executs Automation Command Execute u
® > s 0O 8§ # @ > 7 ®@ > /s 0O § »#

s & - | = I

This enables an Android device to receive and install updates to its operating system or apps,
or to dispatch an image of an operating system to a device. The OTA option is primarily for
older Android devices, running an operating system older than Android 8.0, or that don’t
employ virtual A/B slot partitions. See Section 5.1.15, OTA.

When you click on OTA, the following window opens:

oTA
autamation (2) q automation autemation q
e s 0 5 & @ o /s 0§ # @ o /s 0§
automation q automation q automation u
e ¢ s D § @ & /5 0§ * @ & /S 0§
automation u autornation u autoenction q
e & S0 §F A @ g /s 0 8 @ 0 5 0O F
[———— R I a4 . I

For newer devices, you should use the OTA Update Engine command (Section 5.1.16, OTA
Update Engine).

6.1.5 OTA Update Engine

This option provides a method of performing an over-the-air update to an Android device’s
operating system or apps, or to dispatch an image of an operating system to a device. The
OTA Update Engine option is for devices running Android 8.0 or newer, and that employ the
A/B partition updater. See Section 5.1.16, OTA Update Engine.
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When you click on OTA Update Engine, the following window opens:
OTA update engine

test ota big file u dummyfile (2).zip u 1GBfile (2).zip u
D § #

@ ¢ 5 0§ 2 ® ¢ /S 0 K » @ o 7S P

autemation_test (2) u

® 0 /s 0 8 #

Vodafone_ota_2
hedo workd

automation_test (2) automation_test

@ & 5 0 §F

automation_test Vodafone_ota_3
heiko worid

A0DNEW

6.1.6 Files

This allows you to send specific files to a remote device. You can either supply a URL from
which to retrieve the file or upload a file from your computer. See Section 5.1.24, Send Files.

When you click on Files, the following window opens:

Files ] S=
aqq u Automaotion AP File Automation API File u
® FE 7~ 1 @ i » 8 » ® & 7 1 »
upload_file_from_url_2 u upload_file_from_uri_1 u upload_file_from_url u
@ bk 7 8 # e K 5> 8§ * ® & 5 8 *
) “ ) u - u
@ i 7 8 ¢ i 75§ # ® § 5§ »
| ——— I ... = [

6.2 Configurations Console

6.2.1 Device Settings

This option allows the Radix Device Management user to remotely adjust a device’s settings.
This could include selecting a type of keyboard, enabling or disabling a screen saver, or
performing a reset on the device. See Section 5.1.7, Device Settings.
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6.2.2 Block Lists

If certain applications on your device violate your rights, have security issues, or are not play-
protected, you can essentially blacklist and block these applications. This can be done using
the Block Lists option in the drop-down menu. See Section 5.1.17, Policies.

Block Lists - g ¥ ] x
testchd Automation policy (2) Automation policy
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® = S D § A ® & 5 0O §F N @ & J 0§
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6.2.3 Kiosk Modes

This option allows you to use a device as a display in a kiosk, as in a storefront or hotel. See
Section 5.1.12, Kiosk.
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Kiosk Modes
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6.2.4 Views

As mentioned in Section 5.1.32, the Views repository option allows you to create a
specialized Kiosk option where you choose allowed apps and access to a single URL on the

remote device.

Views | a *
VS-sth Hotel Demo (radix) HotelTV-Shenzhen
cOCn
® = ;5 0O §F # & = /J D * ® = 5 0O § A
Hoteza Coco - Bilibili q Radix HoteiPra u
@ & 5 0D A @ = / D # @ & 0D ¥ A
CB2E Louncher youtube app q charin u
@ & , D § A e = J 0D § # @ = ;5 0§ A
- I [ n |
ADD NEW

When you click on Add New in the lower left corner, the New View window opens up:
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Proceed as in Section 5.1.32 to create a new View item.

6.2.5 Android for Work

We mentioned previously in Section 5.1.2, that you can install Android apps on remote
devices by means of the Radix Device Manager by means of the AFW install command.
However, you must first create a list of the approved apps and software policies that you
would like to apply to your Android devices in the AFW program. You can perform this by
clicking on the Android for Work option in the Configuration drop-down list. See Section
5.5.5, Android for Work for more information on selecting apps in AFW.

Android for work %

ADD ARPR

Public apps

CLOSE

6.3 Automation Console
6.3.1 Workflows

This feature allows sending a series of commands to a device. The Workflow command
allows you to arrange a series of commands in a particular order, save the arrangement, and
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deploy the workflow to a device or fleet of devices. There are also options to create a
Favorites menu or move commands around within workflows. See Section 5.1.35,

Workflow.
Workflows = ) @ %
Send o message add file test automation-test (2}
crscriation Ausamotion Description
N /s 0 8 # 5 /208 & N /A0 8 #
outomation-test (2} Restort odd file test
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@ N /s 0D F 2 ® N 7 @ N /7570 8 &
odd file test RTEST-231510 RTEST-2315.9
description Autpenation Desdripion Sutamotion Descrigiion
@ N /S 0 » ® ¥ /S 0 1 # ®@ % /7S 0 8 »
AT W

6.3.2 Schedules & Triggers

This allows you to create a trigger for a device (by timing, geofencing, Wi-Fi, or upon
Startup) from within the Device Dashboard and lets you program the device’s reaction to the
trigger, by selecting a particular command to be executed. See Section 5.1.22, Scheduler &
Triggers Command.

Schedules & Triggers

d »

Success again! Stage Schedule & Trigger 17:57 (2)
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& © / @ 0 /5 0§ # ® 0 /5 0 § #
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Chapter 7. Device Templates Console

The Device Templates Console allows you to create a template of several groups of devices.
Once you have created a template, you can then select software packages and OTA updates to
apply to groups of devices. You can also send files over to the devices in the template. Also, if
you add additional groups to the template later, the specified software packages, OTA
updates, and files will be automatically installed on these groups as well.

When you click on the Device Templates Console icon [E, you will see a list of existing
templates in the Radix Device Management Platform.

Radi} = [ Devico Tempiates

AT P LES PR

Py — o

Figure 7-1: Device Templates Console, displaying all existing templates

7.1 Creating a New Template
If you have Administrator privileges, you can create a new user template.

To create a new template:

+

1. Click on the Add New Device Template icon * at the top of the Device Templates

Console.
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Figure 7-2: Icon for Adding a New Device Template

The Create New Device Template window opens.
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2. Supply a name for the template in the Template Name textbox.
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3. Ifyou click the Run with other templates checkbox, this template will appear as a “non-
priority template”. You will notice in the main Device Template Console that there are
two categories of device templates:

[#5] Device Templates

‘ Pyiority Kome

| Ban-prioity Tempioten

| LT T R

Priosity Tempdates
1 Runf@ta s
3 don 31st o
3 e
teatpush
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i 1
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5 il pr g Bibe_3
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Description

Created

Feb 27, 2025, 1E548 AM
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Lost updoted
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Jon 73, 3006, 148 P
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Jom 23, 2024, 1134 AM

dan 33, 2034, 1116 AM

Jon 33, 2004, 1132 AM

Jon 22, 2004, 138 AM

Josm 23, 2034, 1134 AM

dom 23, 2006, 1L AM

No. o grougm

[ save cuasices | [ camen |

e Priority Templates are applied to their associated group of devices according to their
listed priority. If you assign two templates to a group, the template with the higher
priority executes first. If you change the priority level at a later time, then the higher

priority template executes.

e Non-priority templates are not limited by their priority number. Thus, they are applied
to their respective groups at all times. Thus, when we check “Run with other templates”,
our new template appears in this section of the Device Template Console:
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Template ‘Jan 21st’

Droft versior

Jan 21st
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&

g

® B
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Figure 7-3: Template "Jan 21st" appears among the "non-priority templates”

The following table explains the icons on the left-hand side:

Table 7-1:Device Templates Console Icons

Icon Description

-N‘- Overview Overview: Allows you to provide a name for the template and
specify which users can access the template

[G Population Population: Allows you to populate the template with groups,
as well as apply filters

Content: This option has submenus that allow you to add the
following content:

e Agent & SCM: Apply a software installation package
from the Radix Android Agent, or the SCManager for
Android devices

¢ OTA Management: Manage Over-the-Air (= OTA)
updates

e Packages: Install software packages

e Files: Send files to devices in the template

¢ Remote Execute: Apply a script to be executed
remotely

e Policy/Kiosk: Apply a software policy or a kiosk to the
devices associated with the template

e Views: This is for creating a content management
system, a specialized type of Kiosk, consisting of
allowed installed apps and/or a web app.

e Settings: To modify device settings to the devices in
the template

M } Roll-out: Allows you to specify a time for applying the
» ' Roll-out : .
r~ execution of the device template.

|2 Content
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Here is a brief description of each of the icons in the sidebar menu:

7.1.1 Overview Panel

The first screen that you see is the Overview panel. Once you have finished creating the
template, the Overview panel will display all the template’s parameters at a glance. For
example, the Overview panel of the following template displays:

e The template name,
e The groups and filters associated with the template,
e The content of the template, and
e  When the template will be rolled out.
Template "Send text file® Read only - meve 1o droft to edil e} ®

[
| Foll-out version (V.9) cdite name
Send text file AT E ST

A2 robed-out @ rien rellga-out
M Overview e . e e oo il
LD Papuation
@ Content

. All usars
;_»J Roli-aut

wimw the detoikad rall-out status

CLOSE

Figure 7-4: Overview Panel of an existing device template

1. If you click on View the detailed roll-out status in the Overview Panel, you will see
details about the execution of this template:
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Template 'Send text file' Read only - move to draft to edit = %
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Status filtes: A1 v Type: All
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I3 content Davica 1D Time v Type Nome Stotus
15 Roll-out
HA19SFaY Der 22, 2025, 7:29:45 PM file Taourus Mauntaing © Failed Mate infs w
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HA195F3Y Dec 17, 2025, 1:3%:20 PM file Taurus Mountaing @ Failed Mare intfe w
HAPSFaY Dec 17, 2025, 1:39:78 PM file SmanGlass videa nates (& Executed
HAI9SF3Y Dec 2, 2025 1:34:27 PM file Tourus Mounigins @ Falled Mere Info
|tem s par poge n - 1= 10 of 223 | >
CLOSE
This display also has options to filter results by whether the template was executed
successfully or not, as well as which content item was executed:
Template 'Send text file' Read anly - move ta dreft 16 et o %
| mell-out versian (V9]
Detalled roll-out StUS o o ovarview & =
M Do
Stutus filter: All Type: File
LB popuiation
Al
(& content Device 1D Time Type Stotus
. Pockagelhgent
W Roll-aut
HAIEETY Dae 22, 2025, 7-79:45 PM file  ©TA @ Falled Mo info v
Remote execule =
HAIRSFI¥ Dac 22, 2025, 72941 PM il a8 ® Exseutad
HAIGEFIY Dwic 17, 202E, £29:20 PM file  poicylKissk O Failed Mar info
HAWSFIY Dee 17, 2025, 139:14 PM file  Views e [ Exgeuteg
Setlings
HAITEF I Dec 2, 2025, 173427 FM file B Folled Mo info ~
HAIGEFIY Dae 2, 2025, 19:34:24 PM file SmartClass vidan petes (& Executad
HAIPSF3IY Dec 2, 2025, 5:5%:46 PM File Taurus Meountoing D Failed More inta.
Terive =t pige i » 1-TDar2E3 | ¥
CLOSE

2. Clicking on Back to Overview will send you back to the Overview panel.

7.1.2 Population Panel
The Population panel allows you to associate groups of devices with the template. You can
also narrow down the list of devices associated with the template by adding filters.

To populate the template with a group of devices:

1. Click on the Population tab. The following screen opens:
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Create New Device Template

M Overvimn +o Groups
LR Pooulation
=3 cantent
= Roit-out
= Filters AR

2. In the Groups search bar, enter the name of a group of devices that you would like to

associate with the template.

Create New Device Template

M overview o Groups
Lo Populntion t
3 Test
= contant
PR
! Roli-out :
test new 123
&
Testirigger 1234

test-urisl
| ADD

itftest

Note: The search is not case sensitive. Thus, the search string “Test” will also yield groups

containing the string “test”.
3. When you have added a group, you will notice two icons next to the listing of the group:

Create New Device Template

M Cverview on Groups
CE Popuilation
) Roti-out HAIPSFIY ?}] V|
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e View details: This will display the number of tags associated with this group.
e Remove: This will remove the group from the device template.

4. 1If you wish to filter the devices to which the template will be applied, click on the Add
button to further refine which devices will be included in the template.

= Filters =

Tag is 5}
| ST

Appwith version

Maodel

Property

User type

User name

First registration precess only

The filter options include:
e Tag: To filter devices by the tags that they have been assigned.
e App with version: To filter devices by which version they have of a specific
application. You then provide the name of the application and the version number.
e Model: This allows you to select a specific model of a device to apply the
template.
e Property: This allows you to apply a template to devices with a specific property.
e User type: This allows you to filter out the devices by user type. The options
include owner, user, or guest.
e User name: This allows you to filter out the devices in the group by user name.
e First registration process only: This applies the template to devices only at the
time of their first registration in the Radix Device Management Platform.
5. You can combine and save several search conditions, to refine the selection of devices in
the template.

All rights reserved by Radix Technologies Ltd.

Page 290 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Device Templates Console

Create New Device Template x
A Derview oo Groups
L Populaiion
@ Content
o+ Roll-ut HATRSFIY L
= Filters | i

Tag oep [z}

Model - Is sam i}

First registrotion process only « | @

7.1.3 Content Panel

When you click on the Content tab, you will have eight submenus to specify what content to
apply to the devices in the template you have created:

Template "Send text file' This Is o draft varslan

ADE PACKAGES
-

@ Platform ogents

Agent & 50
P set

M Overviow
Co Popudation = Hetas

{0 Gontent

)
er; Roll-aut

ir

~  Seings
> Moo

Figure 7-5: Device Template Content window, displaying the types of content that can be added

e Agent & SCManager: These include Radix installation files and SCManager files to
be applied to Android devices.

e OTA updates to deploy Over-the-Air updates to the devices in a template

e Software packages to be installed

e Files to be sent to the devices in the template

¢ Remote Execute scripts to be executed

e Policy/Kiosk items to be assigned to the devices in a template
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e Views, a specialized type of kiosk setting, consisting of selected apps and a single
website
e Settings, to modify device settings to the devices in the template

We will examine these content options in turn.

7.1.3.1 Agent & SCManager

This allows you to attach software packages from the Radix agent and the SCManager to
Android devices to which you apply the template.

Template 'Send text file' This is @ draft varsion & ox
| Droft version J o
|-- & Piotform agents ADD PACKAGES
Agant & 50M
et e
Ky Ovarview .
LB Popiiation B 'C'[:l.lmll:rmth_'
[ contan
l_ Packages
5 oo e
= Fhea
- Tiies
R S —
L Mot 22t
Palieyik gk
S Wews
5. A
e
SAVE

1. When you click on Add Packages, you will receive a repository of Radix installation
files and SCManager packages to install on Android devices:

Packages B " & "

radix_mdm_beta_25.10.3.683...
admin
radix_telcoatv_p_225.9.3.51...
admin

® = 7 8 A @ 5 /- 5§ A @ = S 1§
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® 5 A 8 * ®

]
N
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®
m
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=
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radix_vodafone_beta_2510.3.... com.viso.mdm

B0, M
admin
aamin

,

radix_telcoatv_p_259.3.51.a.. Radix Viso MDM client { V11.9.3....

e T
admin
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® B 5 § A
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@ 8 /S 8 A
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scmanager-vi0-release-final-1..
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@ = S 8
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Figure 7-6: Repository of Radix installation files and SCManager packages
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2. You can click on several packages in order to select them. Clicking Add in the lower
right will add them to the new template.
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Figure 7-7: Four Radix packages were selected and added to the template

3. If you wish to add a new installation package that doesn’t appear in the repository,
click on Add New in the lower left corner. The following window opens:
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4. You can proceed with adding a new Radix package as explained above in Section
5.1.11, Install .

7.1.3.2 OTA Management
This option allows you to deploy Over-the-Air updates to the devices in a template. When

you click on the OTA management tab, the following window opens:

Template 'Send text file' This i o draft version ¥
Droft version
J vpiie corten [Z OTA | mnﬂa
S
Apare L 500
A b
Ay overaew
| OTAmoncgrrent
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{E Contant
Packages
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Loy
= Bzmote ereculs
et
Balcylk
sal
" Post installotion messoge
| e Below you con define stotus messoges to notify the user thot the OTA update was done
Surcess Messoge
o ani
5
L

Figure 7-8: Option to apply an OTA update to specific device models

7.1.3.2.1 Adding an Existing OTA Update Package
To add an OTA update to devices in the template:

1. Click on Add OTA in the upper right-hand corner. The OTA Update Engine window
opens.
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Figure 7-9: OTA window, displaying all OTA update packages

2. Click on one or several existing OTA update packages to select them to be added to
the device template.
3. The Add button in the lower right corner becomes active.
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Figure 7-10: Four OTA update packages have been selected

4. Click on Add. The OTA update packages will appear in the template.
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5. Click on Select Advanced Message to add an Advanced Message to notify the remote
user that the OTA update was performed successfully.,

Template 'Send text file’ This iz o et varsicn
Deufl warsioh L v
_— mErTHY £m (L OTA | ADDGTA
A Severt GXvd fYI0IS0AIDEINN AN medaiy |'?J
Ay Ovarciew
o i & Pniie ZI0A - 11481 ¥ 40 o e &
L2 i Al modale (5]
e B Clewertoudh LAC - GTA 121 { V- 202504280206 31 i modsis &

Post installation massage

Below you can deling shatis messopas to napty tha user that the OTA updote Wwas done

SUCCESS Messane SLECT ADYANCER MISSAGE

suoeess! T

6. By repeating the process of adding OTA updates, you can later append several OTA
updates to a single device template. The button will appear as “Update” instead of
“Add”, if you are modifying an existing template.
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7. Note that there is a Model parameter, which allows you to specify that an OTA update
is for a specific model of a device, or all models:

Template "Send text file' Thiss i= 2 drat yarcian
Drht version . |
= i OTh [[reeem ]
o Coniced ¥ | 45055 OB A
Smark GXul | V20S0ABNATHA PR i
Jp Overvem
T T 1 -¥ W :
LB Pacubmion - __.\.:m o et o —Xrhan | kmid 21 modes 5}
e S— Fom - FNB - 1113621250327 1 V20250327 Al rsdiatn )
o Ralt-ait
= A Cmwartonch AL - OTA L3 { %20 F4 0606030641 nlt i ]
Bl meacies {]
Post m=tallotion message
" Bl pous ooh Gafrie Hifies madiage At DTA updale veas dane
- Sugcess massege
L a Suzrese! f

8. Click Save to save the addition of the OTA updates to the template.

7.1.3.2.2 Creating a New OTA Update
The Device Template Console also allows you to create a new OTA firmware or software
update.

To create a new OTA update engine:

1. Click on Add New in the lower left-hand corner of the OTA window. The New OTA
Update Engine window opens.
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it repository iterm will be editable oniy to this wser and admm users. and read-only for

CANCEL

2. Supply the necessary parameters for an OTA update. You can either upload a file from
your computer or download a file by supplying its URL. These are the fields that you
must complete when creating an OTA update from a URL:

New OTA Update engine o =

Selial upvad method
File from Url

Headers

e [

3. Click on the Set as Private button if you wish to make the OTA update visible only to
you (as the creator of the item) when using the Radix Device Management Platform.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit this OTA update. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the
screen turn to a “locked” position.
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Figure 7-11: Lock icon indicates that the OTA update has been set to read-only
5. Click Confirm.
The newly added OTA update will now appear in the list of Template Groups above.

6. If you wish to remove the OTA update from the template, click on the Remove icon to
have it removed.

Template "Send text file* Tres Is 0 gl weesio
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Balow woul oon dafing sioniss MEesSs0gas i notly the Ws4ar thot the OTA updone Wwas done

Succass massage RELECT ARVAMNCED MESSADE

7. Click Save to save the OTA update option for your template.

7.1.3.3 Packages

This provides you with a list of software packages that you can apply to the devices in the
template. If a group is assigned to this template in the future, the software packages will also
apply to that group.
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7.1.3.3.1 Adding an existing software package
When you click on the Packages tab, the following window opens:

Device Templates

Create New Device Templote

g Ovaraow

A Pepitation benra 50

] Pockoges

| noomacsases |

To add a software package to the template of devices:

1. Click on Add Packages. The Packages repository opens.

Packages

Open_Settings.5 3.apk
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® 8 7

L[}
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AT RN S0 ol

sdmin

® = 7/
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= I

Microsoft Word_ Edit Documen..

admin

CPU-Z(V1.43)t
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A

» e = /S 0§ #
Google Chrome [ V126.0.6478.1...
GOFLATHIT G Gh G5
admin
» ® 5 /S 8 A
CANCEL

2. Select one or several software packages to be added to the template by clicking on the
tiles. The Add button in the lower right corner becomes active.
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Figure 7-12: Selecting the Windows 10 simulator, X-plore, and Plex software packages to be applied to devices in the
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3. Click Add. The software package(s) you selected will now appear in the template.

Create New Device Template

DD RACKIGES
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4. Click Save to store your selection in the device template.

7.1.3.3.2 Adding a new software package
There is also an option to add a software package that does not appear yet in the Packages

repository.
To add a new software package to the repository:

1. In the Packages screen, click Add New.
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The New Package window opens.

MNew package o

File from Ur|
Uplood file

Packags from pkiy ston

2. Select one of the upload methods for the software package you would like to add to
the template: downloading a software package from a URL, uploading a file from
your computer, or getting an installation package from the Google Play Store.

3. Proceed as in Section 5.1.11, Install , regarding adding a new software package.

4. Upon selecting a software package to apply to the devices, click Save.

7.1.3.4 Files
This allows you to select files to be sent to the devices in the template.

To add files to the devices in a template:

1. Click on the Files tab to open the Files window.
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2. Click Add Items. The Files repository will appear.

Files

Windows wallpaper desktop 111
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By clicking on the tiles, you can select one or several of the files. In the example
below, we have selected three files from the Files repository to be uploaded to the

template.
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3. Click Add or Update when you have finished your selection. The selected file(s) will
be added to the device template. All the devices in the template will have the files

copied over.

Create Mew Device Template

Mp Gverview O Fle
LB Posutaton o
1B Comen -

P it
R et aut

4. Click Save to save the selection of files that you wish to add to the devices in the
template.

7.1.3.5 Remote Execute
There is also the option to apply a Remote Execute command line script to a template to be

executed on the remote devices.
To apply a Remote Execute command:

1. Click on the Remote Execute button and click on Add Items.
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The Remote Execute repository window opens.

Remote execute

eldar test Create viso id on the desktop
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Run chrome SR_prefs_check
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Factory Reset win1l Countdown
@ >/ e > 7/

windows - elevated test

® > 75 08 *
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2. Click on one or more of the listed remote execute scripts to attach them to the

template and click Add.
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If you wish to create a new remote execute script, refer to Section 5.1.19, Remote Execute.

New remote execution W x

Name

Name is required

Description
Command

Arguments

@ Command line O Script
Wait for exit
Collect output

Run with high privileges

Set as private
This repository

temn will be visible only to this user

Hide content from others

Uther use O ply this repository but cannot see or open its content

Set as read-only

editable only to this user and admin

.

3. After adding the Remote Execute script, the selection will appear in the Template

window.
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4. Click Save to save your selection.
7.1.3.6  Policy/Kiosk

Under the Policy/Kiosk tab, you will be able to add a software policy of allowed or blocked
applications or have devices in the device template to function in Kiosk mode, where they are

limited to a fixed number of options.

Regarding policies, refer to Section 5.1.17, Policies.

[ ]
Regarding using a device in a kiosk display, refer to Section 5.1.12, Kiosk.

Create New Device Template

O Poliey/Kiozk

Figure 7-13: The user has selected the Policy option
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Figure 7-14: The user has selected the Chrome browser to be on the list of blocked apps

7.1.3.7 Views
The View option is a specialized type of Policy/Kiosk option. It allows you to select a list of
permitted apps on a remote device, and to be able to view a single website.

Note: If you have already selected an item under the Policy/Kiosk tab, the View option will
be disabled. Similarly, once you have selected a View option, the Policy/Kiosk option will be
disabled.
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When you click on the Add View button, the following window opens:
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You can select a view option from the repository, or click on Add New in the lower left, to
create a new View option. Creating a new View option is treated in Section 5.1.32.

7.1.3.8 Settings
This allows you to modify device settings to the devices in the template.

To adjust device settings to the devices in a template:

1. Click on the Settings tab to open the Settings window.
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2. Click on Add Settings. The Device Settings window opens.

Device settings
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3. Proceed as in Section 5.1.7, Device Settings to apply device settings that already
appear in the Device Setting repository, or to create a new device setting.

7.1.4 Command Status View and Delete Options
Note that there are two icons next to each of the eight content options.

¢ Show Command Status: When in Read only mode, you will see a “Show Command
Status” icon. Clicking on the content item displays when the OTA update will be
applied to the devices in the template, and when the various commands in the

software package will be executed.
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The Show Command Status pane shows the ID of the command, when it was to be
executed, which commands were executed successfully, which are pending, which failed to
execute, etc.

Command status { Policy - "YLP default wallpaper)

¥ Beorih o | St e e B C
Sent
Pending
Exncutee 0
Friled Tetol
Flop dane.
Step foled

Ready

CLOSE

Figure 7-15: Command status of an OTA update applied to a device template

e Removing a Content Item from a Template: When in Draft Version mode, you
will see a Remove icon near a Content item. If you wish to delete a content item from
a device template, go to Draft Version, and click on the Remove icon next to that
item:
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Figure 7-16: Radix packages that you can apply to remote devices

7.1.5 Roll-out Panel

The Roll-out window allows you to specify when to execute the details of a template.
The Roll-out window is divided into three sections:

e Roll-out configuration
e Execution configuration
e Post installation message

Template "Yehudo Profile®

Dot i on . @ Roll-out configuration & Execulion configuration

it EVINE roun Wil raehe e S msis asar g Sl by RGeS on F I thE et danned

Wimen

Immediote
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batzh ¥ou con aontrel Fawasd when the fempiats = oppled in fhis section.
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I Conten Appey anly I idie
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Sct s attampls

Post instoliotion message
Below you Can defing SIS MESS0gRS 0 NIy The wsar o1 1Ne EMDIoe wos
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Success message S| ECT ADMANCED NESSASE |

Suctesst B

Fail message 4ELSCT ADVANCED MESSAE |

Figure 7-17: Layout of Roll-out Window
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7.1.5.1 Roll-out configuration
The Roll-out configuration pane lets you allocate batches of devices to which to assign the

template.
To use the roll-out configuration options:

1. Click on the Roll-out tab and click on the button at the top of the Roll-out
configuration pane.

Create New Device Template

A Bveru & Roli-out canfiguration (D (%} Execubion configuratian
6 Peputetion
B o Do 0 i ERG GrouE will FSCGHAD TG T b Siter cul 1 ool Mist Imton o it sk dotingd Whan Wimedicte
batch. You ton cantesd how and whan the lerclais b aooled i $de secbon.
5 ottt
Aricunt of dewices per batch 0 Aoty only  ida
i E e et ey
Walling fme urdll rest baolch 0 Doys

Mores e the aect botchofie @ ¥ suscess rale Past installation messoge

Balow you con define Aolues messages 1o notify the user thol the templote was
appiied

SUCCEES MESE00E

Foil messnge

The batch options are now active.

You can assign the following parameters:

The number of devices per batch

The waiting time between batches, in units of hours or days

The success rate of proper execution of the template, before proceeding to the next
batch of installations.

oo
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7.1.5.2 Execution configuration
In this pane, you set the time when you want the device template to be executed on the
specified devices. There are three options:

e Immediate: The template will be implemented as soon as the device gets the
template.

Create New Device Template

Kp Dvervam &1 Rol-out configuraticn E @ Exscution configuration

R Pesuision

Deyices inthe group wil receye Fre tempiohe sither cinrg dody legsimion o in the aed defined When L
Batrh You on canted how nnd waen e bemploe b aspled in Sis sectine

"t Rt-aut
Amount of devices per boich - 0 Appiy oaly IFidls
‘Waiting time urtil nestboich 0 Doys
Howrs
Move Lo the next botch after Q) _ Past instollation message
Babow you an dafing siMs Messagas ta natify 1ha wsar thot the lemplata wis
opplisd

Suctess message

Fall maseage

e Time frame: You can assign a start time and end time between which the template
should be executed.
Note: If the content of the Template contains a View, the View will continue to be
displayed by the remote devices even after the “end time” of the time frame. The time
frame discussed here refers to the time interval over which the Template will start to
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be executed—but not when it will stop. In order to disengage a group from a
template, you must delete the group in the Population tab.

Create New Device Template

My Deenion {1 Rof-out configuration G () Exegution cenfiguration
L Peputoton

e e e W i e

L5 Bttt

Amourt af davices per botch 0 Define end tme

Waiting fime urfll rest batch - @ Day= Srtcoe  Mors, 2025 End dote Mor 17, 2026
Muowe to the next boich ofter @ % SLUCCESS TObE Indoys. 8 L] ¥ w L§ ¥ 8
Siorttme 2032 Endtime  ZE32

Apply only i il

e On demand: The template will only be executed when you initiate it manually.

Creote New Device Template

S Dvarviion (5 Red-out configuration (B 1 Exscution configuration

B Popdation

fop— Smilces it 10 @Ious whl Fece ve The largkete citver Cuting aaly [EgT0En of In the petdsf ned Whati | v ezt
Bt o tan o) haw cnd whan ihe g i apelied in mis tectisa

POULI R

amaunt of gaices perboich 0

‘Waiting tima umtil rext baich @ Doys Post instolistion meassags

Balow you can defing status massoges to notify the user that tha tamplote was
appliad

Maus 80 tha naxt batch ofier % success rite
Suctess mesiage

Fail meszage

Figure 7-18: Sample template that will be rolled out "on demand"

Note: This option is available when the only content assigned to the template is an
OTA update. If there is any other type of content in the template (software packages,
remote execute scripts, files, views, software policies), this option will be grayed out.

There are two other roll-out options:
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e Apply only if idle: The device template will be applied specifically when the device
is not in use. This is desirable if you don’t want to disturb users of the remote devices
while they are using their device.

e Set max attempts: You can set a maximum number of attempts to execute the device
template, before determining that the implementation was unsuccessful. You can
assign the number of attempts as any number from 1-50, with the default being three
attempts.

Create New Device Template

Jp Cvervan & Rali-out configuration 5] &} Execition configuration
) g )

[ Pecukitan

B Comten :‘:I”t": e et et Whe Time frome

£ R

EL

Amound of devices per boieh D B tefrmanitien
Witineg time urtii et botch - Q@ Doys Slar dols  Mar 5, 2024 Enddote  Mor 12, 2028
Mave o the nexl botch cfler @ % success e Indays & e g " T E

Start time 2132 Endilma 2232

APy onty I dla

o)

Eot max atampes
o i "

o

Figure 7-19: Illustration of the Roll-out options

7.1.5.3 Post-Installation Message

This option allows you to send the remote user notifications that the template was either
executed successfully or failed to execute. You can select the messages from the Advanced
message repository.
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Create New Device Template

Sy omree w &) Rat-out configunation 7‘ Expcutin configuration
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Mo b thie neet bateh after @ % SUCCREE (068 Poat ingtaliation message

Bainw you con sating stots massoges 1o natify tha usar that tha templats was

appitad

SUCCEES MEsEI0e | snacrapvancrovmssae |
success! B

Fall massnge [ smzcTanuancenwessace |

Tha Frofile Dia Mot Execie Property T

If the content of the template includes an OTA update, and you attached an Advanced
Message if it is executed properly (see Section 5.1.1, Advanced Messaging), the template
will display both Advanced Messages if it is executed successfully.

Upon clicking Start roll-out in the Overview tab, the Roll-out version selection will give a
summary of the template:

Template ‘'march templata’ This 0 elrcfy wersko . K |
|
mateh templete i hange Al 5CM
Ay Start
e e Feun with oifher et 'Qf] - ‘
! g
s | = M
LR Pumsation
Prcuger
& coatari; ..\
& Rol-o SR M = rem
o] Ve
- i
3 g
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Template ‘march template’ Riart only - move to et oot

| rot-out werzion {1}

i march tempiote

My Cnrem
LA Popuavon s 0 motches U lswor grormsy
B Contut [

4=} Fol-ou ™ P

vizw ENE Sesoled rel-out suns

You will get a prompt in the lower right corner that the template was created correctly, and
the new template will appear in the Device Templates Console.

\‘/ Success

Tempilate "march template® created

Figure 7-20: Popup Notification that the template was created

Rﬂdi‘x’ & i Davice Templotes

Figure 7-21: The Device Templates Console, with the new template (“march template”) at the top of the list

After you have created the template, you can modify it at any time by clicking on it in the
Device Templates list.

/7.2 Starting a Device Template

Once you have entered all of the details of a device template (to which group(s) of devices
you would like to apply the template, the contents of the template, and the manner in which
the template will be executed), you are now ready to start rolling out the template.

To roll out a template:

1. Click on the Templates icon in the sidebar menu, to open the Templates Console.
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2. Click on the row of the template you would like to apply.

Device Templates Console

@7 Device Tempiotes

e p— : =

Descripens Eraing Lo updmied Hio ot grones

Tmearch bnicta {'} M 2 3038, F:51 P

3. In the dropdown menu in the upper left corner, select Draft version.

Template 'march template’ RO 0riy = 10V 0. QY 10 861

| Roa-cutversion (VO] < | e eeme
march templote
Rod-out version (V.0) L ¥ ERCRE A o piisd el
Duartt warsion

[+
LA Fopulahon Dmatches
V= cancam

Bl uwers
E1 Bl

CLOSE

4. In the Draft version window, click on Start roll-out.

Template ‘march templata’ ks b 0 el varsicr

Dyt varsion

miareh e mplate

e
-f(l ili-cuit =
i Dot Foun it olber fempletes 4 S —

Rai-oun Lolass:

5. You will be prompted as to whether to activate the template. Click Yes.
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Activate droft

Ars yOu sure you wand to octhaate this template droff werslon?

A popup notification will appear, informing you that the template has been activated.

\/ Success
Draft version activated

The template will be executed on the remote devices in the group. If you have assigned an
Advanced Message to indicate that the template was executed successfully, it will display on
the remote devices.

™ Lenovo TB-1606F - a X

6. After you tap on the Back icon on the remote device, it will display the content of
your template. In our example, our selected content was a view of a video:
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™ Lenovo TB-J606F — O X

1728 ¢ @

Radi

WWW.RADIX-INT.COM
Taking digital signage to new heights!

o13/0:15

/7.3 Stopping a Template

If you wish to stop a template from being executed, you must first remove the group of
devices from the template in the Population tab. This will allow the devices in the group to go
back to their regular functionality.

To stop a template:

1. Click on the template that you want to stop.

=] Device Tampiates

2. Go to Draft Version to allow you to make changes to the template.

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Ra d iX Device Templates

Template "'march template’ Rend oy - move (o droft o edit 3 % I

Foll-aut version (V1] |

Al usare.

3. Go to the Population tab and remove the group of devices from the template.
Tempiate ‘'march template’
[ o verian ET
I i m
— - g
- Fiiers ]
[[sam |

4. Go to the Overview tab and click Start roll-out. It will now run the template again,
but with no groups associated with the template.
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Template ‘'march template’

Droft versior

march template o po—
Jp v . B WEh SEEr amples ‘5 =
[
B ocent
e Al usars —
5. Click Yes in the notification popup to activate the revised template:
Activate draft
Are you sure you won 10 activates this templote droft version®

This will disassociate the group from the template, and the devices in the group will go back
to normal functionality.

/.4 Editing a Template
After creating a template, you can later make modifications by entering Draft Version mode.

To modify a template:

1. From the Overview Dashboard, click on the Device Template icon to open the Device

Template Console.
2. Find the template that you would like to modify. You can use the Search bar at the top

of the list. (Note: The search is not case sensitive.)

Radi)( & 5] Device Temphotes

Fraray - Homn Cmstmiptinn Crmnted Lowt uprotes #o. ot groepa

3. Click on the template that you would like to modify. The template’s Overview screen
will open in Read only mode, displaying the “Roll-out version” of the template.
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Template ‘march template’ Fiard onty - mavs o cutt o eot
[ —
"J march templote
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L Popudation 0 matghes o
o
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) A e
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CLOSE

The content items that are contained in the template will be in color, while the items that are
not included will be grayed out.

4. In the upper left corner, there is a drop-down list. Select Draft version to be able to
edit the template.

Template 'march template*

| ram varinn ~|

maorch tempiate
Fnd-out version (V1)

1 Ge —
raill it E sz,
B with ethet tamp et Enbrll
| O marag

Provious verdon

(42

B3 Conten

o = Allusars
£ fiotpu -

5. When in Draft version, you can make changes to all the parameters of the template.
Any changes will be recorded in the draft version of the template. When you click
Save, you will receive a notification, reminding you that your changes are only in the
Draft version. You must click on “Start roll-out” to actually save the changes to the

template.
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Edit template

Your changes will be saved as a draft version only and the rollout
process will not be started.

You can continue to edit the droft version at any time in the header
section.

The rollout process can be initiated by clicking on the "start roll-out”
button in the profile dashboard in the drafts section.

CLOSE

A popup will appear in the lower right corner, informing you that the changes have been
saved to the draft of the template:

\/ Success

Template "march template® updated

6. When you have made the desired changes, click on Start roll-out in the template’s
Overview screen.

Tempilate ‘march template’ Thiss i 1 el yirsion g
iy S Bun wih ether tempkaics '?_)j ot — |
LR Pasutet 4 |
1D soten cE M_,

5 1 |
£ motout I

Al users |

|

— |

= |

B ||

|

|

|

|

< N

You will be prompted if you are sure that you want to activate the template:
Activate draft
Are you sure you want to activate this template draft version?
o] =
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7. Click Yes to activate the new, updated template. A pop-up notification will appear in
the lower right corner, indicating that the template has been activated.

\/ Success
Draft version activated

7.5 Viewing a Previous Version of a Template

If you make changes to a template and execute it, you can still view the results of the
previous versions that you executed. This is possible using the Previous version option.

To view a previous version of a template:

1. From the Overview Dashboard, click on the Device Templates icon, to open the
Device Templates Console.

2. Find the template for which you would like to view its previous versions. You can use
the Search bar at the top of the list. (Note: The search is not case sensitive.)

@ Device Templotes

st | e ares wcarre

fagan i

3. Click on the template version that you would like to view. The template’s Overview
screen will open in Read only mode, displaying the “Roll-out version” of the current
version of the template.

Template ‘August 17th’

| Rod-cut voesion [W15]

gz — Fall-out statue
=
RAugust T7th o {[E1ES
— Troden-vn B ror i e

Qg vwargion

Pravious version Tmalches Rorwir pege iy
{2 canoem

Al users i~
g = L ______________________________________________J

CLOSE
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4. In the upper left corner, click on the drop-down list, and select Previous version. You
will be presented with a list of all previous versions of the template.

Template ‘August 17th’ &

l_mﬁ_wf_wm "_l Previous versions
arsion

?

A Ovarview
A Fraent

T - 1

4 2 @ a2 e 8 a2 o ©
B B &8 & B & @ @& @

Figure 7-22: Previous versions of a template

5. Clicking on the View Template icon will allow you to see the Overview screen of the
previous version of the template.

Templote "August 17th’

B & & & @ B8 @

[= TR T - T T~ NS R S~ B - 1

8,78

Wit endng RO

The version number of the template will be displayed at the top of the screen:
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Template ‘August 17th’ Read anly - tempiote varsion 13
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revious version
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CLOSE

/7.6 Setting the Priority of Templates

When you open the Templates Console, the device templates appear in a particular order. You
can also choose to rearrange the priority of the templates so that certain ones will be executed
first. The template with the lowest number is of the highest priority. Therefore, the devices
that meet the filtering conditions of Template No. 1 will be installed with the software and
updates associated with that template. The other templates will not be executed on these
devices, until you disassociate the device group that is assigned to Template No. 1 from that
template, and then assign it to another template.

To prioritize a particular template:

1. Click on the Device Templates icon to open the Device Templates Console.
2. Click the Set Templates Priority button at the top of the list.

Rudlx &  [§ Device Templales

P
& Doshcan e

Prieriny Tempbutes

3. Note that when you place your mouse over one of the templates, the mouse pointer
becomes a hand icon, allowing you to rearrange the priorities of the templates.
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Device Templates
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ondemand-new Feb 27, 2025, THES AM Jon 77, 2026, 7437 AL 1
Priveiny Templotes
Jon 215t Jan 21, 2026, 128 FM Fob 17, 2026, 12:29 PM o
z Auuis ailh Sap B 2024 diksPM ohn 29, 2026, FES PM n
3 Feun & 10 5 Jan 22, T02s, 1133 AM Faly T7, 2024, 12:29 PM 1
b
' August THh ALg 17, 2036, 2:26 FM Mar 8, 2028, 12:37 PM z
5 Auguist T Alag 1, 2025, 9:24 PM MG, 2020, L1468 PM o
& ora Oct 8, 2024, 7:11 AM don 29, 2028, 25 PM 1
T full botche? full bofehe pratile Dec 24, 20E5, 141 PW dian 29, 2026, IS PW 1
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4. When you have completed prioritizing the list of templates, click Save Changes to
save the new listing.

@7 Device Templates

Pricrity Hama Descrption Created Last updoted Na. of groups

Kan-priority Templates
tosl of Feb 6, 2024, 717 AM Feb 6, 7024, 9:20 AM
G- rere Feb 27, 2025, TH50 AM Jian 272024, 737 AM

Priarity Templotes

1 dan 25t dan 21, 2025, 728 FM Fab 17, 2024, 12:25 P

2 August sif Sap %, 2024, 4:44 PM Jon 2%, 2028, 525 PR
Fur 812 5 Jan 22, 2026, 11:33 AW Fab 17, 224, 12:29 PM
August T i 17, 2025, 2:26 PM o B, 2k, 12:7 PR 2
August T Aug 1, 2075, 024 PM Mai 1, 2024, &b PM 0

& O el 82024, %10 AM Jan 29, F28, 25 PM

7 full baiche? full baiche profile Dec 24, 2025, 41 FM Jon 25, 2026, ¥-25 PH

B besipush Diec 18, 2025, 10:3Z AM Jon 2%, 328, %25 PR

Raariange tha prarties of he tenpiotes by droaging 1he rows | savecsasices | EhNCEL |
" U ooy shoroown . - 121 [ :

7.7 Deleting a Template

You can also delete a template that you created.
To delete a template:

1. Click on the Device Templates icon to open the Device Templates Console.
2. Find the template which you wish to delete from the list of templates.
3. Click on the template’s three-dot menu (Actions) in the far-right column.
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The Delete Template tab opens.
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4. Click on Delete Template to remove the selected template. You will be prompted
before deleting the template.

Delete template

Are you sure you want to delete selected template?

o ]

5. Check Yes to delete the template. You will receive confirmation that the template has
been deleted:

\/ Success

Templote "August Tth" deleted
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Chapter 8. Device Health Console

When you click on the Device Health icon in the Device Manager sidebar menu, the
following window opens:

Radi)( = & Device Heolth
@ o Yoo ‘
> cm 1.6M /1%, 115.85.. 100K / s
- / 3 . ——_-_’_'——_'/’-_— 1
0 <Al

gt st s o P ety

There are two panes in the Fleet Health console: Device Health, and Incidents.

8.1 Device Health Pane

At the top of the Device Health pane, you have an option for selecting the range of dates over
which to survey the health of the devices in your fleet. Options range from viewing data over
the last 7 days to over the last year. You can also select a custom range of dates, to zero in on
a particular time period.
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Select Date Range

Quarter )

Bl

Last 7 Days
Last 30 Days
Current Month
Last Month

Half Year

Year

Custom

8.1.1 Device Health Graphs

The Device Health Pane displays graphs of device health incidents over the date range you
have specified. There are four health parameters:

8.1.1.1 App Crash

This displays the number of app crashes over the specified time period. It displays the
number of devices which experienced an app crash, out of the total number of devices in the
fleet, as well as an average of how many apps crashed on each device.

App Crash Explore 4

Events Avg.

31-9M /ggvr}ies 116 /Eg]ﬁgepﬂ

2

1

Configured
incidents

ADD Uy
i

Aug 2025 Qct 2025 Jul 2025

12

When you click Explore, the following window opens:
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App Crash
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When you click Add , the App Crash Rule window opens which allows you to assign
threshold values:

App Crash Rule

i Treeshold & Remadiotion

G Popuaian Defing when ihe naE niagess and mhal hupo e
Ao S

RS Liser Approv
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Emattatar

SELECT WORKFLOW

In the Rule tab, you can define:

e the event that you wish to track,
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e the threshold value of the number of crashes,

e the time from the first to last crash, in the form of HH:MM, and

e amessage you would like to display to the user in the event of excessive app crashes,
e the device’s reaction, by initiating a workflow.

App Crash Rule

i Threshold & Remediation

Lfi Pepulation Define when the rule triggers ond whot happens
Ewvert Type

M Summary com.google.android youtube.ty

Require User Approval

Messoge

The YouTube opp is experiencing technical difficulties.

Remediation

—
b |m

In the Event Type textbox, you select the app that you wish to track. In the example below,
we chose the YouTube app:

In the Threshold textbox, you enter the number of app crashes which will trigger a warning
response.

In the Time for the first to the last crash box, enter the time duration from the first to the
last app crash, in the form HH:MM.

App Crosh Rule
Biae Threshald & Rasna diation
RS Enelrm ariumrs i 7k i e s st Fvprmnnn
J Ar— i goaghe e ety
Lrwn &4
essage
T P T ) (1 Sxpeseh L ing o o e icURe,
®
..... bt

Click on the Select Workflow button to choose a workflow to resolve the issue.
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In the Population tab, you can specify the group of devices for which you wish to set a
threshold.

App Crosh Rula

e

When you click on the Summary tab, you can assign a name to the health rule:

App Crash Rule

A ke

o YouTuhe trocker
B Prpuirion

A ey

When you click Save, the incident will be saved in the list of incidents to be reported:

App Crash
o/ (oF

Health Rules (2} 2 health rules generoted 0 events across 0 devices a0 Qy

b Mo Thewshiit Tosmd ineksents Attrcran Tarvcos F oo Alitn Rwsatvadt

googhe.anc. s

Dota per opp + Events Over Time (App Crash)

AppiD

No dara ovalctle

Data ner crash rensan

8.1.1.2 RSS!
This measures the Received Signal Strength Indicator (= RSSI) percentage.
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This sets a threshold for the Received Signal Strength Indicator (=RSSI) of the Wi-Fi signal
received by a remote device in decibel-milliwatts. In the example below, an alert is created if
the Wi-Fi signal drops below 70 dBm five times a day or more.

RSSI Explore &4

Low signal (-70db)

2 . 7M / devices

38.9M
Threshold & reaction watchdog

was not set

19.4M \

o
SET Oy
a
Aug 2025 Sep 2025 Jul 2025

As you drag the mouse pointer over the graph, you will get a detailed breakdown of the RSSI
values:

Rssl Explore &

Low signal (-70db)

2 7M / devices

38.9M
low: O
medium: 9,356,769 Threshold & reaction watchdog
was not set
19.4M good: 22,092 334
== ' very good: 38,859,072
SET
B excellent: 32,823,068
0
Aug 2025 Sep 2025 Jul 2025

When you click Explore, the following window opens:
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RSSI
27M [

Imciclents (0} Mo sctive incisants m

InEdrnt Mame Theeshald Trin mciaentn Asterted Dreines Fla Fmm Aai Aoanivait
P ncdencs avalabin

xrves ot

BS5l feved = Events Over Time [RE51)
Sl Ll e == Ve -_\_\
amo /. \
Mecium af oL )
- : b
i / N
anemant ™ / \\
a / \
Uinikni e ER: T . / §
a ) e

When you click Add, a window opens which allows you to assign the RSSI threshold. When
you click on the Rule icon in the sidebar menu, you can assign the threshold values:

RSSI Rule *

(E Rule Threshold & Remedintion

Lo Population Define when the rule triggers and what hoppens

,ﬁ‘\_ Summary Threshold HH:mm

Reguire User Approval

Message

Messoge body

Remediation

SELECT WORKFLOW

View summary m

When you click on the Summary icon in the sidebar menu, you can assign a name to the
RSSI rule:
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RSSI Rule ®

@ Rule
L0 Popuiation

M Summary

Papulation

0 groups

In the Population tab, you can specify the group of devices for which you wish to set a

threshold.
RSSI Rule X
I Aute oe Groups
L Population _ Astach a group 1o the health rule
. oep
M summiry

aep

|I_ View summary m

In the Rule tab, you can define:

e the threshold value of the RSSI value,

All rights reserved by Radix Technologies Ltd.

Page 338 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Device Health Console

e the duration of time from that the RSSI level went below the threshold, in the form of
HH:MM, and

e the device’s reaction, by supplying a text message to be displayed to the user, as well
as a workflow of commands.

RSEl Rule

Thieshosd & Remesdiotion

iritvcamies u

8.1.1.3 Remote Control battery

This monitors the lowest battery percentage on the remote devices. You supply a battery
threshold level in the Threshold window. In the below example, a message will be sent to the
Radix Device Manager if the battery level on a device drops below 15%.

Remote Control Battery Explore &

Less than 0%

/ devices

No health rule set

Nowv Zé

When you click on Explore, the following window opens:
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RC Battery

951.8K f e

Incidents (1) Yincitent ganoraied O evonts across O divices m

e s Thisgraid  Tos incssams AMeres DavE e Fis Flaw At R usd

Low RS bamery P Dattery bevsl 1

Batbery keved » Ewgnts Over Time (RC Battery)

Tt i i Ll -

- oLosE

When you click on the row of the Low RC battery incident, the following interface opens:

RC Battery

951.8K /.

Incidents [1] 1 incident generated O ewents acroes O devices m

Irrckdent Mana Trrearwid Totsl Moidunms Atteroad Dovicds Fiks Pl Ao R evd
o G pamary HC batrary eve is [ e | e |
Batiery fevel * Evants Over Tima (RC Battery]
e - |
e /’/
>
..-//
-
-~
L //
o CLDsE
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Remote Control Battery Rule ®
(G Rute Threshold & Remediation
CTi Popuiation Define when the rule triggers and what hoppens
A summary Event Type

rashold HH:rn

Require User Approval

Messoge

Remediation

‘ WEWSumeﬂFl'_l m
|

The Summary tab displays the name of the incident, the Watchdog level for the RC battery
level, and the number of groups which have been associated with this threshold level.

Remote Control Battery Rule X

@ Ruile Healtt

L1 Population Low battery |e\|"E|$l

M Summary

The Population tab will display the groups included in the RC battery incident:
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Remote Control Battery Rule X
15D Rule oo Groups
L0 Population
group healt
J'IgL Summary
aep @& T

;‘ﬁm i ‘ m

When you click on the Rule tab, you open a pane which allows you to set the battery
threshold level, the duration of time that the battery level must drop below this level for the
incident to be reported, and a message that will be displayed to the remote user when their
device’s battery level drops below the threshold.

Remote Control Battery Rule *
(B ruse Threshold & Remediation
Cfi Poputation Define when the rule triggers and what happens
JuL Summaory Event Type

85 03:02

Require User Approval

Messoge

RC battery is running low.

Remediation

SELECT WORKFLOW

View summary ‘ m

If you click on Select Workflow, you can create a workflow of commands to be executed
when the RC Battery drops below threshold:
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Workfiow - . 2 x
App erash fix Send a message 1 workflow
Masrage @ threshold 1y s esded
e /08 2 ® 5T /S 0§ # N /S0 §F &
send msg toggle on settings lock “ test settigns.
® 5 /s 0§ ® N /7S 0 F 2
GilDelelte app RadixVisoAgen!_10.4.0.204_25071._ Lest1234
R VWianAgent 108004 2507107
® N /s 0 8 # ® N /S 08 # ® v /S 0 8 &
At W - EARCEL

8.1.1.4 App Data Usage
This tracks application data usage per device.

This setting will send a message to the Device Manager if the data usage on a device exceeds
a threshold amount. In the example below, the threshold was set at 1024 MB per day.

App Data Usage Explore &

More than 2.00 GB

12 M / devices

53.97 GB
Threshold & reaction watchdog
was not set
28.03 GB
SET Uy
2.09 GB
Jdul 2025 Sep 2025 Gt 2025

When you click Explore, the following window opens:
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App Dats Usage
1.2M fue
Incidents (81 Mo nclive incidents m
Data por ap = Ewents Ovar Time [App Data Usage)
i 3208 /—_h\"\\
Zom nariie nagacsent 217 PR BEBET TE Al P 5] S/ \
‘c0m. guogie. anCrsa.yeuTLDa L] S50 TE 25208 .- /
som.instagram. androd 13224 TE 156 T8 M.ECTE T /
& cLose
When you click Add, a window opens which allows you to assign a threshold:
x

App Data Usage incident

;.‘1 Overview neident name
L@ Papulation
[_E_ Walchdog
hdo
Fopulation
0 groups

In the Summary pane, you assign a name to the incident:
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App Data Usage Rule -
= Rute bt s i
CH Population App Data Usage Threshold
.ﬂp. Summary
J\}j Hule

In the Population tab, you can specify the group of devices for which you wish to set a

threshold.
App Data Usage Rule ®
IE Rule oo Groups
Ei Papuintian r — ATIOCN O Qroup o the
[ @
Ay summary '

All
New devices

OF

0O longops 1

0 longops 2

View summeary J m

In the Rule tab, you can define:

e the event that you wish to track,
e the amount of data usage by that app in MB,
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e the duration of time from that the app data usage level went above the threshold, in

the form of HH:MM, and
e the device’s reaction, by initiating a workflow.

App Data Usage Rule

{33 Rule Threshold & Remediation

Cf Papulation Define when the rule triggers ond whaot hoppens

M summory Evant Type

t of doto usoge n ME
reguied)

Require User Approval

Message

Remediation

SELECT WORKFLOW

T

8.1.1.5 Network Disconnection

This counts the number of network disconnections per device.

This sends a notification if the remote device disconnects from its Wi-Fi network more than
the threshold value. In the example below, the system will send the Device Manager a
message if a remote device disconnects from the network more than 10 times per day.

Network Disconnection

Events

Explore [4

Avg.

8.1/ Sves™

22.4M [ &dices

2

———

a

Sep 2025 Jub 2025

Threshold & reaction watchdog
was not set

Aug 2025

When you click Explore, the following window opens:
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Network Disconnection

22.4M [z oo 8.1/

ncidents (0} Neo nctive incidents m
et M Thewesold ol Acand Divices Fhow At e
obmscounes aualets

!

= Events Ovar Time (Nstwork Disconnection)

When you click Add, a window opens which allows you to assign a threshold:

Network Disconnection Rule

@ Rule
L Population

.p\q_ Summaory

In the Summary pane, you assign a name to the incident:

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

RCI d iX Device Health Console

Network Disconnection Rule %

[[::i Rule Health nule nome

5 popu MNetwork Disconnection incident Example
OPUGTon

M Summary

In the Population tab, you can specify the group of devices for which you wish to set a

threshold.
Network Disconnection Rule X
1E Rute o Groups
L Population
QAo o group 1o the h
Ay summary

| View summary !ﬂ

In the Rule tab, you can define:

e the event that you wish to track,
e the amount of data usage by that app in MB,
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e the duration of time from that the app data usage level went above the threshold, in
the form of HH:MM, and
e the device’s reaction, by initiating a workflow.

Network Disconnection Rule

Threshold & Remedintion

| Rule
O Population Define when the rule triggers and whaot hoppens
M summary Event Type

o
Require User Approvol

Message

Remediation

SELECT WORKFLOW

ﬂ
0

View summary

Network Disconnection incident

M. Overview Threshold & Reaction
LD Populaticn

Defing the threshold and reaction for that issue
1E watchdeg

¢ Suls-Evant

&

lan
wili
mahile

Reactien

SELECT WORKFLOW

| VIEW OVERVIEW m
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Network Disconnection incident

A Overview Threshold & Reaction

E0 Population
Define the threshold and reaction far that issue

@ Waichdog

wifi

Reaction

seLecTworkFLow  [CEUCERGEE i T

VIEW OVERVIEW |m
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Chapter 9. Commands History Log

The Command History Log allows you to look at the status of all or some of the commands
executed on a particular device. Also, you can view the execution of a particular command on
a group of devices.

Commands History Log

Radix

& Command History

{2 Dnehesar

Gea 15,

iora

Figure 9-1: You can access the Command History Log via the Commands icon in the Overview Dashboard

9.1 Types of Commands in the Commands History Log

In the Type column in the Commands History Log, you will see several types of commands.
The Wi-Fi, Startup, and Schedule commands are all arranged by means of the Scheduler and
Trigger option (see Section 5.1.22)), while an Ad-Hoc command is sent via the other Radix
Device Manager command options.

Icon Description

% Ad-Hoc Commands that are sent to a device on a one-time basis.

= WiFi Commands that are executed when the device enters or exits a
specific Wi-Fi network.

© Startup Commands that are scheduled to be executed when the device
starts up.

© schedule | Commands that are executed according to a defined schedule. The
schedule is set by means of the Timing option in the Scheduler
and Trigger command.

9.2 Command Search Options

You can search for commands either by:

e The description of the command, as displayed in the Description column,
e The Device ID,

e The type of command, (from the list of command options), or

e The trigger name.
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Note: If you search by Device ID, you must supply the entire Device ID. Also, the search is
case-sensitive. Therefore, when looking for device “HA195F3Y”, be certain to use capital

letters.
b T i
Rﬂdlx Z (2 Command History
Commands Descrption - I g 1]

fat Dushboard ¥ dn Q | g c
L Devices
e Type Dascr Devies ID Command & Group B
0§ Daployment st @

= WIiFi rduga Send messoge
lo! Canfiguration Trigger nome
& Automotion = WiFi relign - Send messoge Send message
MOCULE:
¥ Device Templatas = WIFi Exit Office Wi-Fi - Shutdown Shutdown
(¥} Sweams: Cament Delivary

= WiFi Exit Offica Wi-Fi - Send massaga Send messoge
EH Views: Wab Launcher
& Deviee Henith
&% Support Conter Hams e page | 0 - | §= 20 of p2a03 % >
@ Cammane History

= popup messope: . - ) (I

Figure 9-2: Various search criteria for commands

9.3 Viewing the Status of a Particular Command

You can select a particular command by checking the command’s checkbox in the far-left
column. By clicking on the selected row, you can then view the command status: whether it
was executed successfully, unsuccessfully, or is still pending.

Command status ( Ad-Hoc - Workflow : Yahoo Homepage) ES
by 1D Status filtor: All “ | | T < R 7,

1o Time Status
HAT9EFSY Jan 7. 2024, 922 PM (¥ Command axscuted [Remote executs ; Simulate anter key] (2/2]
HATPEESY Jan 7 2024, TIR2TPM D Command executed [Remote execute : apen Yahoo! Homepage] (/2]

1 0
HAI95F3Y Jan 7. 2024, T19:19 PM  Command sant Success Failed

100% O%

0w I
CLOSE

Figure 9-3: Command status of a "Successful" command

If you send a command to an entire fleet of devices, the Command Status Pane will display
all the devices which have received the command. If you wish to filter the results, you can
filter the results with the Status filter:

e All: Displays the status of all commands sent to the device: when they were sent,
when they were executed, etc.

e Sent: Displays only commands that were sent to the device.

¢ Pending: Displays commands that were sent to a device that was offline and are
waiting to be executed.
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e Executed: Displays only the commands that were executed successfully.

e Failed: Displays commands that failed to execute.

e Step done: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that were executed successfully.

e Step failed: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that failed to execute.

e Ready: Lists commands that are ready to be executed—for example, commands that
are activated by a trigger.

e Updated: Provides an updated list of commands to be executed.

Command status ( Ad-Hoc - Remote execute : Is /sdcard/) ®
} Search device by ID Status filter: All ‘{_’“1 [ = Gi
Sent
43455800 Ap (& Command axacuted @  More info ¥
Pending
o - 728
HAISEKLR A Execubted & Command expcuted @ Mo info
Devicas
HATGARES A Failed 1 Carnmand executed @  More info v
Step done
efdape2afcd 10049 Ap ) Command axecuted @ Mot inla v
Stop failed 38 1 689
ZTEASDZR060000226 L R — ) Command sxscuted @  More nfo v Success | Falled | Pending
5% 0% 5%
2929IIEGRIDATY Mar 31 202N d3Toz PM @ Cammand axscuted @ Mo info v
WVAA TR bas T84 AMTA_AT-A0-EA DR ¥ Mommand averrdtod W Ko
I par fu g N - 1- 100l W58 £ & » 81|
cLOSE

Figure 9-4: Command status window--Status Filter

The Command Status Window also allows you to view commands either by the device to
which they were sent, or by the time of the command. This is especially useful when sending
a series of commands to a fleet of devices.

There are three icons to the right of the Status filter bar:

Icon Description
E" Export to CSV: To export the search results in a CSV Excel file

& Refresh: To refresh the list of commands

|_:T\ List by device/ List by Time: To display the commands by device,
I:/ or by the time when they were sent.

You can toggle the display between listing the commands by the device to which they were
sent, or by the time when the command was sent:
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Command status (Ad-Hoc - Remote execute : Simulate enter key) x
-a by 1D Status filter: All . E: e £
1y
1] Time ~ Status
HAIPEFZY Jan 7. 2024, 2:08:28 PM [®) Comrmand axedubed
HATREF3Y Jan T, 2024, 5:08:27 Pm <7 Command sent | 1 o | 0
apippE 0w acimE Je € ¥ ¥ 100% 0% 0%
CLOSE
Figure 9-5: Commands listed by device
Command status { Ad-Hoc - Remote execute : Simulate enter key) X
] “Search devies byiD B c ®
[y 1
i~ Success Fallure Devices
HAIREFEY 1 0
iianpni gl 8w ety ¢ < > 3 | 1 0 0
Success Fasilest Pending
100% 0% 0%
CLOSE

Figure 9-6: Commands listed by time sent

9.4 Executing Commands from the Commands History

Log

By clicking on the command’s three-dot menu in the far-right column of the Commands
History Log you will see options to start, stop, edit, resend, or delete this command.

Search by

Commands : commans Device 1D © | % wawsksy la/® & c m
= Type 2 Description 2 Command Group 2 Owner Creatio

- e e Gt SSTREESES R S

& Ad-Hoco Wake onfan
Ad-Hoo Shutdown device

< - [ ]
E Ad-Hoc Popup message: hi there ; Can | bother - Resand command to falled
Resend command devices Delete command
Ad-Hoo Send "nann" files sengmes agmingga MoV LE
=
items per page 20 = 1=20af BB 1< L4 ? 2l

Figure 9-7: Options to start, stop, resend, or delete command

All rights reserved by Radix Technologies Ltd.

Page 354 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Commands History Log

9.5 Use of the Persist Command for Groups

If you are performing commands on a group of devices, you will also have the Persist
command. Persistence means that all the commands that are applied to the devices in a group
will be applied to any devices that will be added to the group in the future.

To employ persistence in a group:

1. Find the desired group in the Commands list and click on the group’s three-dot menu.

hi-in Duvion settings - Seseen confguranion & Dirwacs BT g s hiow & BOEE 24390 P 1 o 1 0 Mo 2023 3as
¥ 0 ] 1
9 so-Hoo Papup measage: b Senid message Mewdmices  acmingigy Now s 2028 10048248 260 4 o 228 MovB2ODE Abd
o
9 ac-Hac Song ~nuan” files Send fins acmingga NOow 2, 2025, V04 FM 1 o 0 MNevZ 2085 w200}
B ho-Hoe Davics st wilpape 1705 0 ting q oud 3023 A9 314M 1 1 o 0 Mové 2093 HOG
Aad-Hoo Wkl Elcer_test Warkfow sdmmin Nuv 2 2023, 25710 PM 1 o o 1 Now L. 3023, 3440 |
a

The Commands options grid opens.
2. Select Persist.

N - b
Resend command to failed
Resend command devices Delete command

>

Persist

You will be prompted if you want to employ persistence.

Persist

Are you sure you want to make commane parsictent?

3. Click Yes. The command’s icon will now change in color from blue to green,
indicating that it will be applied with persistence. Any new devices that are added to
the group will have the group’s software apps installed on them automatically.

U Ad-Hoe Devicw settngs - Screen confguration S Duvics sotbngs sdiranigs Nov 2, 2023, 243:10PM 1 0 1 0 NovZ 2023 3464 1

U ad-Hoc Popup message. Hi Send messagy New devioss  adminitqa Nav 6, 2023, %0:06.52 AM 260 32 o 26  NovB. 2023 at68 @

4. If for some reason you wish to disable persistence, select a group with persistence,
and select Stop persistence from its three-dot menu.
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Stop command Start command
Resend command to failed
Resend command devices

Stop persistence

Stop command Stort commaond

Resync persistent

Stop persistence command

Figure 9-8: Stop Persistence option

5. You will be prompted if you wish to stop persistence. Click Yes.

Stop persistence

Arg you sure you want to stop command persistance?

n

The color of the command’s icon in the Commands History Log will now revert from green
to blue. This indicates that the command no longer has persistence.
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We have surveyed the main functions of the Radix Device Management MDM interface,
giving brief examples of most of the commands and options. However, functionality may
differ, depending on the user’s device, OS version, and permissions.

Throughout the Radix MDM interface, you have the option of completing a Customer
Request Form by clicking on the dialog bubble in the lower left of the screen. Enter your
name, email, and a brief statement of your request, and we will provide a response via email.

= Radi)

Please fill out the form below and we will get

back fo you as soon as possible.

< Name 2
" Name 4467 # pixeld
* Emall 09 Fd
. 10a7eb # My me
Message
b&bes Vs
180 # MEETIH
> Submit
6125¢ s
3 Fd

¥ add tree live chat o your site

e l EA Popup message: Hi - (268) m

Figure 10-1: Customer Request Form

Besides the option to fill out a Customer Request Form, you can also register here for the
Radix weekly webinar. The webinar is held every Monday and Wednesday at 3:00 AM
EST/10:00 AM CET, and 10:00 AM EST/4:00 PM CET. You can also attend a live demo of
the Radix MDM interface.

The Radix website also features a Virtual Assistant, so that you can engage in a live chat to
step you through the product’s capabilities.
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Chapter 11. Appendices
Appendix A—Alphabetical List of Commands

11.1Methods of Accessing Commands

When using the Radix Device Manager, you will notice several ways of accessing a grid of
commands that can be sent to either a single device, or to a group of devices. The
“Commands Grid” contains many command options, arranged alphabetically. But the actual
commands that are available will differ, depending on how you access the Commands Grid,
or on the operating system of the device you are accessing.

To access the Commands Grid from the Radix Device Management Dashboard:

Method 1: Via the device’s three-dot menu:

1. Click on the Devices icon 'Ij] on the left side of the Dashboard.
2. Click on the three-dot menu on the far right-hand column of any of the devices listed.

.
The Command Grid opens.
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Figure 11-1: Commands Grid as accessed from the devices three-dot menu

Method 2: From the Bulk Actions Ribbon:

1. Click on the Devices icon 'E] on the left side of the Dashboard.
2. In the list of devices, select a particular device by checking its checkbox in the far-left
column. The icons for commands in the Bulk Actions Ribbon will become active.
3. The Bulk Actions Ribbon already has icons for:
e Remote Control of a device,
o Install Package, to install a software package or app on a device,
e Advanced Messages, to send a message that can combine audio and visual
content,
e Device Settings, to adjust a device’s settings,
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e Policies, to block or allow particular applications, and
e Workflow, to send a series of commands to be implemented in order.

4. By clicking on the More actions icon, you can access all other available command
options:
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Method 3: From the Device Dashboard:

The Device Dashboard will allow you to access a sizeable number of the available
commands. But only the previous two methods allow access to all available commands.

1. Click on the Devices icon 'Ij] on the left side of the Dashboard.
2. Click on the row of any of the devices listed.
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3. The Device Dashboard pops up.
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4. The right-hand pane will allow you access to many of the available commands,
especially under the Repositories actions tab.

Repositories actions 8

INSTALL PACKAGES =]

POLICIES [

KIOSK
P

REMOTE EXECUTE

FILES 0
SMART RECOVERY ()
WORKFLOW -

| |
| |
| |
| |
| |
| |
| |

Schedule & trigger command ﬂ

Here is a brief reference for accessing all the commands:

11.1.1 Advanced messaging
e Function: This allows you to interact with users using an engaging message that can
contain text, sound, or images.

e Access: The Advanced Messaging feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon under the Advanced message icon,
o The Device Dashboard, under the Repositories actions tab, under Advanced

messaging.
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e Further Details: This is discussed in detail in Section 5.1.1, Advanced Messaging.

11.1.2 AFW Install/Uninstall

e Function: This allows you to install or uninstall the Android for Work option on your
device.
e Access: The AFW Install/Uninstall feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon under the More options icon.
e Further details: This is discussed in detail in Section 5.1.2, Android for Work
(AFW) install/uninstall.

11.1.3 Change Agent Password

e Function: This allows you to change a user’s password.

e Access: The Change Agent Password feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon under the More Actions icon,
o The Device Dashboard, under the Manage tab, under Change Agent

Password.
e Further details: This is discussed in detail in Section 5.1.3, Change Agent
Password.

11.1.4 Clear apps cache
e Function: This is useful in situations where a specific app is malfunctioning or not
performing as fast as you would expect. Clearing the app’s cached data will free up
some space in memory and improve performance.
e Access: The Clear apps cache command can be accessed from:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, from the More Actions icon.
e Further details: This is discussed in detail in Section 5.1.4, Clear Apps Cache.

11.1.5 Clear apps data
e Function: This is useful in situations where an app is crashing or displaying other
issues. It clears the user’s history on the device and requires them to log in again. This
typically will solve most performance issues.
e Access: The Clear Apps Data command can be accessed from:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, from the More Actions icon.
e Further details: This is discussed in detail in Section 5.1.5, Clear Apps Data.

11.1.6 Collect logs
¢ Function: This allows you to create a log file of activities performed on a remote
device.
e Access: The Collect logs command can be accessed from:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, from the More Actions icon,
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e Further details: This is discussed in detail in Section 5.1.6, Collect Logs.
11.1.7 Device Alert

This sends a text message alert to an email address, or several email addresses. This option is
one of the commands that you can insert in the Workflow command. To have an alert sent to
a mail address, you enter a valid email address in the textbox and click Enter. You may
choose to send device alerts to several mail addresses.

Device alert X

Add email, then press Enter

radixbett17@gmail.com & radixbett15@gmail.com &

radixbett13@gmail.com &

— Message

The workflow has been performed.

Figure 11-2: Window to send device alert

In the example below of a Workflow, a device will be assigned a Kiosk setting. Upon
completion of that task, a text message will be sent to the email address(es) specified in the
Device Alert command.
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Figure 11-3: Workflow that illustrates use of Device Alert command

11.1.8 Device Settings
e Function: This option allows the Radix MDM user to remotely adjust a device’s
settings.

e Access: You can access the Device Settings window by
o The device’s three-dot menu
o The Bulk Actions Ribbon from the Device Settings icon,
o The Device Dashboard, from the Repositories actions tab under Device

Settings.
e Further details: This is discussed in detail in Section 5.1.7, Device Settings.

11.1.9 Disable/Enable Apps

e Function: “Disable apps” allows you to remove the icon of an app from a device so
that the user cannot run it. “Enable apps” restores the icon of the app on the device, so
that the user can run it again.

e Access: You can access the Disable/Enable Apps command by

o The device’s three-dot menu,
o The Bulk Actions Ribbon, from the More options icon.
e Further details: This is discussed in detail in Section 5.1.9, Disable/Enable apps.

11.1.10 Export Blue Screen Data (Windows Devices Only)

e Function: This sends information about a system crash in Windows. The data comes
in the form of an Excel spreadsheet, listing the Device ID, details of the blue screen
error, and when the blue screen appeared.

e Access: You can access the Export Blue Screen Data command from a Windows
device’s three-dot menu.

e Further details: This is discussed in detail in Section 5.2.1, Export Blue Screen
Data.

11.1.11 Export to CSV

e Function: This allows you to export the table of results to an Excel CSV file.
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e Access: You can access the Export to CSV command by
o The Bulk Actions Ribbon, from the More options icon,
o In the Groups three-dot menu, from the pane of commands on groups,
o In the Commands History Log, and in other windows where data is displayed.

You can choose to display all columns available, or only the columns currently shown in the
Devices table.

Export to CSV >
Choose which columns to expart

(@) All columns

Columns shown in devices table

Figure 11-4: Export to CSV selection options

When you click Confirm, an Excel spreadsheet will download to your computer, displaying
the data in the following format:
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11.1.12 Firmware update
e Function: This allows you to update the device’s firmware remotely.
e Access: You can access the Firmware Update command from
o The device’s three-dot menu,
o The Bulk Actions Ribbon from the Device Settings icon.
o The Device Dashboard, under Manage>Firmware Update.
e Further details: This is discussed in detail in Section 5.1.10, Firmware Update.

11.1.13 Group Dashboard
¢ Function: The Group Dashboard command displays the statistics for the devices in
a group.
e Access: This can be accessed from the three-dot menu of a group in the Groups
window.
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e (CPU temperature
e (CPU usage
e RC battery (for devices that use a remote control)
e Storage space
e Memory usage
e Boot time
e Further details: Creating and managing groups is described in greater detail in
Section 5.6, Grouping Devices.

11.1.14 Group Management
e Function: If you have created a group, but want to perform modifications, use the
Groups Management command tile. This is especially useful for installing
mandatory applications on many devices simultaneously.
e Access: You can access the Group Management command from a Group’s three-dot
menu in the Device Console:

Last seen A Tags = Q1 Search

c 4 i ]

D Decd, 2023, 12:30 PM  new  yahw

All

New devices
0 demo-device
1

D4 .06

1801

2023

Eitan devices m
Eldary :

B
B
B
B
[ 2
B 3004
B
B
B
B
B

First Group

Figure 11-5: Three-dot menu for the Group "Eldary”
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Figure 11-6: Group Management tile in the Groups commands

e Further details: The Group Management option is discussed in Section 5.6.

11.1.15 Install App
e Function: This allows you to install software packages to a device or fleet of devices.
e Access: The Install App feature can be accessed by:
o The device’s three-dot menu
o The Bulk Actions Ribbon, under the Install app icon,
o The Device Dashboard, from the Repositories tab, under Install App.
e Further details: The Install App command is treated in Section 5.1.11, Install .

11.1.16  Kiosk

¢ Function: This option allows you to use a device as a display in a kiosk, as in a
storefront or hotel.
e Access: The Kiosk feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under the More actions icon,
o The Device Dashboard, from the Repositories tab, under Kiosk.
e Further details: The Kiosk command is treated in Section 5.1.12, Kiosk.

11.1.17 Manage Users
e Function: This allows you to create or remove users on a particular device.
e Access: The Manage users feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon,
o The Device Dashboard, under Manage Users.
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e Further details: The Manage users command is discussed in Section 5.1.13, Manage
users.

11.1.18 Metrics

¢ Function: This provides graphical displays of app usage on a device, to see the
frequency with which apps are used on a device.
Access: The Metrics feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions.
Further details: The Metrics command is discussed in Section 5.1.14, Metrics.

11.1.19 OTA (= Over-the-Air)

e Function: This enables an Android device to receive and install updates to its
operating system or apps, or to dispatch an image of an operating system to a device.
Access: The feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under More actions,

o The Device Dashboard, from the Repository actions tab, under OTA.
Further details: The OTA command is discussed in Section 5.1.15, OTA.

11.1.20  OTA Update Engine

e Function: This option provides an alternate method of performing an over-the-air
update to an Android device’s operating system or apps. The OTA Update Engine
option is for devices running Android 8.0 or newer, and that employ the A/B partition
updater.

e Access: The feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under More actions,

o The Device Dashboard, from the Repository actions tab, under OTA Update
Engine.

e Further details: The OTA Update Engine command is discussed in Section 5.1.16,
OTA Update Engine.

11.1.21 Policies

e Function: The Policies option is for blacklisting and blocking apps that have security
issues, and you would prefer that they not run on certain devices.
Access: The Policies feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under Policies,

o The Device Dashboard, under the Repositories actions tab, under Policies.
Further details: Creating and applying policies to devices is dealt with in Section
5.1.17, Policies.

11.1.22 Remote Control
¢ Function: The Remote Control option allows you to access a device’s controls
remotely.
e Access: The Remote Control feature can be accessed by:
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o The device’s three-dot menu,
o The Bulk Actions Ribbon from the Remote icon,
o The Device Dashboard, from the Remote tab.
e Further details: This command is discussed in Section 5.1.18, Remote Control.

11.1.23 Remote Execute

e Function: This option is to execute a particular command prompt command or script
on a device.
e The Remote execute feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Repositories Actions tab under Remote
Execute.
e Further details: The Remote Execute command is treated in Section 5.1.19, Remote
Execute.

11.1.24 Remove Google Accounts from a Device
e Function: This allows you to remove all Google accounts from a device, or to retain
one.
e Access: The Remove Google Accounts feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Manage tab.
e Further details: The Remove Google Accounts command is treated in Section
5.1.20, Remove Google Accounts from Device.

11.1.25 Restart

e Function: This allows the Radix Device Management user to restart a device
remotely.
e Access: The Restart feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Power tab, under Restart.
e Further details: The Restart command is treated in Section 5.1.21, Restart.

11.1.26 Scheduler & trigger command
e Function: This allows you to create a schedule for executing a command, as well as
trigger the command (either by timing, geofencing, Wi-Fi, or upon every startup of
the device).
e Access: The Scheduler & trigger command feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Schedule & trigger command tab.
e Further details: The Scheduler & Trigger Command is treated in Section 5.1.22,
Scheduler & Triggers Command.
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11.1.27 Screen settings

e Function: This allows you to adjust the brightness and volume on flat panel devices.
Access: The Screen settings feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under More actions,

o The Device Dashboard, under the Manage tab.
Further details: The Screen settings command is treated in Section 5.1.23, Screen
Settings.

11.1.28  Send Files

¢ Function: This allows you to send specific files to a device.
Access: The Send Files feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under More actions,

o The Device Dashboard, from the Repositories action tab, under Files.
Further details: The Send Files command is treated in Section 5.1.24, Send Files.

11.1.29 Send Message

e Function: This command allows you to send a simple text message, with a message
title and body, to a device.
Access: The Send Message feature can be accessed by:

o The device’s three-dot menu.

o The Bulk Actions Ribbon, under More actions.

o The Device Dashboard, from the Send Message tab.
Further details: The Send Message command is discussed in Section 5.1.25, Send
Message.

11.1.30 Shutdown

e Function: This command shuts the device down remotely.
e Access: The Shutdown feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Power tab, under Shutdown.
Further details: The Shutdown command is treated in Section 5.1.26, Shutdown.

11.1.31 Smart Recovery (Windows Devices Only)

e Function: This allows you to implement settings to repair a Windows device that has
crashed, such as restoring a device’s system configuration and settings to the latest
system snapshot, or factory settings.

e Access: You can access this command from the Bulk Actions Ribbon, under More
actions.

e Further details: This command is discussed in Section 5.2.2, Smart Recovery.

11.1.32 Sound Siren

¢ Function: This option sounds an alarm on the device.
e Access: The Sound Siren feature can be accessed by:
o The device’s three-dot menu, or
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o The Bulk Actions Ribbon, under More actions.
e Further details: The Sound Siren command is treated in Section 5.1.27, Sound
Siren.

11.1.33 Standby
e Function: This command allows you to put a remote device in standby mode
(“Hibernate” or “Sleep”).
e Access: The Standby feature can be accessed by:
o The device’s three-dot menu,
o The Devices Table Ribbon, under More actions.
e Further details: The Tags command is treated in Section 5.1.28, Standby.

11.1.34 Tags

e Function: This command allows you to add to or remove tags from a device or user.
Tags can help you create a group of users or devices to which you apply actions
simultaneously.

e Access: The Tags feature can be accessed by:

o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Manage tab, under Tags.
e Further details: The Tags command is treated in Section 5.1.285.1.29, Tags.

11.1.35 Timeout

e Function: You can use this as part of the Workflow command (see Section 5.1.35,
Workflow). When you create a workflow of several commands, the Timeout option
puts a time delay between the commands.

e Access: To access the Timeout command, go to Workflow>Add New
Workflow>Add Command>Time out.

11.1.36 Uninstall Apps

e Function: This command lets you uninstall software packages or apps on a device.
e Access: The Uninstall apps feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions.
¢ Further details: For more information about the Uninstall App command, see
Section 5.1.31, Uninstall Apps.

11.1.37  Views

¢ Function: This command allows you to create a specialized Kiosk option for a remote
device, where you select allowed apps and access to single URL on the remote device.
e Access: The Views option can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, under More actions,
o The Device Dashboard, from the Repositories Actions tab, under Views.
e Further details: This command is dealt with at length in Section 5.1.32, Views.
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11.1.38 Wake on LAN

e Function: This option allows a device (or group of devices) to be turned on or
“awakened” by means of a network message or a time trigger.
Access: The Wake on LAN feature can be accessed by:

o The device’s three-dot menu,

o The Bulk Actions Ribbon, under More actions,

o The Device Dashboard, from the Power tab, under Wake on LAN.
Further details: This command is dealt with at length in Section 5.1.33, Wake on
LAN.

11.1.39 Wake Up
e Function: This option wakes up a device that has been put in Standby mode (Section
5.1.28).
Access: The Wake Up feature can be accessed by:
o The device’s three-dot menu,
o The Devices Table Ribbon, under More actions,
Further details: This command is dealt with at length in Section 5.1.34, Wake Up.

11.1.40  Workflow

e Function: The Workflow command allows you to send a series of commands to be
executed, one after the other, to a single device or group of devices.
e Access: The Workflow feature can be accessed by:
o The device’s three-dot menu,
o The Bulk Actions Ribbon, from the Workflow icon,
o The Device Dashboard, from the Repositories actions tab, under Workflow.
e Further details: The Workflow option is treated at length in Section 5.1.35,
Workflow.

11.2Pinning and Unpinning Commands

By clicking on the pin icon in the upper right of one of the tiles, you can pin that tile to the
top rows of “favorite” commands.
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You can later remove that command from the Favorites row by clicking on Remove from
favorites. The command tile will revert to its place in the alphabetical list of commands.

Remove from favorites

Install package

= @ w

Advanced messaging Clear apps data Device alert
& =

Device settings Disable apps Enable apps
F s
)

Firmware update Kiosk Manage users

N R >

oTA Policies Remote execute
o n
= e D
Remove Google accounts
from device Restart Send files
= O D
Send message Shutdown Smart recovery
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Appendix B: General Devices Table Tile options

11.3Console Tile Command Editing Options

The Radix Device Management Repository items will have tiles with editable settings. You
can adjust the color of the tile, change the icon displayed, pin it to the top of the screen for
easier access, and more.

Depending on the command, the tile will have either five or six options:

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android

® = /7 1§ ¢

Figure 11-7: Sample Install Package Tile, with five editing options.

Hotel KIOSK

® =« ,2 @ g *

Figure 11-8: Sample Kiosk Tile, with six editing options

Table 11-1: Tile Editing Options

Icon Description
@ Pick Color
P Pick Icon
V4 Edit
L! Clone
[ ] Delete
b Pin to Top

11.3.1 Pick Color

The Pick Color palette icon ® allows you to set a color for the package to be installed, to
distinguish this particular package from the others.
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GeoGebra Graphing [ —
Calculator (V5.0.632.0) B

- " ra.android
Pick color

--- —_—_—
I
I I

11.3.2 Pick Icon

Clicking on Pick Icon & allows you to set an icon for a particular command tile, instead of
the default “Control Panel” icon.

B I ¢ 6 9 @ 2 9 6
ST d da & & B 7
0 B0 L 00 O ¢
(- o © x® i: = ® [ﬂj .43) ultimo

. o . . iU .2

& ® Q » 4 @ & @
(< ©) O ® & R B @ @ — >

: L. e E /7 W #
o ® BF AR O XSO O [T N )
B g 0 %R F X0 HEAEN —
g8 amm 60 B 2 & &% @& N B i
® B E B & g O8 = ﬁ /7 & »

., ——

11.3.3 Edit Icon

“J

Clicking on the Edit icon ’

11.34 Clone

This allows you to create a duplicate of a particular tile.

will allow you to edit the data in the particular command.

Hotel KIOSK

@h/’gg‘l‘;'

The clone will receive the same name as the original setting, with the addition of the suffix

(2):
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Hotel KIOSK (2) Hotel KIOSK

@ = 5 @ §g ® = , @ §g

11.3.5 Delete

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android
Delete

@E/‘EX

This allows you to delete the Install package tile. You will receive a prompt to verify if you
are sure about deleting the tile:

Delete item

Are you sure you want to delete "GecGebra Graphing Calculator ( W5.0.632.0) 7

11.3.6 Pin to Top

This option allows you to pin the command to the top of the Install Package screen, for
easier access. This is handy if you want to install an app on many devices.

GeoGebra Graphing f—
Calculator (V5.0.632.0) B

org.geogebra.android
Pintotop i
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Appendix C: List of All Commands

This is a table of all the Radix Device Manager commands, as well as the operating system
for which they are relevant.

Table 11-2:List of Commands--All Operating Systems

Icon Description Device Operating System
Android Chrome Windows
E Advanced Android
Messaging
o | AFW Android
Install/Uninstall
* Change agent Android Windows
password
a Clear apps cache Android
° Clear apps data Android
g Collect logs Android
¢ Device Settings Android Windows
El Disable apps Android
Enable apps Android
== Export Blue Windows
Screen Data
E Export to CSV Radix Device Management Interface Feature
J, Firmware update Android
= Group Dashboard For managing groups of devices/users
/' Group For managing groups of devices/users
Management
E Install App Android Windows
Kiosk Android Chrome Windows
@ Manage Users Android
aa
E Metrics Android Chrome Windows
;% OTA Android
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m Policies Android Chrome Windows
g Remote Control Android Windows
> Remote Execute Android Windows
L Remove Google Android

& | accounts from

device

7~ Restart Android Windows
[ ]

F] Scheduler & Android Windows

triggers command

g Screen settings Android

D Send files Android Windows
5 Send message Android Chrome Windows
(D Shutdown Android Windows
‘D Smart Recovery Windows
Q Sound Siren Android

C Standby Android

Q) Tags Android Chrome Windows
8 Timeout Feature in Workflow Command

@ Uninstall Apps Android Windows
] Views Android Chrome

@ Wake on LAN Android Windows
;E& Wake Up Android

T Workflow Android Windows
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Appendix D: Smart Recovery Version Comparison

LITE

DUO

PRO

Change Restore
Mode

Restore at every
boot
Manual restore

Restore at every
boot
Manual restore

Restore at every
boot
Manual restore

Restore System

The baseline

The baseline

The baseline

The latest The latest
snapshot snapshot
Another snapshot | Another snapshot
(you must (you must
provide the provide the
name of the name of the
snapshot) snapshot)
The current
shapshot
Save Changes Save the current Save the current Save the current
system as a system as a system as a

dynamic recovery
point

dynamic recovery
point:
Snapshot name

dynamic recovery
point:
Snapshot name

Snapshot Snapshot
description description
Change Client Enter a new Enter a new Enter a new
Smart Recovery password password password

Password

Confirm password

Confirm password

Confirm password

Register

Registration name
Registration serial
number

Registration name
Registration serial
number

Registration name
Registration serial
number

Uninstall client
Smart Recovery
Password

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Restore to the
latest snapshot
and then
uninstall

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Restore to the
latest snapshot
and then
uninstall
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Appendix E: Remote Execute Command Reference

Here is a list of all Android keyevent commands, for use in the Remote Execute command.
For example, enter “input” as the command, and “keyevent XX as the argument, where
“XX” is the number of the keycode.

0 —= "KEYCODE_UNKNOWN"
1—="KEY¥CODE_MENU"

2 = "KEYCODE_SOFT_RIGHT"
3 —="KEYCODE_HOME"

4 = "KEYCODE_BACK"

5 —="KEYCODE_CALL"

G —= "KEYCODE_ENDCALL"
T —="KEYCODE_0"

&= "KEYCODE_1"

9 — "KEYCODE_2

10 —= "KEYGODE_3"

11 —= "KEYCODE_4"

12 —= "KEYCODE_5"

13 —= "KEYCODE_6"

14 —= "KEYCODE_T"

15 —= "KEYCODE_8"

16 —= "KEYCODE_9"

17 —= "KEYCODE_STAR"

18 —= "KEYCODE_POUND"
19 —= "KEYCODE_DPAD_UP"

20 —= "KEYCODE_DPAD_DOWHN"

21 = "KEYCODE_DPAD_LEFT"

22 = "KEYCODE_DPAD_RIGHT"
23 = "KEYCODE_DPAD_CENTER"
24 = "KEYCODE_VOLUME_UP"
25 = "KEYCODE_VOLUME_DOWN"
26 = "KEYCODE_POWER"

27 = "KEYCODE_CAMERA"

28 —= "KEYCODE_CLEAR"

29 = "KEYCODE_A"

30 —= "KEYCODE_B"

3 —="KEYCODE_C"

32 —= "KEYCODE_D"

33 —= "KEYCODE_E"

34 — "KEYCODE_F"

35 —= "KEYCODE_G"

36 —= "KEYCODE_H"

37 = "KEYCODE_I"

38 —= "KEYCODE_J"

39 —= "KEYCODE_K"

40 —= "KEYCODE_L"

41 = "KEYCODE_M"

42 = "KEYCODE_N"

43 —= "KEYCODE_O"

44 = "KEYCODE_P"

45 —= "KEYCODE_Q"

46 —= "KEYCODE_R"

47 = "KEYCODE_5"

43 = "KEYCODE_T"

49 —= "KEYCODE_U"

50 = "KEYCODE_W"

31 —= "KEYCODE_W"

52 —= "KEYCODE_X"

33 —= "KEYCODE_Y"

54 —= "KEYCODE_Z"

99 —= "KEYCODE_COMMA"

56 —= "KEYCODE_PERIOD"

57 —= "KEYCODE_ALT_LEFT"
58 —= "KEYCODE_ALT_RIGHT"
59 —= "KEYCODE_SHIFT_LEFT"
60 —= "KEYCODE_SHIFT_RIGHT"
61 —= "KEYCODE_TAB"

62 —= "KEYCODE_SPACE"

63 —= "KEYCODE_SYM"

64 —= "KEYCODE_EXPLORER"

G5 —= "KEYCODE_ENVELOPE™

66 —= "KEYCODE_ENTER"

67 —= "KEYCODE_DEL"

68 —= "KEYCODE_GRAVE™

G9 = "KEYCODE_MINUS"

70 —= "KEYCODE_EQUALS"

71 -="KEYCODE_LEFT_BRACKET"
T2 —= "KEYCODE_RIGHT_BRACKET"
T3 —= "KEYCODE_BACKSLASH"

74 —= "KEYCODE_SEMICOLON"

75 —= "KEYCODE_APOSTROPHE"
76 —= "KEYCODE_SLASH"

77 —= "KEYCODE_AT"

78 —= "KEYCODE_NUM"

79 —= "KEYCODE_HEADSETHOOK"
80 — "KEYCODE_FOCUS™

81 —= "KEYCODE_PLUS"

82 —= "KEYCODE_MENU"

83 —= "KEYCODE_NOTIFICATION"

84 -= "KEYCODE_SEARCH" 85 —= "TAG_LAST_KEYCODE"
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Table 11-3: Useful Remote Execute Commands
Function CMD Arguments Wait | Collect | Run with High
for Output Privileges
Exit
Disable Google Play store pm disable com.android.vending X
Get a list of currently running apps and display | top -n 1 X X X
result
Open a website using a default browser am start -a android.intent.action.VIEW -d
https://www.radix-int.com
Run using the Monkey command monkey | -p org.chromium.webview_shell -c X
android.intent.category. LAUNCHER 1
Clear app data am clear com.android.browser X
To type a string: input text 1234 X
1234
To type a string: input text 12%s34 X
12 34
To simulate the home button input keyevent 3 X
To simulate the menu button input keyevent 82 X
To simulate a tap in screen coordinates 300 x | input tap 300 500 X
550
To simulate a swipe from coordinates 300 x input swipe 300 500 900 600 250 X
550 to coordinates 900 X 600 with speed of
250ms
To simulate a long press with a duration of input swipe 300 500 300 500 1000 X
1000ms in coordinates 300 x 550
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