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Chapter 1.  Introduction

The Radix Device Management Platform is a comprehensive, SaaS turnkey solution to
manage entire fleets of devices remotely, without the need to set up local servers. The Radix
platform can be used on Android devices as well as devices running Windows, Apple OS,
108, or ChromeOS. The latest release of the Radix Device Management Platform features a
new UI that is faster, more feature-rich, and more secure.

Here is just a partial list of some of the things that the Radix Device Management Platform
will allow you to do:

o Install several apps on an entire fleet of devices at once,

e Send files and important alerts to users on their devices,

e Assist users by adjusting settings on their devices,

e Block problematic software apps from devices,

e Allow only certain software apps, to operate a device in “Kiosk” mode,
e And much more.

We will first go over the general layout of the Radix Device Management Platform. After
that, we will step you through how to get the most out of its many features.
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Chapter 2. Login Screen

To start using Radix Device Management, go to the login page at
https://visomdm.com/v2/index.html#/login. You will see the login screen on the left side,
along with a brief description of the advantages of the Radix Device Management on the
right.

Radix Viso MDM login

Forgot password?

OR
Google and Microsoft login required admin approval
Make your device management smarter and more
106 IN MITH GOO6LE G J focused.
We offer end-to-end device management solutions,
L0G IN WITH MICROSOFT 3% J consolidating ali the organization devices, processes and
stakeholders into one easy-to-use platform.
Don't have an account? Register Reduce complexity.

O Radix |
Privacy policy

Figure 2-1: Radix Device Management Login Screen

When creating a Radix account, you will be assigned a Radix username, account name, and
password.

Once you have created an account, either as an administrator, user, or just “supporter” (where
you can only request customer support), you can log in using a Google or Microsoft account
as well. If you add a user who with the option to log in with a Google/Microsoft account, a
confirmation email will be sent to the user. The user will be able to log in after confirmation.

Viso MDM Accounts sceoavtasqih.cmm v arasorieacim

Radi)

Dear

We hope all i weil

According 10 our records, your sdminisirator registened a new Radix VIS0 device mansgement account for you
The accaunt is paired with your GOOGLE account,

Please chick the bullon below to confirm your account registration.

Confirm my account

Lonfier vy accoint

Best,

The Radix team

Fadix Technologies Lod.

Email L]

Website: msoradis-int.con

Figure 2-2: Google Confirmation E-mail
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Note: A user who logs in via a Google or a Microsoft account can be related to only one
domain. If you would like to switch to another domain, the user will have to be removed from

the previous domain.
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Chapter 3. Overview Dashboard

After successfully logging in, you will see the Overview dashboard, which gives
information about the number of devices and users presently active, and which apps and
operating systems they use the most.
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Figure 3-1: Overview Dashboard—Top Pane

You can collapse the options on the left side of the screen by clicking on the hamburger menu
on the upper left:

@ Yohuda Posnick
-

Radix

Total devices o Active devices
&

5

3

Active users

A\

Totai users

@ 5. Connected devices Q Lastseen device locations [o R“.‘ ntly snrotied
devices
10 YEHUDA-PC (6839 7DEFBETA)
o
il 2
3

dop (HA95F3Y)
2 25

o
T/
&)

™ - 24n rz28m

Figure 3-2: Overview Dashboard—Top Pane with Hamburger Menu collapsed

3.1 Overview Dashboard-Top Panes

The banner at the top of the page displays the following information:

e Total devices: The total number of devices enrolled in the system.
e Active devices: The number of devices that are active in the last 24 hours.
e Total users: The total number of users enrolled in the system.
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e Active users: The number of users who are presently using the system (excluding
yourself).

= Radi) o Do

Figure 3-3: Overview Dashboard--Top Panes

3.2 Overview Dashboard—Middle Panes

Underneath the top ribbon, you will see fields that show the number of devices that are
presently connected and where they are located, as well as the ID of recently enrolled
devices, with information about the operating system that they use, the Device ID, the

enrollment date, and the device’s IP address. Clicking on the Reload icon Q in any of the
fields will update the information.

<14 og
\ —
Total devices Active devices Total users Active users
%J Connocted devices W) Q Last seen device locations U Recently enrolled devices
¥
| \ v r ¥ z HAWGSFSY
0 1 §
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o T . A - - % (V020002006017
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Figure 3-4: Overview Dashboard--Middle Panes
The middle panes display the following information:

e Connected devices: The total number of devices enrolled in the system,
according to their last check-in time.

e Last seen device locations: The locations of the last devices who reported their
connection to the domain. As we will see, this can be useful in locating a device,
in a situation where a device is lost or stolen.

¢ Recently enrolled devices: The devices in your fleet that logged in most recently
to the Radix Device Manager, as well as the date and IP address of the login.

3.3 Overview Dashboard—Bottom Panes

In the bottom section of the Overview Dashboard, you will see fields that display the most
used apps among the active devices, the last commands that were used, and the distribution of
operating systems among the active devices.
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RadixX

@ Most used apps

@ Last commands

B 0S distribution

2

Devices

LI S |y -
U(T‘-‘ 1(J.C-';’. [];‘-’, 0% -

=2

Figure 3-5: Overview Dashboard--Bottom Pane
The bottom panes display the following information:

e Most-used apps: Statistics regarding the most frequently used apps.

e Last commands: A list of the last-performed commands.

e OS distribution: A pie chart showing the distribution of operating systems among
the devices.

3.3.1 Last Commands Pane

The Last Commands pane gives you information about the latest commands that you sent to
a device or a fleet of devices. If you click on any particular command, the Command Status
window opens, telling you when the command was sent to the device, and whether or not it
was executed.

Command status (Ad-Hec - Device settings : 24 hours off)

Status fitter: All E

I L L

100% 0% 0%

Figure 3-6: Command Status window, showing that the command was successfully executed

We will see the Command Status window when we discuss the Commands Console (Chapter
5).

3.4 User Profile Menu

When you click on the User icon in the upper-right of the Radix Device Management
Dashboard, you will see the User Profile Menu. For Radix Device Management users with
Admin privileges, it offers the following options:
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Figure 3-7: User Profile Menu, in upper right

e Profile, with user account options,

e Billing, displaying information about payments and credit balance,
e Language, for adjusting the interface language,

e Dark Theme, to toggle between a white or dark background,

e Log out, to exit the system.

Note: For Radix Device Management users with only User privileges, the User menu will not
have the “Billing” option.

® ZeevKamen

Profile

Language &

Tags = First Register Groups 1D No. test3 :
Dark theme ()

new 1 AEFSWDZE./ SA0  Mewdevices  newando
Dec 25, 2023, 217 FM

SiyS0A  dwass  dwasxSA Yehudah Growg YLP Log out

yehudap ] New devices d < @
= < Jun 5, 2023, 9:31 AM - e :
yip=1 ¥LP.1  REF Devices

Figure 3-8: User Profile menu _for non-Admin users
We will go through the options in detail:
3.4.1 User Profile Option

The User Profile option in the drop-down menu displays your Username, Contact Name,

Email address, and the current interface language. It also has options to change your user

password or enable two-step verification on your account, to make the login process more
secure.
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Figure 3-9: User Profile Screen, with options to change password, enable two-step verification, or delete an account
To enable two-step verification:

1. Download a two-step verification app, such as Google Authenticator or Microsoft
Authenticator.

2. Perform the verification either by:
a. Scanning a QR code provided by the verification app, or
b. Manually entering the verification code that the verification app provides.

Twa step verification

1 a L
Swttngig ban-aten v cation ey, et follow T chee teko.

2. Sean this OR code with your verification apa Or add tha code manually

Apseunt: win gy
= 01T 101 P ¥ S LT 2 T
Tpe it s T o d

Digite: &

3, Enter the verd code fram the veri

Figure 3-10: Two-step verification options

If you have Administrator privileges, you can also delete an account.

User profile
—

. ——
B Engish (v3)
ARG SR PR GWEAD

EREBLE Pt RERE R AT g

SELETE Ao

To delete an account:

1. Click on Delete Account.
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2. When prompted if you are sure that you want to delete the account, click Yes.

Note: If you have Administrator privileges, clicking the Delete Account option will
completely delete the account and all its records and log you out of the platform.

If you only have User privileges, the User Profile dialog box will appear as follows:

User profile X

&= English (US)

CHANGE USER PASSWORD ‘

ENABLE TWO-STEP VERIFICATION ‘

REMOVE USER ‘

Figure 3-11: User Profile dialog box for regular client user

For someone with only User privileges, the procedure to remove a user is the same as for
someone with Admin privileges. However, clicking Delete User will delete the user and log
you out of the platform, but the user may still be able to access their records.

3.4.2 Billing Option

If you are logged in with Administrator privileges, you will be able to see your billing history
by clicking on the Billing option in the drop-down menu. The billing history will include a
list of credit events, the date on which they occurred, the number of credits in your balance,
and more.

3.4.2.1 Billing Data--Background

When you create an account on the Radix Device Manager, you will purchase a certain
number of credits, depending on the number of devices you wish to enroll in the system, and
the number of years of your subscription. Presently, the minimum number of devices that you
can enroll is five. There is also a one-time account setup fee. Every license has 365 credits,
one credit for each day of the year. When you add a device to your Radix Device Manager
account, it initiates a “countdown” to the number of credits, decreasing by one credit a day
per device.
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Figure 3-12: Billing History Display

3.4.2.2 Fields of the Billing History screen
There are four fields to the Billing History screen:

e Top Ribbon: The top ribbon will display your account status, the date when your
account was created, how many credits remain in your account, and how many days
remain in your subscription.

Active _ = 62

Days remaining
Figure 3-13: Top Ribbon of Billing History Screen

e Billing History Spreadsheet: This pane displays any transactions made on your
account: how many credits were used or purchased, the date of the transaction, your
balance, and the source of the transaction. By clicking on the Show device coupons

button at the upper right =" = ('D, you can toggle between viewing all
transactions, including credits from device coupons, or only credits from online
purchases.
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Figure 3-14: Billing History spreadsheet, including device coupons
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Figure 3-15: Spreadsheet of Purchase Events, excluding device coupons
e Redeem Credits from Coupon Code

The screen on the upper right allows you to enter a coupon code. The coupon will entitle you
to an additional number of credits. Upon clicking the Redeem button, your account is
credited with the specified number of credits in the coupon. Your balance before and after
adding the coupon will appear on the Billing History screen.

Radosn crodita from coumen cade

Figure 3-16: Redeem Credits screen

e Credit Calculator and Order Information

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX Overview Dashboard

The Credit Calculator tile in the lower right of the Billing History screen will allow you to
make payments on your account, depending on the number of devices you wish to enroll.

Credit calculator

Entes vt i pmars (|

Grber smhiar of devicss | - |

S |
When you click on the Buy button in the Credit Calculator screen, the Buy Now screen
opens:

Buy Now

Payment Optiens For USA - Order infommation UsD-

® gy cousceices

Radix corporats new V150 device manageme...

O PayPal e 5w 518280
& wom ans !
«  More Payment Options RadIx corporats new Ong-Bma sccount satup.

- 510000

Card Number * |

Expiration Date * |01 w | [ 2024 w |

Total  §38150
Security Code * | | R s s
Shopper Details ] Tn_.m:dm.-.
SECUNE CHECKOUT
First Name * | |
Last Name * | | G
Email Address * | |
Address * | |
City * | |
State * | v |
Country USA (ehange
ZipiPostal Code * | |
Phone * | |
Additional Info

Radix corporale new VISO device management premium version (1

devicefyear license) including priorily support

user®  |yehudapdea | *
company* | |

[ Secursly stors card detsils for recurring payments or future transactions

Figure 3-17:"Buy Now" screen, allowing you to purchase additional credits

You can use your license for up to 1 year from the purchase date. As this is a SaaS model, the
remaining balance will clear at the end of the license period, whether you utilize the Radix
Device Manager service or not. Therefore, it is recommended to purchase the exact number
of licenses that you require. You can always add more at any given time.

3.4.3 Language Options

The Language option allows you to select a different language for the user interface.
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Figure 3-18: The Language option, with French selected as the interface language

This option is available for users without Administrator privileges. We will see in Section 7.3
that a user with Administrator privileges can change the interface language for all users.

3.4.4 Display Theme Options
When you log in to the Radix Device Manager, you may choose between two different
display options: a white background, or a dark background.

When you first log in to the Radix Device Manager, everything will be displayed in the
default white theme. If you find this to be too intense and would prefer a dark background,
we recently added an option to switch to a Dark theme.

To toggle between the different themes:

1. Click on the Profile icon in the upper left corner.
A drop-down list will appear, allowing you to select Profile information, view billing
information, select the display language, select a dark or light display, or log out of
the interface.

Radix =. f:lt:w.hmi

Profile
= i =i O 2
Active devices

Total users Active users I @

Biiling

Total devices

Dark thems

] 5] Connected devices ] € Lastseen device loeations ] Co Recently enl 3 i
devices gy

P ¥ My Device [(ZoddSfifos1s)
M Jan 22023

M3 819370

(N1

o4

oo
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2. Click on Dark Theme to change the display to dark mode.

= RadiX Q=

Profile

1 m hg-va devices & = Total users -1 Language i

Total devices

5] Connected devices @ Lastseen device locations & Lo Recently en

devices

Figure 3-19: Dark Theme Overview Dashboard

3.4.5 Logout

Selecting this gets you to the Logout screen.

Figure 3-20: Logout Screen
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Chapter 4. Devices Console

The Devices Console is considered the “heart” of the Radix Device Management platform. It
allows you to see all the devices that are presently in the system, as well as the username, the
user’s email, and more. It allows you to assign privileges to a particular device, as well as
troubleshoot the device if the user is having problems.

The Radix MDM gives you options for applying commands to a single device, several
devices at once, or even an entire group or fleet of devices. The commands that you use the
most appear at the very top, and you have an option to expand the menu.

To view the Devices console, click on the Devices icon in the Overview Dashboard.

= Radiy . ]

B cwrboen Davices v o+ = o om e

e 7 e S Hay® il it s

Figure 4-1: Devices Console

To work with a specific device, click on that device’s three-dot menu (“kebab menu”) on the
far right.
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Figure 4-2: Device's Three-Dot (“Kebab”) Menu

A grid of commands will open up with all of the options for working with your device.

= Radi,:( = B e
B Gt Devices * ¥+ = T W e

- il it b

Figure 4-3: Display of Devices Menu Options

The commands will be displayed depending on your device’s operating system. (For
example, there are 27 available commands for Android devices, and only 5 available
commands for ChromeOS devices.)

All the Command options, for all devices, are covered in Appendix A—Alphabetical List of
Commands.

4.1 Using the Devices Console Ribbon

When you open the Devices Console, you will notice menu options at the top of the page that
are inactive. When you check the checkbox for a particular device in the device list, these
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menu options at the top of the Devices Console become active. This menu contains the
commands that you will employ the most. Depending on your operating system, the
remaining commands can be accessed by the “More actions” icon.

= Radix 2|2 e e LI & =

B e Divicen E R N .|

oo h @ £
-l SRR -

Figure 4-4: Devices Console Ribbon of Commands

Table 4-1: Devices Console Commands

Icon Description
|:| Allows the Radix Device Management interface user
to access and operate a device remotely
Remote
= Allows the Radix Device Management interface user

to install a software package on a device
Install package

a Allows the Radix Device Management user to select
a message containing audio/visual content, and send
Advanced message it to a device
@ Allows the Radix Device Management user to modify
settings on a device
Device settings
Sends a policy for a feature to the device
Policies
qutl Sends a workflow (= a series of commands to be

executed) to the device
Workflow

Opens a grid of additional actions that can be
performed on a device

More actions

We will briefly go through the options in the Devices Console Ribbon:
4.1.1 Remote Control

The Radix Device Management interface includes a remote-control option which allows you
to interact with and essentially operate the user’s device. It is especially useful in situations
such as:

e Customer support,
e Debugging a device,
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e In “attended mode”, where you can provide a live demo to a user of how to access a
feature on their device,

e In ‘unattended mode”, where there is no user near the remote device, which is being
used in an unmanned display.

4.1.1.1 User permission for Remote Control

If the device’s Account Settings require users’ permission for remote control (see Section
10.1, Remote Control Option), when you click on the Remote or Remote Control icon, a
message will appear on the user’s device, prompting them to allow a remote-control session:

Figure 4-5: Prompt on the user s device, to allow remote control of a device

After the user allows remote access, the device’s display will appear in the Radix Device
Management interface:

Figure 4-6: Radix Device Management Remote Display of Tablet Computer

In this example, the Radix Device Management User has full access to all the functions and
apps in the user’s tablet computer.

There is a set of icons on the left of the display, enabling the Radix Device Management user
to perform the following actions:
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Table 4-2: Remote Access Commands

Icon Description
Q) Rotate left—Rotates the device display 90° counterclockwise

Rotate right—Rotates the device display 90° clockwise

Back—Goes back to the previous screen

Home—Goes to the device’s home screen

App switch—Allows you to switch to one of your recently-used apps

Menu—Goes to the user menu on an app that is presently in use

Record Video—Allows you to record a video of a number of mouse
clicks on the remote device

Save Recorded Video---Downloads the recorded video in the form of
a web media file (with the extension *.webm)

Capture Screen—Allows you to take a screen capture of the remote
device’s entire display. The screen capture is downloaded as a *.png
file

D-pad—Emulates a directional pad as on a gaming console, to move
in different directions

B =ollo>» T2

i1

Clicking on the < icon opens a directional pad, which emulates a game controller:

N\
O < @ >
v

Figure 4-7: Directional Pad Icons
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Here is a brief description of the directional pad commands:

Table 4-3: Directional Pad Options

Icon Description

A Moves the cursor up/down/right/left. Clicking on the center button
< ® > | “selects” the item where the cursor is positioned.

& Home: Goes to Home screen

) Back: Goes back to the previous screen

= Menu: Goes to the user menu on an app that is presently in use
< Toggle: Allows you to toggle back and forth between the D-pad menu

and the Remote menu

+ Volume control: Raises and lowers the volume on the device

If you perform the Remote Control command on a Windows device, the screen will appear as
follows:

© Radix Viso MDM - Google Chrome - (] X

2% visomdm.com/index.htmk#/remote?wrc=false&id=0492265B194F&Isw=true

i@ OesmOa

B e B & O

° 5, Click on About.

The options in the sidebar menu are as follows:
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Icon Description
4) Rotate left—Rotates the device display 90° counterclockwise

(h Rotate right—Rotates the device display 90° clockwise

B8 Ctrl-Alt-Del—This is the equivalent of pressing Ctrl-Alt-Del on the
Windows device, and it opens the Task Manager screen. You can
either lock the computer, sign out, change the computer password, or
open the task manager to kill certain processes

. Record Video—Allows you to record a video of a number of mouse
clicks on the remote device

B Save Recorded Video---Downloads the recorded video in the form of
a web media file (with the extension *.webm)

E Capture Screen—Allows you to take a screen capture of the remote
device’s entire display. The screen capture is downloaded as a *.png
file

4.1.1.2 Ending a Remote-Control Session
To stop Remote Control mode, simply close the Remote Control window.

© Radix Viso MDM - Google Chrome

& visomdm.com/index.html#/remote?wrc=false&id=HA195F3YBUsw=true&url=wss%2F%2Fkarma-ws glbth.com Close

a1

4.1.2 Install Package

This option allows you to remotely install software packages on a particular device. When
you click on Install Packages, a grid of software packages appears. These are software
packages that have already been stored in the Radix system.

4.1.2.1 Installing a package in the Radix Device Management interface:
In the screenshot below, the user will install the GeoGebra app on the remote device:
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To install a package on a device remotely:

1. Click on a selected software package.

radia_atv_beta_25.4.0.730.apk

Click the Apply button. A message will be sent to the device, and a (green)

notification will appear in the lower left of the Devices Console, indicating that the
app was installed successfully on the device. (The Devices Console will also alert you
if the installation failed (a red notification), or in Pending status (a purple

= Radi - = @ R & . &) oawaun
—— Rt ytal pachage Advarcan Devics sstangs Foae Wit Moce xtions - oz
[H = i [
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o
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© - HAWSFRY / yiposnick@gmal com 29,2024, OO AM  SLA2IPA/36.19242 W7235206222 10004
i - 20002006017 7 My medintio nadavBradis-int com Jan 4 2024 137 PM  3202203/34 BE41 213.8WIM0 102486207
a - A EBBFGFOE3DCISN 7 Doo 25,2023 &05 PH 2BAWEIM
0 ES 20480106 7 Wy naw Andrad TV racyy.ractesgrnml.com May & 2028, 12:01 M 238980 W2Ia8 8118

LT {-dene 1€ 8y o)
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Figure 4-8: Notification that the app was installed successfully

3. Clicking on the notification in the lower left corner of the screen will open the
Command status screen:
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Command status ( Ad-Hoc - Install : GeoGebra Graphing Calculator { V5.0.632.0)) x
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in] Time ~ Status
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100% 0% 0%
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Figure 4-9: Display of status of command sent to a device

The Command status screen has several options to display or store results of commands sent
to devices:

Table 4-4: Command Status Screen Display Options

Icon Description
Status filter: All ~ | Allows you to filter results by commands sent, executed,
pending, etc.
E_’ Export to CSV: Allows you to export the table of results to an
Excel CSV file
C Refresh: Refreshes the results displayed in the table
@ List by Time: Allows you to display the list of commands by
the date and time that they were issued
EI List by Device: Allows you to display which devices have had
0 the selected app installed

4.1.2.2 Adding a new package to install

You can also add new software packages and install them on devices. (The user of the device
may have to complete the installation.)

To add a new software package to install:

1. Click the Add New button on the lower left of the Install Package screen.
The New Package screen appears.
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New package  x

oot upload method
File from Url

Upload file

Package from play store

105 enterprizse application

CANCEL

2. You have the option of uploading a new software package from a URL, a file from
your computer, from the Google play store, or an i0OS enterprise application.
e Ifyou select File from URL, you will be prompted for the file’s URL.

New package o X
Sedect upload m
File from Url
Fils
Current user
Set as private
This repoesibory it e
‘Set as read-only
This reposibory tem wi ¥t
oo [N

e Ifyou select Upload file, you can select a file from your computer.
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New package o X

Select Lplosd mEethod
Upload file - |

Jear type
Current user

Set as private
This repositary it

Setas read-only
This repository tem wi

e I[fyou select to upload a software package from the Google play store, you will be
prompted for the app URL from the Play store.

New package g x

I_?smge fr.nr.n pinv .-B-lnte - |

Copy app URL from Play stare b e Rl T
United States . Tablet

Currant user

Set as private
This repostony ibarr

Set as read-only

CAMCEL

e If you choose iOS enterprise application, you will be prompted whether to upload
the package by its URL, or from your computer.
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Mew package X

105 enterprise application

Current user

Setas private
This repository item will be vizible or

Set as read-only
in rppository ltem will beaeditable only bo this user o

CANCEL

e Set as private option: Click on the Set as private button if you want this new
software package option to be visible only to you (the creator of the item) when you
log in to the Radix Device Manager.

e Set as read-only: Click on the Set as read-only button if you want to restrict who
will be able to modify the details of this software package. Anyone with
Administrator privileges can edit it, while someone with only User privileges can
only access it and use it but cannot edit it. When you click on Set as read-only, you

will see the lock icon at the top of the screen turn to a “locked” position @ .

4.1.2.3 Installing a Software Package on a Group of Devices

The Install Packages option can be applied to a group as well. This is a convenient way to
install software on an entire fleet of devices at once. You can also track the success of the
installation.

To install a software package on a group of devices:

. . . 8 Groups

1. In the Devices Console, click on the Groups icon .
opens.

2. Find the group to which you wish to install the software packages, and click on its
three-dot menu:

. The Groups window
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Figure 4-10: Groups three-dot menu, for executing commands to entire groups of devices

The Commands panel opens.
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Figure 4-11: Groups Command panel, showing the Install Package command tile

3. Select the Install Package icon. The Install Package window opens.
4. Select the desired software package and click Apply. The software package will be
installed on the entire group of devices.
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5. You can later check the success of the installation by opening the Commands Status
window (Section 6.3).

4.1.2.4 Installing a Software Package on Selected Devices

There is also an option to select particular devices manually and install a software package on
them.

To select devices manually:

1. Click on the Devices icon, to open the Devices Console.
2. Select particular devices by clicking their checkbox in the far-left column.
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3. Click on the Install Package icon in the Devices Console Ribbon. The Install
Package window opens.

Install package

GeoGebra Graphing Calculator .. CANAL#, Live and catch-up TV Spotify: Music and Podeasts (..
org geogeten anansd Com cannt.anamd cenal com_spottfy reemc
admin admin admin

® -] s § » ® = s ] » @ = ’
X-plore File Manager ( V4.32.00) X-plore File Manager 33 [V4.3.. AdobeRead bd-w B,
conmlonetynetg o ¥ com oneirost s ¥plare Aiobe Reoder
admin FHnn aamin

® L] s [] i ® ] 4 [ ] A @ & s B b 4
Truecaller: Caller 1D & Block (V... scmanager-vZ2B-release-sign.. scmanager-vi47-release-sign...
S sl i

aimm asdmin

adriks

& -] 4 | | » & -] s | | » @ -] ¥4 | | A

4. Proceed as above to select and install packages.

4.1.3 Advanced Messaging

This option sends a text message with an image to a device. For example, the message may
be a “Welcome” message, a holiday greeting, or an emergency alert. The message options
include an image, an image with sound, a full-screen YouTube video, or interactive clickable
HTML forms. The message can be timed and triggered according to time of day and the like.

When you click on the Advanced Messaging icon, a grid of stored advanced messages
appears.
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Advanced messaging Q' Search Az v o ®
Welcome to the hotel g Hotel Fire Alert 2 G World cup promo with eml...a
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@ = 5 ® @ » @ = », ® § 2 & s @ § =
Test Message Hamlet Message (2) test html
Displays new advanced message feature Teesting festures
ADD NEW CAMCEL m

Figure 4-12: Advanced Messaging Grid of Options
To use an existing advanced message:

1. Select one of the messages and click Apply.
2. If the message is successfully sent, a “Success” prompt will appear in the lower right
corner.

Success
Advanced messaging sent to device

There is also an option to add a new advanced message.
To add a new message:

1. Click on the Add New button in the lower left of the Advanced Messaging grid.
The “New Advanced Message” screen appears.

Now advanced message .

#

Sat 45 privatn

Sot as read-onky
ansty e

2. Assign a name and description to the new message.

3. Click on the Set as private button if you want this new advanced message option to
be visible only to you (the creator of the item) when you log in to the Radix Device
Manager.
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4. Click on the Set as read-only button if you want to limit who can edit this advanced
message. Anyone with Administrator privileges can edit it, while someone with only
User privileges can only access it and use it but cannot edit it. When you click on Set
as read-only, you will see the lock icon at the top of the screen turn to a “locked”

position @

New advanced message [

s i
Ham ot Message

Tusting Features
Set aa private Py

Set as read-anly

CANCEL COHFIRM

Figure 4-13: New Advanced Message Screen, in Edit mode

5. Click on the Content icon on the left. The Advanced Message Type screen
opens, allowing you to add media to your advanced message. You have the option of
adding:

. Image or sound files. You can add an image asset or audio asset to your
Advanced Message. You may provide a text message, set the orientation and color of
the text, as well as the time it should be displayed,

° A YouTube URL,

. An embedded URL/HTML text.

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

RadixX

Devices Console
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]

Stretch on screen

(@ Horizontal ) Vertical

ext to display
"There are more things in heaven and earth, Horatio, than are dreamt ¢ ‘}g:

10 1seconds

Loop audio

6. Click Confirm to finalize your message. The Advanced message will appear among

the Advanced Messaging options.

Advanced messaging

Welcome to the hotel Hotel Fire Alert 2

e = 5 08 * @ =& 5 D
Happy Thanksgiving Tornado

@ = /, O 8§ A @ /s ©

admin-repo Welcome to Changhong

ADD NEW

World eup promo with ea...

Hamlet Message

Testing Features

& = - 0 58 #

" m

7. Select the message and click Apply. The message will be displayed on the device.
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Figure 4-14: Display of an Advanced Message on the remote device

4.1.4 Device Settings

This option allows the Radix Device Management user to remotely adjust a device’s settings.
This could include selecting a type of keyboard, enabling or disabling a screen saver, or
performing a reset on the device.

When you click on the Device Settings icon, the Device Settings options window opens:

Eye protection brightness q

Device settings

traulux dudi samsung latin keyboard

® o », @ @ o 5 ® 7§ b 4 @ oo S B 7 *
task bar eitan newline test dudi newline u
® o 5 = @ © / @ 7§ + ® o S & §

Enable status bar

Genoral Settings Test

Disable status bar

Geraral Settings Test

PrinterP24 - dudi q

Figure 4-15: Device Settings options
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You can add more options as well, with the Add New button. To add a new device setting,
you will have to provide the connectivity details of the remote device.

To add a new device setting tile:

1. Click on Add New in the Device Settings screen.
The “New Setting” screen opens, in Edit Details mode.

New setting a x

tt & 4EN

Set as private |
This repository item wil i

LN

Set as read-anly

£ [

o [

Figure 4-16: New Device Settings screen

The icons on the left-hand side of the screen have the following functions:

Table 4-5: Device Settings Options

Icon Description
2 | Edit Details

Wi-Fi

Security

General

Set APN

Wallpaper

Install Certificate
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Panel Settings (for specialized use)

] | Smartboard Settings (for specialized use

App Permissions (for specialized use)

App Configurations (for specialized use)

4.1.4.1 Edit Details
This allows you to write down a name and description of the Device Setting, as it will appear
in the grid of settings.

New setting a x
{{ Hew Device Setting
v
ESGription
e Dema of new device setting
a Set as private
This repository item will be visible only to this
v
Set as read-only
L__] -'!;ll-u-!-!'-':-",l:-:" will b editable only to this user and admin usars, and read-only for the
(I
=
Ll
g
w
=
"

There are two additional options to limit who can view and edit this device setting:

e Set as private option: Click on the Set as private button if you want this new device
setting option to be visible only to you (the creator of the item) when you log in to the
Radix Device Manager.

e Set as read-only option: Click on this if you want to restrict who will be able to
modify the details of this device setting. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the

top of the screen turn to a “locked” position @ .
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4.1.4.2 Wi-Fi
This opens a pane to set the device’s Wi-Fi connectivity details. You can also choose an
option to “forget” the Wi-Fi connection:

New setting o x
Set device wifi E
Wik
Manual
)
Q b 1t L
‘ Authentication type
4 WPAZ
ra
=y
Passwod
L’?j
Encryption typs
o AES
1 Hidden I
] Auto Join
O
& Forget wifi
=
‘I

4.1.4.3 Security
This allows you to adjust login settings for the device, such as password length, password
history, number of login attempts allowed, and the like.
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New setting o X
Maximum number of login attempts that are allowed before the device wipes itseif
v
g m the maximum time for user actlvity until the device wlll lock, this limits the length that the user can set
. set the password expiration timeout
A
(|
L=y
Eet the length of the password history
D Set the minimum allowed passward length
([
Set the minimum number of letters required Inthe passward
= Set the minimum numbaer of lower case letters required in the password
-
L.

CANCEL CONFIRM

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Devices Console

4.1.4.4 General Settings
This is an interactive table where you can modify the device’s settings regarding apps, users,
connectivity, date & time, audio settings, and more.

New setting %
s
v
Apps Date and time
)
g wgure verify apps Timis 2tne
l‘ Disallow uninstall apps Automatic date and time
Specified if o user in disafinwed from uninstaling sppiieation
ra i
o Disallow install unknown sources HBRUARY AR A AOH LT
S s usat | disaiioed from enabling thi Unknow
E et it . Ern
24 hours maode
a Disallow install apps
. Disallow apps control Screen configuration
] ' o Setthe device brightness level (0 - 255)
Allow parent profile app linking
i "_‘_'_f'efe‘f'f‘gs o Status bar disabled
it

CANCEL CONFIRM

Note that the buttons in the General Settings window have three modes:

e Enable (Blue)

e Neutral (Gray, meaning that this settings item is ignored, and the device remains on
its current setting)

e Disable (Red):

Apps

Key restriction pending

Application rest

1sed to indicate

tion key that

the pending arrival of real restrictions for the app

Ensure verify apps

Sp if a useris disallowed from disabling

A ¥

cation verification

appli

Disallow uninstall apps

Sp es if a useris disallowed from uninstalling

Disallow install unknown sources

Specifies if 2 is disallowed from

Unknown Sourt

apps from unknown sources
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4.1.4.5 Set APN

This screen allows you to set up the details of an Access Point Name (=APN), such as an
MNC (= Mobile Network Code), an MCC (= Mobile Country Code), and MMSC
(=Multimedia Messaging Service Center).

New setting o x
s Set Apn E
v

Mar
@
o

4.1.4.6 Wallpaper
This allows you to change the wallpaper on the device. You select an image from your
computer and click Confirm.
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New setting e x

Stratch on screen

4.1.4.7 Install Certificate

Certificates are used for web filtering, VPN authentication, and many other uses. These
device settings options on the Radix Device Management interface allow you to install VPN
and app certificates.
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New setting .
r z

Install certificate O
Aid
@ User trusted credentials
o User wifi CA certificate
ji VPN and apps certificate

User private key wifi certificate

The options are as follows:

e User-trusted credentials

e User Wi-Fi CA (=Certificate Authority) certificate
e VPN and apps certificate

e User private key Wi-Fi certificate

To install a certificate:

1. First obtain a VPN or app certificate.
2. Copy the entire text of the certificate.
3. Paste it into the Certificate body field and click Confirm.

4.1.4.8 Panel Settings---First Panel (For Specialized Use)

The first Panel Settings panel has options to power up or power down your flat panel device,
and other power management options.
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New setting & x
Vg

Power on Schedule E

Schedule device turn on by hour and days of the waek
v

1547 SUN MON TUE WED THU FRi SAT
% NpUT SOUr
NONE ~

o]
4 Power off Schedule

Schedule device shutdown by hour and days of the week
A
1=

= 1517 SUN MON TUE WED THU FR1 SAT

o,

Remove all "Power on™ and "Power off” schedule tasks
O
= Power management
-
=
w
W

L

4.1.4.9 Panel Settings—Second Panel (For Specialized Use)

The second Panel Settings panel has additional device settings options for other flat panel
devices, such as being able to lock the touch lock on the device, allowing or disallowing the
Wake-On-LAN option, and more.
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New setting w

Power on Schedule

4
Schedule device turn on by hour and days of the week
Power off Schedule

e Schedule device shutdown by hour and days of the wesk

Don't change

1 Automatic shutdown withoot operation
-

Don't change w
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e8]
Auto Backlight/Brightness
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D Tue 11 on of off this touch lack on the screen in batshe:

Panel settings
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it
USE lock
=
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4.1.4.10 Panel Settings—Third Panel (For Specialized Use)
This has more specialized settings for smart panel devices, for options such as Wake-on-
LAN, panel speaker settings, network settings, and more.
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New setting
Fd
Enable Wake on LAN
L 4 Enable/disable the wWake-on-LAN feature.
Enable Users and Profiles
@ Enable/disable ability to manage local users on the device,
o Enable Unified Menu
Enable/disable the visibility of the Unified Menu
o Enable Home Source
Enable/disable the home source feature
S Enable Apps
Enable/disable the visibility of non-system apps in the launcher
H source Detection
(]
Default Source
()
(|
'i' Enable Proximity Sensor
Enable/disable the wake-on-proximity feature
i
CANCEL
4.1.4.11 Smartboard Settings
These are specialized device settings for smartboard panels.
New setting o X
F 4
SMART notebook player
e Browser
el Screen share
Vinihirty arviral i Wi G Qra
£ Whiteboard library
Visin#ity control In the apps ovary
]

Save whiteboard in library

Faguirad | whitoboged (it i

Saving whiteboards to a mobile device

Sharing whiteboards with a mobile device

Enable annotation layers

(|
k1
=
] QTP - cxperience
b
(0

Clean up policy
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4.1.4.12 App Permissions/Configurations
These menu options are for assigning permissions and configurations for applications on
Android devices.

New setting s X

,$

@ seion policy

e permission policy prompt
permission policy auto gramnt

t‘ permission policy auto deny

VA

ra

L]

o

o

o

o

@ QD permissions:

L

Figure 4-17: App Permissions Settings
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New setting & x

»,

| ADD CONFIGURATION

& 9

N

Ir]
L]

o)

O Ooaao

App configumtions

e [

Figure 4-18: App Configuration Settings

4.1.5 Policies

If certain applications on your device violate your rights, have security issues, or are not play-
protected, you can essentially blacklist and block these applications. This can be done using
the Policies option in the Devices Control Ribbon.

When you click on Policies, a grid of stored policies appears.

4.1.5.1 Applying a Software Policy
You can select an existing software policy, or add and apply a new one:

Policies

URL Whitelist - https://wikipedi URL Blacklist - https:/wikipedi

SMART custom Policy test SMART custom Policy test

dudi -wifi __PrinteHP24

® = 5 @=

youtube blacklist black list Hangouts

® =& , @

m Smart URL only

® a 5 = ® = ,/ @

Block Device Settings SMART SETTING DISABLE
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To add a new policy:

1. Click on the Add New button in the lower left. If you would like to install policies on
a group of devices that employ different operating systems, you will be prompted as
to which operating system you wish to apply a software policy.

Policies

Mone only radi
Ay \o remervn wxisting mokcy

@ a S 0 B #

- hndroic r @ bleck cpui-z ?
W s

& s 0 5 # @ & 5 0O 8 #

ows
met (Eldar]) Block Internet {Eldar)

Once you select the operating system, the New Policy screen opens. The parameters
that you must provide will differ, depending on the operating system that you select.

4.1.5.1.1 Adding a New Android Policy
When you click on the Android icon to create a new Android policy, the following screen
appears:

New Android policy o
7
a

Set a5 private

Thig repesit ;

Set asread-only
This ropGAItory |t will

m

Figure 4-19: Android Policy Edit Screen

The following is a brief explanation of the icons on the left of the Android Policy screen:
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Table 4-6: Android Policies icons

Icon Description
2" | Edit Details

Block List

Web Content Filter

General

1. In the Edit Details window, enter a policy name and description.

2. Click on the Set as private button if you would like the Android policy option to only
be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Android policy. Anyone with Administrator privileges can edit
it, while someone with only User privileges can only access it and use it but cannot
edit it. When you click on Set as read-only, you will see the lock icon at the top of

the screen turn to a “locked” position @ .

4. Click on the Block List icon ~* . The Block List window opens.

New Android policy o
Block list (_-.
o
Femave dupicate Selocted apps
B Contacts &
¢ Telatan L }
<
Setan
B Play Store 1
Ixig
ok R % %]
.~

5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.
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New Android policy o
Block list [ @
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CPU-E
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. Calculator ¢ R
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6. Click on the Web Content Filter icon = and select the type of list you are applying
to this policy: a list of apps to be allowed, or a list of apps to be blocked.
7. Supply the URLs of the apps to be blocked, or to be allowed.

New Android policy -

Hinek st

Bocklist Uftls
WIS Chad will N0t R iikmwed

mmm

8. Click on the General icon . The General window opens. This window allows for
setting a trigger to activate or stop a device policy.

New Android policy [
Activate policy by trigger %
Ths will alicrm yiu 1 sctivate and $loo the polcy by a sected igger O«

SELECT TRIOGER

Add settings to poscy
This: fursction will slow you te sod sattnga reaosibones to your poley aO

| SELECT SETTINGS

Pezrss noknl anoe exiting palicy mode. anly appiied setiings with allaw/dicabow configuraton wil nerert to the
e (g, i naBow inrtall anps will rewect o aliow instsi apos)
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9.

Supply the trigger and settings and click Confirm. The new policy will appear in the
Policies window.

10. Apply the policy to a device by selecting the policy and clicking Apply.

4.15.1.

2 Adding a New iOS Policy

When you select the option to add an iOS policy, the following window appears.

New iD3 policy . =

Sut as privats

Setas

reai-arily

] - |

The following is a brief explanation of the icons on the left of the iOS Policy screen:

Table 4-7: iOS Policies icons

Icon

Description

"

V4

Edit Details

Enable restrictions

Passcode

Content Filter

Single app

Block List

2.
3.

4.

In the Edit Details window, enter a policy name and description.

Click on the Set as private button if you would like the iOS policy option to only be
visible to you (the creator of the item) when using the Radix Device Manager.

Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the 10S policy. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .
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5. Click on the Enable restrictions icon. You will have options to allow and disallow
apps and control the settings on the Safari browser, Siri, iCloud, and more.

New i0S policy

Enahle restrictions

Allowed apps.

ITunes store
Camarn
EacaTime
Hews [supersdsod only)
Poleasts
FauTube
G Center (supervised only]

Hurtinlayer gaming [supervsed

bloNoRoNoRoRolo

Adigw satan
Enabse autoF-al
e frwud waming

Enabla JmwaScrpt

Mavar

Foroe imited ad tracking

-

«

RO BB

6. Click on the Enable Passcode icon. You will be able to set the parameters for the
passcode on the 10S device.

Mew 105 patioy

|

7. Click on the Enable Content Filter icon. A window opens that lets you filter out
inappropriate websites or limit the browsing on the 10S device to specific websites.

Haw (0 potiey
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8. Click on the Single app icon. You will be presented with the apps installed on the i0S
device. By clicking on the Add to list * icon, you can select which app to be locked
onto the device, so that it will only be able to run that specific app.

9. Select the apps that you wish to block from the device by clicking on the Add to list

+icon. The selected apps will now appear in the right-hand column of Selected apps.
10. Click on the Block List icon, to choose whether you would like to make a list of
allowed apps, or apps to be blocked on the 10OS device.

Mew 108 policy

o
i »

-

[ 7 < s O

¥l E -

.
11. Supply the URLSs of the apps to be blocked, or to be allowed.
12. Click Confirm. The new policy will appear in the Policies window.
13. Apply the policy to a device by selecting the policy and clicking Apply.
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4.1.5.1.3 Adding a New MacOS Policy

Hew MacS palicy L

|

The following is a brief explanation of the icons on the left of the MacOS Policy screen:

Table 4-8: MacOS Policies icons

Icon Description
2" | Edit Details

Passcode

Content filter

1. In the Edit Details window, enter a policy name and description.

2. Click on the Set as private button if you would like the MacOS policy option to only
be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the MacOS policy. Anyone with Administrator privileges can edit
it, while someone with only User privileges can only access it and use it but cannot
edit it. When you click on Set as read-only, you will see the lock icon at the top of

the screen turn to a “locked” position @ .
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Hovw Mac 0 policy

4. Click on the Enable Passcode icon. You will be able to set the parameters for the
passcode on the 10S device.

|
5. Click on the Enable Content Filter icon. A window opens that lets you filter out
inappropriate websites or limit the browsing on the 10S device to specific websites.

Mo M2 05 peol iy
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6. Click Confirm. The new policy will appear in the Policies window.
7. Apply the policy to a device by selecting the policy and clicking Apply.

4.1.5.1.4 Adding a New Windows Policy
When you select the option to add a new Windows policy, the following window appears.

W Wi s policy

Bt vy

e

The following is a brief explanation of the icons on the left of the Windows Policy screen:

Table 4-9: Windows Policies icons

Icon Description
2" | Edit Details
Block List
Web Content Filter
General Tab

1. In the Edit Details window, enter a policy name and description.
Click on the Set as private button if you would like the Windows policy option to
only be visible to you (the creator of the item) when using the Radix Device Manager.
3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Windows policy. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the

top of the screen turn to a “locked” position @ .
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4. Click on the Block List icon. The Block List window opens.

s gt Sakactu aspe

..........

o

COHOOODOOO
O

w

Devices Console

5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.

Haw Windows policy

[

1 §f
§ i
-

OCOOHODOOODOS

o

«
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6. Click on the Web Content Filter icon = and select the type of list you are applying
to this policy: a list of apps to be allowed, or a list of apps to be blocked.

i Winalows poficy &

[

7. Supply the URLs of the apps to be blocked, or to be allowed.

Merwr Windorers palicy L]

e

8. Click on the General icon . The General window opens. This window allows you
to determine whether a Windows device can accept USB devices. It also allows you to
set a trigger to activate or stop a device policy.
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9. Supply the trigger and settings and click Confirm. The new policy will appear in the
Policies window.
10. Apply the policy to a device by selecting the policy and clicking Apply.

4.1.5.1.5 Adding a New ChromeQS Policy
When you select the option to add a new ChromeOS policy, the following window appears.

N Chrom e palicy

The following is a brief explanation of the icons on the left of the ChromeOS Policy screen:

Table 4-10: ChromeOS Policies icons

Icon Description
2" | Edit Details
Block List
Web Content Filter

1. In the Edit Details window, enter a policy name and description.
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2. Click on the Set as private button if you would like the ChromeOS policy option to
only be visible to you (the creator of the item) when using the Radix Device Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the ChromeOS policy. Anyone with Administrator privileges can
edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the

top of the screen turn to a “locked” position .

Mew Chrome polioy L)

4. Click on the Block List icon. The Block List window opens.

Hew Chrome policy

o
i
E

Grta Torrmet e arvr

®

O o e Do

e

5. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.
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6. Click on the Web Content Filter icon ~ and select the type of list you are applying
to this policy: a list of websites to be allowed, or a list of websites to be blocked.

How Chroma policy

P
5 -

7. Supply the URLs of the apps to be blocked, or to be allowed.

Huw Chrome palicy
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8. Supply the trigger and settings and click Confirm. The new policy will appear in the

Policies window.

9. Apply the policy to a device by selecting the policy and clicking Apply.

4.1.5.2 Removing a Software Policy from a Device

If you wish to remove the software policy that you applied to a device, there is an option in

the Policies screen to erase any policies.
To remove a policy from a device:

1. Open the Policies window.

Policies

dudi test

None
Apgty b remeve o sling palicy x

@ = , @

android for work c x-plore block

® =& , @ §g » @ = , =

test123 q NEW COMMAND FOLICY

ADD MEW

£

only fitter u

® & , @ § A

- u

e & , @ §g o

TA- Block Youtube q

CAMCEL

= =
% *

2. In the Policies window, select the None option, and click Apply.
You will see a popup informing you if the software policy was removed successfully.

4.1.6 Workflow

This feature allows sending a series of commands to a device. The Workflow command
allows you to arrange a series of commands in a particular order, save the arrangement, and
deploy the workflow to a device or fleet of devices. There are also options to create a
Favorites menu or move commands around within workflows.

When you click on the Workflow icon, the Workflow window opens:
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Workflow 3 Ses A b

- L] - = - -~ - ] - = - -~ - L] I B - -~

send message Name Your Workfow 2606
D pour Wer o

® N - B il » ® N s @ [] » ® N 5 @* [ »
DCIM 1234547 8-12 deim 15.06 G

® N -5 @ [ * e ¥ s @ 1 * @ % -5 @ 7 »
workflow oy 14.06vr

® N 7 @ ® vV 75 0N

CAMCEL

You select an existing workflow and apply it or add a new workflow tile to the list.
To add a new Workflow:

1. Click on the Add New button in the lower left corner of the Workflow window.
The New Workflow—Edit Details screen opens.

New workflow a

workf nama
Test Workflow
ok fiva descript
Hiustration

Set as private

This Fepasitory tem

Set as read-only
This repositony hom

|

2. Provide a name and description for the workflow.

3. Click on the Set as private button if you would like the Workflow option to only be
visible to you (the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Workflow. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @

5. To add commands to the workflow, click on the Commands icon E .
6. Click on Add Command.
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The Commands Grid opens.

Advanced messaging Clear apps data Device alert
o =
Device settings Disable apps Enable apps
—_
Ve £
Firmware update Install package Kiosk
& L
Manage users oTa Policies
2 ~
> = 5
Remaove Doogle accounts
Remote execute fmr?ﬁ:lgwme Restart
O &= 0]
Send files Send message Shutdown
S ! X
Smark recovery Sound siren Time out
Uninstall packages Wake an lan

Figure 4-20: Workflow Commands Grid

7. Select a command from the grid. It will appear in the New Workflow window.

New workflow a8 x

ADD COMMAND

Sound siren Stop an fullre
= Sound Siren ﬂ Wkt i done

—

8. Select all the commands for the desired workflow in the same manner, using Add
Command.

9. If you wish to rearrange the order, click on the Press to drag icon, and move the
commands in the preferred order.
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New workflow a »
ADD COMMAKD
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e
Sound siren Stop an fadurs "
¥ Sound Siren B wait until carm §
Step on B |
=] Advanced messaging failurs :
Advanced Messaging : Hamlet Me...n Wit urtil
don
Stapn A

= Send message faiture P
Papup message: Test : Did we got_ gy Watuntil
g dung

-

10. Click Confirm to save the Workflow.
11. To implement the Workflow, select it in the Workflow window, and click Apply.

4.2 More actions—Additional Commands

Clicking on the “More Actions” button will give you access to all the other options in the
Command Grid. The commands that will be displayed will depend on the operating system of
the user’s device, since there are commands that apply only to Android or Windows devices,
for example. A full list of commands appears in Appendix A.

= Radi = = e ] 7 B Hadateni
b sl o N N e T P — refen Yarm i - i
B8 Deshoown Devites vrumai 1 ossice seissin - L] * e W | B Groups
WP irmiad (ki A s ton cere Crasye mper -
L0 fwwces
B weare 1B : L . T
] o &l
LB 8 - » arsoordon Sodaerts.  Dnsvess - -
== - # = = &
....... S S —
a T— a8 - e s 1 =
= : -
- 1t Lot =
sk anags smar urtres
% -
-
v eemmesme Rl aparals
o [ ;] b ]
e i & g
L [r——— Terad
y 2
—— adann

Figure 4-21: Accessing the Commands from the More Actions button

4.2.1 Android Commands

4.2.1.1 Android for Work (AFW) install/uninstall

Android for Work (also known as “Android Enterprise”) is a feature that allows you to use
your personal Android device for work purposes, by setting up a separate device profile just
for business use. This helps ensure security of work-related apps and data.

If you have properly enrolled in the Android for Work program (as detailed in the chapter on
Account Settings, in Section 10.5, Android for Work), you can select apps for specific
Android devices using this Radix Device Manager feature.
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After you have selected apps and policies to be applied to your Android devices enrolled in
the Android for Work program as detailed in Section 4.3.5, they will appear in the AFW
Install window:

AFW Install
& Install Uriinstall
tithe pricing purchased  instaled  remadning
Afabs Acmos! Roador Bdit POF fregwWithinapoPurohats n
m ke Jokm § Buvinees sy FraeNininpgPurchase v
whatsfop Mesienger FroanithindanPurchase o
s m

Figure 4-22: Android for Work Install window

As explained in Section 4.3.5, click on the Android for Work icon in the Devices Console,
to open the Android for Work window:

Android for work %

®
l ADD APP J
a b
Public apps

=t Slack 0
¥ £l your team communication in-one place

L Adobe Acrobat Reader: Edit POF o)
Gl S'on POFs on the go. Effortlesshy il in, send & recoive files.

e Gaoogle Chroma e

Google's fast and secure browser

,g Evernote - Note Organizer

Notepad & Plannes: Take noles, create daily tazkes and organize to-do lisis. a

Linkedin: Jobs & Business News

Make connections. begin your career journey. & find the job that's right for you u
Netfiix ]
Hetfiix is the leading subscription service farwatching TV episndes and movies.

CLOSE

This will give you options to install apps onto devices enrolled in the Android for Work
program.

To illustrate, we will select the Duolingo ABC app to be installed on our Android device:

1. Open the Public apps window, and click Add app.
2. Inthe Approved apps window, search for Duolingo ABC.
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| ]
+

" ok fun |
tolearn to read

Approved apps b
B Google Play | Duolinga o @
B
6 MEM
© CE dg +Babbel
am : S
| &2 -

Dualingo: Langus =L Memnse: speak & DET Praciice Babbel - Leam L

Duwsalinga % Arng Global Babbel

Leam ko Aead - Duchnga ABS

kW LI T ¥ LB

Falou - Fastlan: Hosetta Stone | LingoDeer - Les: HelloTalk - Lear Mondly: Learn 41 Bealinguapp Lan

Moypmar Rasetta Stona Ltd LingeDaar - Leam Lo~ HallaTalk Learn Lanp AT Studias Baslnguapp Langua:

oAk ek e o ok koA LA 8 LE S A8 ek

- AR L — BN

CLOSE
3. Click on the app to select it, and click Approve, and then click Close.
Approved apps ®
<« | Search | % @

B
& Learn to Read - Duolingo ABC

Dunlingo wwwwy P2TA &
B PEGI3

@ Thizs app is only available in cortain countrias

effective learning
through play

Hids improvad
literacy seares by

28% i 9 weeks

Duolingo ABC now appears among our options:
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Android for work ®
| ADD APP
Public apps
|
=i. Slack 0
o your team communication inone place

Adobe Acrobat Reader: Edit PDF 0
Sign POFg an the go. Effortlecsly il in, sond & receive files.

Google's fast and secure browser

Learn to Read - Duolingo ABC P
Lesarn how to read with fun educational games for ages 3-8 Learn phonics B moral

Go Google Chroma 0
.
2

Evarnote - Note Organizar
MNotepad & Planner: Tske notes. create daily tasks and organize to-do Este.

Linkedin: Jobs & Business News O
Make connestions, begin your career journey. 3 find the job that's right for you

GLOSE
4. Select the Duolingo ABC app in AFW Install and click Confirm.
AFW Install *
(@) Install | Uninstall EE; Learn to Read - Duolingo ABG
title pricing purchased installed remalning
:i.' Slack free
_j-_ Adobe Acrobat Reader: Edit POF freeWithinAppPurchase u}
G Googhe Chrome free
E Leam to Read - Dualingo ABC free
g Evernate - Note Organizer freeWithinAppPurchase ]
0 clarin free
o mason frae
m Linkedin: Jobs & Business News freeWithin&dppPurchase i

CANCEL CONFIRM

Duolingo ABC will now be installed on your Android device.
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P Lenovo TB-J606F = (] X

Figure 4-23: The Duolingo ABC app appears on the remote device, after being installed using AFW
Android for Work is described in greater detail in Section 4.3.5 and Section 10.5.

4.2.1.2 Change Agent Password
This allows you to change a remote user’s password. The remote user will need this password
in order to make any changes to the VISO agent app on their device.

Change agent password X

Figure 4-24: Change Agent Password window

Subsequently, the remote user will have to enter this password when they try to modify the
settings on the Viso agent on their remote device:
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P | enovo TE-JG06F =2 a *

w4BPM B G [ D -

Enter Password

Figure 4-25: Remote device user being prompted to enter the Viso Agent password

If they enter the wrong password, they will receive the following prompt:

M Lenovo TB-J60GF = () X

Enter Password

Wrong password

CANGEL PLEASE WAIT BEFORE RET !u'-lrl[,

7123 L] » 7123

v L L

Once the remote user enters the password correctly, they will be able to resume use of the
Viso Agent app for 30 seconds without having to enter the password again:
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Viso

Device ID

HA195F3Y

Domain
qa
Tags

Q

®rbp

\/

For the next 30 seconds, you won't need a password when resuming to the app

4.2.1.3 Clear Apps Cache

Clearing the cache for an individual app frees up some storage space on a remote device and
improve performance on an app that is malfunctioning or even crashing. The Clear apps
cache command will clear the data cached by the specific apps installed on the device. This is
a preliminary step to try, when encountering performance issues.

The remote users can clear the apps cache on their Android devices by going to
Settings>Apps & notifications>Selecting the problematic app>Storage>Clear cache. But
doing it via the Radix Device Manager can allow clearing the cache for many apps, on many
devices simultaneously.

Note: If the selected apps on the device are still not working properly, you can continue with
the Clear Apps Data command in the next section, which removes all app data on the device.

When you click on the Clear apps cache tile, the Clear apps cache panel opens.
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Clear apps cache

o

1. Select a particular app by clicking on the Add icon + . The app will now appear in
the right-hand column of Selected apps.

2. After you have selected the desired apps, click Clear cache. This clears the cached
data on the device.

4.2.1.4 Clear Apps Data

This is useful in situations where an app is crashing or displaying other issues. Clear apps
data will clear the user’s history on the device and require them to log in again. This
typically will solve most performance issues.

When you click on the Clear apps data tile, the Clear apps data panel opens.

Clear apps data
W sl Balected opps
a Wi [
i
8
B Fme ;
B - ¢
. [l
g =
[ e ;
» B
e

3. Select a particular app by clicking on the Add icon + . The app will now appear in
the right-hand column of Selected apps.

4. After you have selected the desired apps, click Clear. This clears any data on the
device.
For example, if you select the Calculator app, it will remotely clear the calculator
display on the device, and close the app.

4.2.1.5 Collect Logs
This allows you to create a log file of activities performed on a remote device.
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This option is available from the Devices Console Ribbon, or from the device’s three-dot

menu.
Remate control Advanced messaging
K
- * o
AFW install / uninstall Change agent passwornd Clear apps cache
e E &
Clear apps data Collect logs Device settings
&
= y
Disable apps Enable apps Firmware update
= -

1. When you click on Collect logs, the Collect logs dialog box opens, asking if you want
to collect activity logs from the selected device.

Collect logs

Caollect log files from selected

2. Ifyou click Yes, a confirmation that the command was sent will appear in the lower
right corner, and a notification will appear in the lower left corner, indicating if the log
file was created successfully. If you performed the command on a number of devices,
the number of devices will appear in parentheses.

3. Click on the notification, to open the Command Status window.

Command status [ Ad-Hoc - Collect log file) x|
e (P -
o Tiens Statun
HAISSFEY | YahudaP} Dao 24, 2024, M:456.53 AM (=) Command axssuted Mera Info
HAIRSF IV (¥ahudaP) Do 24, 2024, 114450 AN 4 Command semt

A o

1 | Penng

100% 0% 0%

4. When you click on More info, you will receive a clickable link of the log file.
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Command status [ Ad-Hoc - Collect log file) ®
| statusfitter: an | E = (=]
]} Time Status
HAIFSFEY {YahudaP) Dac 24, 3024, 12 4£:63 AWM (=) Command axecuted Hove é_’]‘ ~

0 .

Success

100% 0% 0%

HAIRSF3Y (YehudaP| DOoc 24, 2024, 12 44:50 AM

5. Click on the link to download the log file to your computer. Alternatively, you can
right-click on the link to copy it to the clipboard, and then paste it into a browser tab.
This will also download the log file. The log file will be in *.txt format.

File Edit View

F ———————— beginning of system

12-24 19:54:29.288 997 1837
12-24 18:54:29.381 1384 1384
12-24 18:54:29.456 1384 1468
12-24 1@:54:29,555 1384 1668
12-24 1@:54:31. 8081 1384 1593
12-24 18:54:35.262 1384 1441
12-24 19:54:35,383 1384 1828
12-24 19:534;:35.337 1384 1452
12-24 18:54;35,351 1384 1838
12-24 1@:54:35,362 1384 1831
12-24 18:54:35,381 1384 1384
12-24 1@8:54:35 725 1384 1458

I storaged: steoraged: Start

I chatty : uid=1880 system_server expire 91 lines

I chatty : uid=18@8{system) batterystats-wo expire 8 lines

I chatty | uld=18@8 system_server expire 1 line

I chatty @ uld-1@@8 system_server expire 1 line

I chatty @ uld=18@8{system) android.display expire 1 line

I chatty : uid=1880{system) NetworkWatchlis expire 1 line

I chatty : uid=1880{system) android.bg expire 3 lines

I chatty . uld=1880{system) StorageManagerS expire 2 lines

I chatty . uld=1088 system server expire 2 lines

I chatty . uld-18@8 system _server explre 233 lines

I chatty : uid-10@8{system) HuBinder:1384 1 expire 1 line

12-24 1@8:54:35.979 1872 1872 I android.hardware.wifigl.@-service-lazy: Wifi Hal is booting up...

12-24 18:54:35.979 1872 1872 I android.hardwsre.wifigl.@-service-lazy: Registering HAL: android.hardware.wifi@l.3::IWifi with name: default
12-24 19:54:35.981 1872 1872 I ServiceManagement: Registered android.hardware.wififl.3::IWifi/default (start delay of 4B8ms)
12-24 1@:54:35,998 1384 1841 I chatty : uld=10@B{system) ConnectivitySer expire 1 line

12-24 10:54:36.832 1384 1469 T chatty : uld-10@8(system) PowerManagerSer expire 3 lines

12-24 19:54:35. 640 1384 1384 T chatty @ uid-18@8 system_server expire 185 lines

12-24 19:54:35.875 1384 1496 T chatty @ uid-10@0({system) PackageManager expire 1 line

12-24 19:54:35,157 1284 146@ I chatty @ uid-10@B{system) batterystats-wo expire 2 lines

12-24 19:54:36,162 1872 1872 I android.hardware.wifi@l.@-service-lazy: Wifi HAL started

12-24 10:54:36,182 1372 1872 I androld.hardware.wifl@l.@-service-lazy: Adding interface handle for plpd

12-24 18:54:36.182 1372 1872 I androld.hardware.wlfl@l.@-service-lazy: Adding Interface handle for wland

12-34 1@:54:35.183 1872 1872 T android.hardware wifigl @-service-lazy: Adding interface handle for wifi-awared

12-24 18:54:36.183 1872 1872 W android.hardware wifigl.@-service-lazy: No active wlan interfaces in wse! Using default
12-24 18:54:35.183 1872 1872 W android.hardware.wifigl.@-service-lazy: No active wlan interfaces in uwse! Using default
12-24 18:54:35.188 1872 1872 I android.hardwsre.wifigl.@-service-lazy: Configured chip in mode 3

12-24 19:54:36.188 1872 1872 W android.hardware.wifi@l.@-service-lazy: No active wlan interfaces in wse! Using default

Figure 4-26: Typical log file

If you want to collect logs from several devices, you can check the checkboxes for the
devices in the Device Console, and then click on More Actions>Collect logs in the Devices
Console ribbon. In the example below, logs will be collected from three devices.

- 1 - ) ,
= Itaitla’( = = & = it
—-— W ol | bl | | Trskaaiiog Pt ki kit
g r— Devices =
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i o e— o s W &, 707, TN B L
e b Mova il o e
e
@ Commancs ] HATDEFEY - ¢ Yohuab Do &, 3504, &3 d : B sl
&% Users a MANIOOSGESE oy Wi PO e Jun 37 PIOL 6D AM [y—— Giasbinsppn S—
s Dwwce hossn =] »
——— Pt it S ot
B Remsholes

Figure 4-27: Collecting logs from several devices
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4.2.1.6 Disable/Enable apps
This allows you to remove an app from a device or reinstall it.

This option is available from the Devices Console Ribbon, or from the device’s three-dot

menu.
=) & *
Advanced messaging AFW install / uninstall Change agent password
Clear apps data Device settings Disable apps
—
& =
Enable apps Firmware update Install package
a l
Kiosk Manage users Metrics
]
N N -
oTA Policies Remote control
® ~
>_ S L. ¥
Remove Google accounts
Remote execute from device Restart

1. When you click on the Disable Apps tile, the Disable Apps screen opens.

Disable apps

E O
¥ o

a@8fnve

2. Select the apps that you wish to disable by clicking on the Add to List icon +. The
app will now appear in the Selected apps column.
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Devices Console

3. Click Disable. The apps that you selected will now be disabled on the device.

To reverse the process and enable an app:

1. Click on the Enable apps tile.

P9

AFW install / uninstall

Clear apps data

Enable apps

Group dashboard

fod

Metrics

Remove Google accounts
from device

P

Apple custom command

*

Change agent password

Dep Apple profile Disable apps
Exportto CSV Firmware update
a
Kiosk Manage users
<
N >
QTA Remote execute
7~
o w
Scheduler & triggers
Restart command

2. Select the apps that you want to enable, by clicking on the Add to List icon.
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3. Click Enable. The app will now be enabled on the device.

4.2.1.7 Firmware Update
This option allows you to update the device’s firmware, for better performance and security.

Firmware update

Are you sure you want to update the firmware on the selected device?

n

Note: Not all devices allow remote firmware updates via the Radix MDM. If your remote
device does not support firmware updates, you will get a “Command failed” message:

Command status ( Ad-Hoc - Update firmware)

b dirvion by 10 Status filter: All . B c @z
{1+] Tima Status
HATREFEY (yahudap) Sep 29 2024, 1M:54:55 AM @ command failed Mo info A
'\_r
Note: Nob supported for thiz deviee
0 1 0
HAWEFEY (pahustan) Sep 2%, 2024, 15458 AM + Commana sent Sutcesa | Faiked Pending

D% 100% 0%

CLOSE

Figure 4-28: Message when attempting a firmware update on an unsupported device

4.2.1.8 Kiosk
This option allows you to use a device as a display in a kiosk, as in a storefront or hotel.

4.2.1.8.1 Applying a Kiosk Option
1. When you click on the Kiosk command tile for a selected device, the Kiosk options

that are relevant to that device’s operating system will appear.
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Kiosk
None mennra Hotel KIDSK
Appiy 10 reenove existing kicik
@ = / @B 7§ * ¢ = , @ § +
aevice - ook rocket q auo / wikipedia q
® = ;5 @ ® = , @ § ~ ® = /s @ § g
ATV Kiosk -lock q ATV Kiosk - streaming u youtube -kiosk q
¢ = , & § # ® = , @® §g ® =& , @& §F o
| I I
i wew camces m

2. Click on one of the kiosk options to select it, and then click Apply. In our example,
we selected the Hotel Kiosk display.
The kiosk option that you selected will be displayed on the device automatically.

Cakculator www radin
1o

Froe Self-Parking

You can also add a new Kiosk option and customize it according to your preferences.

4.2.1.8.2 Creating a New Kiosk Option
To create a new Kiosk option:

1. Click on Add New. The New Android Kiosk screen opens in the Edit Details option.
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s

New Android kiosk o

Sat as private

Sot as read-only

At

The New Android Kiosk window has the following icons:

Table 4-11: Kiosk Editing Options

Icon Description
2 | Edit Details
Allow List
Web
General
Wallpaper
2. Assign the Kiosk command a name and a description.

Click on the Set as private button if you would like the Kiosk option to only be
visible to you (as the creator of the item) when using the Radix Device Manager.
Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Kiosk. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the
screen turn to a “locked” position @

Click on the Allow List icon. You can select which device apps will be included in the
Kiosk option by clicking on the Add to List icon .

The apps that you selected will now appear on the right-hand side in the Selected
apps column.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Ra d ix Devices Console

Hew Android kiosk a =

l Bemuve duplicate Selected apps

E Contatti
Tenzl‘unI | i >
Emneteiingen <
a .g, o as
. Play Stone
T Bt

m

6. Once you have added an app to the Selected apps list, you have a number of options
to run the app as soon as the remote device boots up:

Edit 'youtube -kiosk o =
y
a
Rumove dunlicats Belected apps
: YouTobe
i} carm.android contacts 30731 ! B oo 1oL D o
o
L Traluf!;fn . . - ‘\'Sul'uw. . 08 P .
Setar em GPU-Z e =
Flay Slore . PR CFU-E o~ S oo
B o ancidvending 82692040 - comopuldepu_z 2 GrewB
cPu-2 Spotl —,
e + e =, . oees
Calculator Spotify ~
’ oM. gnogieandid celculator_ TECOO0S08 id ( . com epotify b antend 8foom spotFy.tv.andmid, Sooti CIRHN T
Caiangar Spotify @ &
_ SRS — + @ o ctiimisi e eeem@
Spotif N A
4 | =0 TR
MorgWPH . wss  fAgario Py = T
Howva? Camera TR
B z " R 0@ ns
Daotby Atmos B oy R
exemlulbsy i 27 Oy gRE
Duo Pl = .
= ¢ £ 3 [ E ®a o
CANCEL CONFIRM

The options are as follows:
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Selected apps

Youluba - ) =

e l-\f- (&3 Y I S |
YouTube ~ I - -

e com.googleandrokd youtube/com.google-android. apps.youtube ap. Degewmi
YouTuba - .

@ o poogleandroidyoutube_ 1544943040 ® 8o

o Launch first: Selecting this will launch the app upon every restart/boot/startup. Once
you close that app, it will be displayed on the Home page with all the other apps.

e Launcher app: Selecting this will prioritize this app as a “launcher app”: This
launches the selected app as soon as the Kiosk command is sent to the remote device.
Assigning an app to Launcher app status will effectively lock the device into running
only that app. The Home, Back, and Recent Apps buttons on the remote device will
essentially be inoperative. The device will automatically revert back to the app selected
to be the Launcher app.

Note: Only one of the selected apps in a specific Kiosk can be assigned Launch first or
Launcher app status.

o Hide icon: This will hide the icon of this app on the device. The remote user will not
be able to operate this app, until the Radix Device Manager user reactivates the icon.

o Remove: This will remove the app from the Selected apps list.

7. Click on the Web icon, to select whether you want an Allow list of URLs that you
want on the Kiosk device, or a Block list of URLs that you do not want on the Kiosk

device.
New Android kiosk o =

Albow Bt

Biock list

ki

The Allow list window offers the following options:
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Edit "youtube app whitelist & web blac... ' o~

Salect biocking t
Allow list

Permitted URLs
Specific URLs that will be allowed

&

QL hir Nisks Wen faviene b 5 ¥

hitpe:youtube.com

To add a URL to the Allow list:

a. Enter the URL, as well as a distinctive name for the website

b. If you wish, you can upload a Web favicon from your computer to employ as the icon
on the Kiosk device to distinguish this website. If you choose not to upload a favicon
file, the Device Manager will use the default favicon for that website.

c. Click on the Add to Allow List icon.
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Edit 'youtube app whitelist & web blac... ' s
rd ciact hlocking rvpe

Allow fist
o

Permitied URLs

Specific URLs that will be ofowed

WL BE DTLCTM ESPN Pit:turt: 4-20.p00 1

E Y

hittos:Ayoutub-e.com

mn

Figure 4-29: When selected, this kiosk mode will only allow access to the YouTube and ESPN websites

The Block list window offers the following options:
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Edit ‘shery Web Block List' o x

Block list

Blocklist UALs

AL that will not be alowed
]

voww. yahoo.com

httpssiwweswikipeda.org/

To block access to a website on the kiosk device

a. Enter the website’s URL in the text box.
b. Click on the Add URL to list icon to add it to the Block list.
8. Click on the General icon. This contains options to choose:
e A method of triggering the Kiosk, as treated in Section 4.2.1.15, Scheduler &
Triggers Command,
e Adding settings to the Kiosk, as treated in Section 4.1.4, Device Settings, and
e Determining the orientation of the Kiosk’s wallpaper, as well as options to
adjust the icon size and font size in the Kiosk display.
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New Android kiosk a8 X
4 Activate kiosk by trigger
This will allow you to activate and stop the kiosk by a selected trigger
SELECT TRIGGER
&R
&
o Add Settings to kiosk
This function will allow you to add Settings Repositories to your kiosk
SELECT SETTINGS

Please notel once exiting kiosk mode. only applied settings with allow/disallow configuration will revert to the
original state (e.g. disallow install apps will revert to allow install apps)

Orientation:  Auto rotate ~

Figure 4-30: Kiosk Mode Trigger and Settings options
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New Android kiosk

Activate kiosk by trigger
This will allow you to activate and stop the kiosk by a selected trigger

Add Settings to kiosk
This function will aliow you to add Settings Repositories to your kiosk

e Orientation:  Autorotate
lcon size:  Medium

Font size:  Large v

rontcoior: [l

|

Figure 4-31: Options to adjust icon size and font color in the Kiosk display

9. Click on the Wallpaper icon to select an image to serve as the kiosk’s wallpaper.
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New Android kiosk ad X
v ;
Set Kiosk wallpaper (,)

@ Wallpaper file

Stretch on screen

b

If you do not select a wallpaper, there is a default wallpaper option that will be loaded
instead:

P Lenovo TB-1606F — (] X

Figure 4-32: Default Kiosk Wallpaper on remote device
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10. Click Confirm. The kiosk option that you created will be saved in the Kiosk window.
11. To use a kiosk option, select it from the Kiosk window, and click Apply.

4.2.1.8.3 Removing a Kiosk Option from the Radix Device Manager side

The remote device will be limited only to the selected apps and websites associated with that
kiosk item, for the duration of while it is in Kiosk mode. If you want to use the device for
other apps, you will have to remove the Kiosk mode that you have applied to the device.

To remove a Kiosk mode:

1. Select the Kiosk command tile. The Kiosk window opens.

Kiosk o st Az " c

None

Apply to remove axisting kiosk x

menora

W

rocket dudi kiosk

® & , ® §F * @ = , @ §F

° duo / wikipedia u
® = J @ §F A ® = , & § A ® =& , # §g #

ATV Kiosk - streaming u youtube -kiosk

ADDHEW ‘CAMCEL

ATV Kiosk = lock

2. Select the None option and click Apply. The device will now revert to full
functionality again.

4.2.1.8.4 Removing a Kiosk Option from the Remote Device (Viso Agent) side

When in Kiosk mode, a remote device is limited to a fixed set of applications and websites.
In the event that it is not possible to remove the Kiosk mode from the Radix Device Manager,
there is also an option for a remote user to cancel Kiosk mode on their remote device.

To remove the Kiosk option from a remote device:

1. On an Android device, tap on the screen 5 times. For a Windows or ChromeOS
device, perform 5 mouse clicks on the computer display. You will be prompted for a
password.
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2. Enter a password (or leave it blank, if the kiosk is not password-protected), and click
OK. The Kiosk menu opens:

ETO0P KIOSKMODE

DONFIG KOSK MODE

4.2.1.8.4.1 Start Kiosk Mode
If you tap Start Kiosk Mode, the device will resume the latest Kiosk setting.

4.2.1.8.4.2 Stop Kiosk Mode

If you tap Stop Kiosk Mode. the device will go back to its normal functionality. You will
receive the following screen:

Resume Kiosk aftes systen reboot®

e Select Yes if you want the device to revert to Kiosk mode after you reboot it.
e Select No if you want to remove the Kiosk mode from the device entirely.
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4.2.1.8.4.3 Config Kiosk Mode
Tap Config Kiosk Mode to modify the kiosk settings. You can change the list of allowed
apps and URLs and apply a software policy to the device.

e Apps whitelist/blacklist: This allows you to select from apps already installed on the
device, whether they should be allowed or blocked.

251Pm ¢

Policy builder

POLICIES

White list
C Black list

¢ None

0O @« Assistant

mg ndroid goopleassintant
0 3 Bamboo Paper
com wacem bamboopapertab
- Calendar
OB
=l | Camera
com lenavatah camara

G Chrome
com android.chrome
0 Clock

m.google androxd deskelo:

O Contacts
" com google androsd contaat

0 f)c:\ll‘;v‘l‘v\?x‘nv:):;‘

e Web Whitelist/Blacklist: You can select URLSs to allow or block on the Kiosk device,
by adding them to a whitelist or blacklist.
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12I1PM =G @

Policy bullder

White list
Black list

None

To add a URL:

1. Select whether you want the URL to be on an allow list (whitelist) or a block list
(blacklist).

2. Click the blue Add icon in the lower right corner. The following window opens,
prompting you for an URL.:

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Ra d iX Devices Console

3. Enter the URL and tap OK. In the example below, we added Yahoo! to the allowed
URLs.

The URL will be added to the whitelist of allowed URLSs.
4. To delete the newly added URL, tap the Delete icon on the right.

White list -

5. The tablet’s Kiosk display now shows the added URL:

e Policies: This allows you the user to block or unblock the ability to install apps on the
remote device, set the background image and its orientation, and set a policy
password.
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12 E G W

Policy builder

POLICIES

) siock instat apps
Set background image
[[] streteh Background

Onantatio Auto rotate

SET PASSWORD

To save changes to the list of apps, URLs, and policies, tap the checkmark in the upper right.

124PM E G @

Policy builder

POLICIES

) siock instat apps
Set background image

[[] steteh Background
On=ntatio Aulo rotate

SET PASSWORD

Policy saved

You will see a confirmation in the lower left corner that the Kiosk policy has been saved.

4.2.1.8.4.4 Set Password
This allows you to set a new password to the Kiosk mode.
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Enter Password

New Password

Confirm Password

4.2.1.9 Manage users
This allows you to create or remove users on a particular device.

The Manage users feature can be accessed by:

e The device’s three-dot menu
e The Devices Console Ribbon
e The Device Dashboard, under Manage.

Power

Manage
REMOVE [ ]
RENAME A
TAGS )

| CHANGE AGENT PASSWORD *
RESET AUTH TOKEN P
@
-

REMOVE GOOGLE ACCOUNTS

MAMNAGE U@?S

SCREEN SETTINGS

v i)

FIRMWARE UPDATE

1. When you click on the Manage users icon, the Manage users dialog box appears.
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2. Supply the username, select Create user or Remove user, and click Confirm.

Manage users X

(@) Create user

. Remove user

User name

Note: You must have Administrator privileges to create and remove users from using this
feature.

4.2.1.10 Metrics

This provides graphical displays of app usage on a device, to see which apps are used the
most, and which are used the least. This information can help you make fact-based decisions,
to optimize the usage of your device and make it into a true business asset.

When you click on the Metrics tile, you will see graphs that tell you about app usage.

Matrics

Dct 02025 - Wow B 2023

Mot used oppe Lnont unesd spps
4 3 # J 2 . P r .
& 1 4 FF £

.{I

Appusage s E v Mg asage chart

ELnee

There is also an option to select a range of dates, search for an app and view its usage stats,
and to graph the results for a specified time period.
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Metrics 2 X

| Oct 16, 2023 - Nov 16, 2023

OCTOBER 2023 ~ [ ]
Least used apps

Su Mo Tu We Th Fr Sa

1 2 3 4 5 -} 7

8 L] 10 M 12 13 4

4.2.1.11 OTA
This enables an Android device to receive and install updates to its operating system or apps,
or to dispatch an image of an operating system to a device.

When you click on OTA, a grid of stored OTA updates appears.

oTA 1 i +

Clevertouch LAC- 0TA u Risevision G Clevertouch LUX - DUMMY OTA q

@ o /5 0 § 2 e g /s Q0 §F A @ o 75 0 §F A
Newline 2304+ v1.0.62 q touch (2) u Pax-FNB u

@ o s 0§ # @ o /S 0§ A @ o S 0 75 #
it (2) u nita1 (2) u hita1 q

@ o s 0 §F 2 e g /s QD §F e g /s 0§ #

You can choose to edit an existing OTA setting or add a new one.
To edit an existing OTA setting:

1. Select the tile of the desired OTA setting and click on the tile’s Edit icon. The “Edit”
window opens.
2. Supply the name, description, URL etc., and click Confirm.
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To create a new OTA setting:

1. Click on Add New in the OTA panel of options. The New OTA window opens.

New OTA o ®

Setas private
Thiz reposiory

Set as read-only
Fis rapitistttby Ibevr

e [

2. Supply the necessary information in the fields.

3. Click on the Set as private button if you would like the OTA setting to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the OTA setting. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @
5. Click Confirm to save the OTA setting.
6. To send an OTA option to a device, select the relevant tile, and click Apply.

4.2.1.12 Remote Execute
This option allows the Radix Device Management user to execute a particular command line
command or script on a device, or even on a group of devices at once.
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When you click on the Remote Execute tile, the Remote Execute window appears.

Remote execute 0 A
smartcli launch Canal+ Setting imago
@ > /, ® § » ® &8 /s @ 1 A ® > /s ® § #
caleulator Tap Mainland france Click Add accessory
@ > 2 @ § # ® > s ® § » ® > -2 ® §
Click Remote & Accessori.. Open Settings 16.02 - clear Android TV Youtube ...
— >— A—
ADD MEW CANCEL

You can select one of the existing options or create a new script to be executed remotely.

To create a new command to be executed remotely:

1. Click on Add New in the Remote execute window. The New Remote Execution
window appears.

New remote execution a X
[ Name

Name is required

Command

Arguments

@ Command line O Script
Wait for exit
Collect output

Run with high privileges

Set as private ~
This repository item will be visible only to this user

Set as read-only F
This repository item will be editable only to this user and [ )
admin users, and read-only for the others )

Figure 4-33: Remote execute command interface
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Supply the command line arguments, or a script, and click Confirm. The new command will
appear in the Remote Execute window. The table in Appendix E: Remote Execute
Command Reference has some useful command line commands, as well as instructions for
filling in the other keyevent command options.

2. Click on the Set as private button if you would like the Remote Execute option to
only be visible to you (as the creator of the item) when using the Radix Device
Manager.

3. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the Remote Execute command. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock
icon at the top of the screen turn to a “locked” position @ .

4. Select the command and click Apply. The command will be sent to the selected
device.

4.2.1.12.1 Examples of a Remote Execute Command
Let us perform some simple examples of a command that we send to a device remotely.

4.2.1.12.1.1Example No. 1: Top Command
We will illustrate the remote execute command with the Android command “top”. The “top”
command will get a list of processes running on the remote device and display the result.

To use the Remote Execute command “top”:

1. From the Overview Dashboard, click on the Devices Console icon, to see a list of all
the available devices.

:: Dashboard
[0 Device I 3 4
3 Total devices Active devices h \ Total usars -
o Commands
&% U %) Connected devices Q © Last seen device locations o - Recently enrolled
devices
E Repositories
h HAI95FY
B Account settin ot 3

10
) .

0.0
am au

]
!
+ |
!
f
)/
!
/"
J
24mM >24M

2. Find the device to which you would like to execute the command. Use the Search Bar
at the top, to narrow down the selection.
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3. In the list of devices, click on the device’s checkbox at the beginning of the line where
the device is listed. The Devices Console Ribbon at the top of the screen will become
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4. Click on the More Actions icon in the ribbon at the top of the Devices Console page.
A drop-down list of possible commands opens.
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5. Select Remote Execute. The Remote Execute Commands window opens.

6. In the Search bar at the top of the window, enter “top,” to find the “top” command
(the second entry in the table above).
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Remote execute 0 top . # ‘

Amit " Set desktop wallpaper” Stop ADBD stop chrome

@ > s @

Stop user

® > - @

stop com.android.calculator2

e canci

This is what the “top” command looks like “under the hood” when we click on the Edit icon

g

4 on the Remote Execute tile:

Edit "top’ o X

Name
top

Command

top

Arguments
-n1

@ Command line O Seript

Wait for exit
Collect output

n Run with high privileges

This repository item will be visible only to this user

Set as read-only
This repository item will be editable only to this user and
admin users, and read-only for the others

Figure 4-34: Remote Execute command "top", showing the command and its arguments

(The argument —n 1 displays 1 line in the list of apps currently running.)
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7. Click on the tile for the “top” command and click Apply.

Remote execute tea S 3 @ <
Amit " Set desktop wallpaper" u Stop ADBD stop chrome u
e > J @ § # @ > 7 @ ® > - ® § A
Stop user top u |
® > J @ § » @ > -5 @ | ® » -~ M@ [ ] b4

stop com.android.calculator2 u

® > s @® T A

AL MEW GAMCEL m

You will get an alert in the lower left-hand corner, indicating that the command has been

executed.
— ¢ = = Nadtay
= Radix = R o = =
| mT— Devices g o e HA L] + = C M | B Groups
LD Owices a 08 F T Merdwers D 2 Nems 2 Emaid Lant aawn Lastion nge "
L - - ——— g ot RS Y,
& v
8 x
o g

o e

Figure 4-35: Alert that the Remote Execute command has been performed successfully

When you click on the Remote Execute command in the lower left-hand corner, the

Command Status window opens, showing you the result when the command “top” is
executed:
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Q Search device by ID Status filtter: all . E- 4 EE
{[1] Time + Status
HAT Dec 17, 2023, 4:10:34 FM (¥ Command executed @ Mare info -~
Result code:0
Command result:

[= [799C [9998 [&n [u [H [2 [7251 [H [J [s [F99C [9978 [6n [uTasks: 1total, 1running, Osleeping, Ostopped, O zombie
Mem: 5.5Gtotal, GL1Gused. A442Mfres.  4.8M buffers
Swap:  3.06 total, 5556M used, 240G free, 276 cachad
B00%cpu D¥usar OWnice OXsys 800%idle 0%iow D%irg O%sirg ORhost
[Tm PID USER PR HIVIRT RES SHR S[%CPU] HMEM  TIME+ ARGS [om
[im26458 systam 20 0 36M 3.46M 29M R 4.0 0.0 0:00.03top -n 1 [m [726h [Om M000:1H [K [7256k [72560 [Om [1000:1H [K

HAl Dec 17, 2023, 4:10:35 FM <1 Command sent

toma pocpoges 10w 1=20f2 1€ £ >

Figure 4-36: Command Status window, displaying the results of the “top” command

4.2.1.12.1.2 Example No. 2: Set System Settings
Another useful example is adjusting a device’s system settings using a remote execute
command. The syntax is as follows:

Syntax: set system <key> <value>

Here, we use the argument screen off timeout, which sets how long a device’s
display will remain lit, until it goes to sleep.

Edit 'set system’ ' X

Name
set system

Command
linternal

Arguments

set_system screen_off_timeout 7100000
@ Command line O Script
Wait for exit

Collect output

u Run with high privileges

Set as private
This repository item will be visible only to this user bt

Set as read-only )
This repository item will be editable only to this user and ( )

admin users, and read-only for the others
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You can fill out the fields with the following parameters:

e Command: !internal (the “!internal” command helps ensure that the user
has sufficient permissions to execute the command)
e Arguments: set system screen off timeout 7100000

In this example, the command will set how long the screen on the Android device will remain
lit. The argument for the amount to time it will stay lit is set for 7,100,000 milliseconds (=
118 minutes and 20 seconds).

4.2.1.12.1.3 Example No. 3: Set Global Settings
In this example, this command will turn on automatic date and time settings on the remote
Android device.

Syntax: set_global <key> <value>

Here, we use the argument set global auto time 1, to allow the Android device to
set its date and time settings automatically.

Edit 'internal set_global' g x

— Nama
internal set_global

ammand
flinternal

set_global auto_time 1

(@) Commandiime [ ) Script
Walt for exit
B coliectoutput

n Run with high privileges

Set as private

T =pository [tem will be visible onlv to this user
This repoesitory [tem will be visible only to this use

Set as read-only
This repasitory item will be editabile only to this user and

You can fill out the fields with the following parameters:

Command: ! internal (as above, the “linternal” command helps ensure that the user has
sufficient permissions to execute the command)

Arguments: set global auto time 1
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4.2.1.12.1.4 Example No. 4: Set Secure Settings
In this example, we use the “secure settings” option to disallow installing apps from any
unknown sources.

Syntax: set_secured <key> <value>

Edit 'Disallow install app from unkn... ’ a X
Disalluw install app from unknown sources ]
Command
linternal
Arguments

set_secured INSTALL_NON_MARKET_APPS 0

@ Command line (} Script
Wait for exit
n Collect output

Run with high privileges

Set as private
This repository item will be visible only to this user

Set as read-only =
This repo y item will be editable only to this user and

admin us and read-only for the others

You can fill out the fields with the following parameters:

Command: ! internal (as above)
Arguments: set_ secured INSTALL NON MARKET APPS 0

In this example, we employ the argument “INSTALL NON MARKET APPS” and set the
parameter to “0”, to disallow installing apps from suspicious sites.

4.2.1.13 Remove Google Accounts from Device

This allows the Radix Device Management user to remove all Google accounts from a
device, or to retain one. This is useful in instances where you want to transfer the use of a
device from one user to another, and you want to switch over the default Google account on
the device as well.

To remove Google accounts from a device:

1. Click on the Remove Google Accounts tile. The Remove Accounts window appears.
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Remove accounts X

! Remove allaccounts

(@) Keep ane account

Enter an account name you'd lke to keep

20COUNt

CANCEL CONFIRM

2. If you select “Remove all accounts” and click Confirm, you will get confirmation
that the command to remove the Google account(s) has been sent to the device.

3. Ifyou select “Keep one account”, you will be prompted to enter a Google account that
you would like to retain.

4. Click Confirm. You will get confirmation that all Google accounts have been
removed, except for the one that you wished to retain.

4.2.1.14 Restart
This allows the Radix Device Management user to restart a device remotely.

To use the Restart command:

1. Click on the Restart command tile. The Restart window opens:

Restart

Are you sure you want to restart selected device?

2. Click on Yes. The device will restart remotely.

4.2.1.15 Scheduler & Triggers Command

This allows you to create a trigger for a device (by timing, geofencing, Wi-Fi, or upon
Startup) from within the Device Dashboard, and lets you program the device’s reaction to the
trigger, by selecting a particular command to be executed.

When you click on the Schedule & Trigger command tile, the Schedule & Trigger
Command window opens:
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Schedule & trigger command X

*'Scheduler & triggers command’ allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

{ Command name l

[ SELECT TRIGGER ]
i
J

[ SELECT COMMAND ]

To use the Schedule & trigger command:

1. Assign a name to the command.
2. Click Select Trigger. The Schedule & Trigger window opens, with saved options.

Schedule & trigger 0O Sear A & a %
¥LP Timing tamp test tag gecfence
@
® 0 » ® § » ® 0 5 & § # ‘ ® & , # § #
lock my device if leaving .. HPS moto
® & , ® § # ® T 75 @ § # ® 0 » ® §
ADD HEW CANCEL m

If you wish to create a new Schedule & trigger command.

1. Click on Add New. The New scheduler and trigger window opens.
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New scheduler and trigger o x
P
Sat as private
Sut an read-only
o

2. Assign a name and description to the scheduled command and its trigger.

3. Click on the Set as private button if you want this new Schedule & Trigger option to
be visible only to you (as the creator of the item) when you log in to the Radix Device
Manager.

4. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this Schedule & Trigger option. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock

icon at the top of the screen turn to a “locked” position & .

5. Click on the Add trigger icon . You have four options to select as a trigger:
MNew scheduler and trigger o X
i surtup H

Wifi

React ta trigger state changed (For Policy andiosk itams) )
On condition eguals "0
(@) st End Notsing
On condition does not equal "0
start End (@) Nothing

—

e Timing: To execute a command at a particular date and time. The timing can be a
one-time trigger, a trigger limited to a range of dates, or a perpetual trigger with no
definite end date.
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New scheduler and trigger w

Timing

Dnes

cicio ©

1 @

Ay ondy if idl

|

Figure 4-37: Timing option with a one-time trigger

Mew scheduler and trigger '

Figure 4-38: Timing option with a trigger on defined dates
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Hew scheduler and trigger

Bpea, 3038 ot

Aaply orayif ke

Time ta g [ G
1

Figure 4-39: Trigger option with no end date

Devices Console

There are two other parameters that you can adjust in the Trigger option:

o Time to live: This is the time in seconds that you allow for the command to be
executed if the remote device is not accessible at the specified time

o Apply only if idle: When you click on this option, you specify that you want
the trigger to operate only if the remote device is idle. This is preferable in
instances where you do not want the remote user to be disturbed in the middle

of using a device.

o Condition command line: Here you can supply a line of code that will run the
trigger if the code runs properly and provides an exit code equal to 0.

e Geofencing: To execute a command within a certain geographic perimeter. You can
draw the perimeter on a map and specify that the command should be executed if the
device leaves that perimeter. This feature can be useful if a device is lost or stolen. For
example, you can use this feature to track a lost device and lock it down using the
Lock Device command or even wipe all personal data with the Wipe Device

command (Section 4.4.3.8).
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New scheduler and trigger o X
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Figure 4-40: Geofencing Option, delimiting a geographical area

e Wi-Fi: To execute a command upon receiving a Wi-Fi trigger.

New scheduler and trigger W *

[
{Ire |
Onenter:
(@) stant End Nathing
Onexit:
Btart End . Nathing

-

Startup: To execute a command on the device every time it starts up.
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Mew scheduler and trigger o =

Startup

whantaa

wery startup

React to trigger state changed [For Policy and e
Kiozk items)

On condition equals "0’
(@) Start End Hathing

On condition does not equal '0";
Start End (@) Hothing

-

6. After you have selected a trigger, you then click on the Select Command button to
specify a command to be executed.

Schedule & trigger command X
diri
=) - *
Adeances messsging AP st/ asinetall Changs agent passeond
-] W =]
Chear apps data Davien et Davica sattings
| SELECTTRIGOER
1
= »
Disabla apps Enatle apps Firmware update
| SELECTERMMAND | _
m & a 2
inutal packege Lock Manages usars
-
® 2. -
aTa Ramobe exoute anwmlﬁﬂmh
i >
Z i D
Fastart Seraen sattings Band Ml

7. After you select the command, you link it together with the desired trigger. The result
should appear something like this:
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Schedule & trigger command X

*'Scheduler & triggers command' allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

Command name
YLP Shutdown trigger - Shutdown

SELECT TRIGGER ]

selected trigger:

YLP Shutdown trigger [

SELECT COMMAND ]

selected command:

Shutdown

4.2.1.16 Screen Settings
This allows you to adjust the brightness and volume on flat panel devices.

When you click on the Screen Settings command tile, the following window opens:

Screen settings *

Input source

0o ©00

ANDROID P HOMM HOMI2 HDMIS op VEAT

Volume

#)

Brightness.

O

To use the Screen Settings command:

1. Specify the input source for the signal to the flat panel device.

2. Adjust the volume and brightness to the desired levels.

3. Click Confirm. You will receive a notification that the command has been sent to the
flat panel device.
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4.2.1.17 Send Files

Devices Console

This allows you to send specific files to a remote device. You can either supply a URL from
which to retrieve the file or upload a file from your computer.

When you click on the Send files tile, the Files window opens.

Files

cc

radix_mdm_25,6,1,757.apk

cpu-z

A0D HEW

® ¢ 7 B

PICO VR 12 FILES

@ O 7
image eldar

@ 4 /7
zZoom

@ mdm ultimo

» e & - § 2

- U

¢ B -~ ®

L]
%

zoom apk

CAMCEL

To add a file to the repository from the Internet:

1. Click on Add New in the lower left corner. The New File window opens.

New file

Select upioad method
File from Url

i Upload file

Set as private
This repository

Set as read-only

read-only for tha othars

tam will be visible anly to this user

o’

&

his repostiory tem will be editabie only to this user and admin users. and

o

*

2. From the Select upload method drop-down list, choose File from URL, and supply
the URL, as well as a name for the file in the repository, and a file destination (=
where you would like the file to be stored on the target device).

Page 118

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Devices Console

New file ' X

d method

File from Url
https:/B s icom/Valley-Taurus-Mountains-Turkey.jpg

Mountains

yestinatio
/sdcard/download

Set as private
This repository itam will be visibie only to this user e

Set as read-only e
This 1sitory item will be editable oniy to this user and admin users, and [
nly for the other

o [

3. Click on the Set as private button if you would like the file option to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of the file uploaded. Anyone with Administrator privileges can edit it,
while someone with only User privileges can only access it and use it but cannot edit
it. When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position @ .

eains-Turkeypa

Maountains

Jsdcard/downioad
Set as private G)
Set as read-only
This reposttory item will be edit | ned -‘
oniy for th othars o

5. Click Confirm. The new File option will appear in the Files window, allowing you to
send it to the selected devices.

To add a file from your computer to the repository:

1. Click on Add New in the lower left corner. The New File window opens.
2. Choose Upload file to upload a file from your computer to the Files repository on the
Radix Device Management interface.
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New file
Upload file
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Set as private
This repository tem will be I L
b abile rar

o [N

Devices Console

3. Supply a name for the file for how it will appear in the Files repository, and supply a
destination as a path, such as /mnt/sdcard/Documents.
4. Click Add Files to search for a file from your computer to upload. You can add

several files to the repository.

Hew file
Upioad 2
Hla
Haokground §
#mndcand Decumem s

Soreenshol 2024-03-H 2152500ng
Beresnshit 2028-03-24 20260000

Borosnshot B025-0-29 HbslSprg

i

5. When you have finalized your selection of files, click on Upload AllL
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6. Click on the Set as private button if you would like the file option to only be visible
to you (as the creator of the item) when using the Radix Device Manager.

7. Click on the Set as read-only button if you would like to limit who will be able to
edit the details of these files. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the
screen turn to a “locked” position @ .

8. Click Confirm. The files will be added to the Files repository item under the name
that you selected.

Files G Search az ! c X
windows wallpaper desk... u cec windows wallpaper script U
@ E 7/ § @ O /S 1 x e & 7~ § #
PICO VR 12 FILES a Badgrandil G Nowatana U

® O /s § 2 | ® B /5 1 # | ® F 7~ 5 #

ﬂ RadixVisoAgent_10.4.0... ﬂ cnmpletennatnmyzuz-l_ﬂ

ADD HEW CANCEL

1pic

Figure 4-41: The Files repository item "Background 11" has been added

4.2.1.18 Send Message
This command allows you to send a plain text message, with a message title and body, to a
device.

To send a message:

1. Click on the Send Message command. The Send Message window opens.
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2. Supply a message title and body and click Confirm. The message is sent immediately
to the device.

Send message *

Message tithe
Greeting

Mrssage bady
Hello World!

A

CANCEL CONFIRM

4.2.1.19 Shutdown
This command shuts the device down remotely.

To shut down a device remotely:

1. Click on the Shutdown command. The Shutdown window opens.
2. Click on Yes when prompted whether you wish to shut down the device.

Shutdown

Are you sure you want to shutdown selected device?

-1

4.2.1.20 Sound Siren

This option sounds an alarm on the device. This may be handy in an emergency situation, or
if the device has been stolen. You can instruct the device to sound off the alarm if it is taken
outside of a specified geographical area.

Siren

Are you sure you want to start 5 slren on selected device?

4.2.1.21 Tags
This option allows you to add to or remove tags from a device or user. These tags can help
you in grouping users together, or when searching for devices.
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Tags
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To add a tag:

1. In the Device Console, select a device, or several devices, by checking their checkbox
in the far-left column.
2. Click on More Actions in the Devices Console Ribbon and select the Tags tile.
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3. Enter the name of the tag that you want to apply to these devices, click Enter, and
press Confirm. You can add several tags this way. In our example, we add the tag
“January” to these three devices that we have checked above:

Tags ¥

it o rismnws Ragn S an o cted eyl

PP o

Janunry

Figure 4-42: The tag "January" will be added to those three devices
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4. If you wish to delete a tag from a device, select that device, click on the Tags

o

command, and click on the on the tag you would like to delete.

Tags

Aud or remove tags from solected devices

now @ =9 O mwﬂ

-

4.2.1.22 Uninstall Packages
This command lets you uninstall software packages or apps on a device.

When you click on the Uninstall packages tile, the Uninstall packages window opens:

Uninstall packages

Mrrove cupbaty Selectad apps

| 8 B ¥ o I @
)
4
+
~

To uninstall a software package:

1. Click on the Add to list icon next to the software package you wish to uninstall. The
package will now appear in the Selected apps column.

Uninstall packages 4

Rarmor dupiicats

CAMCEL UMINETALL

2. Click Uninstall to remove the software packages from the device.

4.2.1.23 Views
The Views repository option allows you to create a specialized Kiosk option where you
choose allowed apps and access to a single URL on the remote device.
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4.2.1.23.1 Applying a View Option
4. When you click on the Views tile, the Views options will appear.

Views Q Searc

I AZ
None WebView Demo Hisense Video
Apply to remove existing views

® & s @ =& ;5 D §
YLP View option dl 1webview demo radix we...
|Fustrata View option
® =& ;5 O § = ® & /7 D

® & , 0 B »

1webview demo airplane u video demo E Telev8-demo
ADD MEW CANCEL m
._ jit

5. Click on one of the Views options to select it, and then click Apply. In our
example, we selected the WebView Demo option.
The View option that you selected will be displayed on the device automatically.

x

&
Q
b

o
)
Y

a \

=
%

P Lenovo TB-J606F = [m] X

.
Radlx Solutions ~  Industries ¥ Partnerships ¥~  Support  Company & togin

Hone  »  Hospitality kaancher demo

Radix WebView Demo

WebView Integration with APIs running on
Android TV

Launch Netflix Launch Youtube Launch Spotify

Cookies Setfings

4.2.1.23.2 Creating a New View Option
You can also add a new View option and customize it according to your preferences.

To add a new View option:

1. Click on the Add New button at the lower left corner of the “Views” screen.
The “New View” screen opens.
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New View o x
r
View naim
iew description
2]
Setas private -
Thia repositary item will be visible anly to this user
Set as read-only

This repository item will be editable anly to this user and admin users. and read-only for the others

CANCEL CONFIRM

2. Assign a name and description to the new View option.
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New View w x
7 View name

YLPView option

View description

lllustrate View option
=]

Set as private
T = TOry

Thi POS y itermn will be visible only to this user

Set as read-only
This repository item will be editable only to this user and admin users. and read-only Tor the others

3. Click on the Set as private button if you want this new View option to be visible only
to you (the creator of the item) when you log in to the Radix Device Manager.

4. Click on the Set as read-only button if you want to limit who can edit this View
option. Anyone with Administrator privileges can edit it, while someone with only
User privileges can only access it and use it but cannot edit it. When you click on Set
as read-only, you will see the lock icon at the top of the screen turn to a “locked”

position @ .
5. Click on the Allow list icon and select the apps that you would like to allow on the
remote device.
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New View o X
7
%m 1 gen X ﬂ Remove duplicate Selected apps Q) Search
2]
Pigeon j=§ Calculator
comtortatygames pigeonpop 1247 ¥ E appintul tool caleulator 35 EIT
com.georgiepi_12 + & Geometry Dash SubZero 0

= comurobtopr.geometrydashsubzero 3

Mational Geographic

comnatpesmoblle ngmagazine 202 + )
Geometry Dash SubZero £
comurobtopx.geometrydashsubzero 3
Geometry Dash Lite e
commbtopxgeometryjumplite _38

G Calculatrice Graphigue +
arg.geogebraandroid 175

° Camera +
orglineageos.aperturalong lineagens...

e e

1-10af 21 | >

6. Click on the Web app icon and provide a Web app URL in the textbox.
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https: fwww.youtube.com

&EH B

oo [N

7. Click Confirm. The new View option will now appear in the Views Repository.

4.2.1.23.3 Removing a View Option from a Remote Device

The remote device will be limited only to the selected apps and a website associated with that
View item for the duration of the time that you have applied that View option. If you want to
use the device for other apps, you will have to remove the View mode that you have applied
to the device. This can only be done from the Radix Device Manager.

To remove a View mode:

1. Select the Views command tile. The Views window opens.

Views Q Searh Az 0 & ”
:l Mone u ? WebView Demo u Hisense Video c
Apply Lo remova existing views
® =& » 0 7§ @ & s 0O @ A
YLP View option u di u 1 webview demo radix we... u
INustrate View option
@ =& , 0 7§ A @ = , O 7§ @ =& /J 0 §
1webview demo airplane u video demo u TelevB-demo ﬂ
ADD HEW CANCEL m
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2. Select the None option and click Apply. The device will now revert to full
functionality again.

4.2.1.24 Wake on LAN
This option allows a device (or group of devices) to be turned on or “awakened” by means of
a network message or a time trigger. However, this option is only available if:

e The remote device that you are trying to wake up has an Ethernet connection, and
e The remote device was turned off manually (not by means of the Radix interface’s
Shutdown command).

When you click on the Wake on LAN tile, the Wake on LAN window opens:

Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinputa
single device ID

f._l Filter | Group | Device

nota W

Advanced wake-on-lan settings (’)

Figure 4-43: Wake-on-LAN window
You have the following options:

e By Device ID: Here, you can opt to wake up a single device by supplying its Device
ID. You can find the Device ID in the list of devices, in the Device Console:
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Wake on lan X

Devices Console

Select device/s that you wish to wake up.

You can choose a filter or group for multiple devices orinput a
single device 1D

Filter | Group (@ Device

Advanced wake-on-lan settings

Figure 4-44: Wake-on-LAN option to turn on a single device

By Group Name: Here, you supply the name of the group in the “Select group” field,
either by typing in the name, or selecting it from a drop-down list. This will turn on
the group of devices, by sending the Wake-on-LAN signal to the entire group, if all
the devices in the group have an Ethernet connection and were turned off manually.

Wake on lan

Selact device/s that you wish to wake up.

You can choose a filter or group for multiple devices orinput a
single device 1D

| Filter (@ Group [ ) Device

Select group

none
All
New devices

0 demo-device

1

Figure 4-45: Wake-on-LAN option to turn on a group of devices

e By using a filter: With this option, you can turn on a group of devices based on a

predetermined search filter. You can use existing filter options, or create a new filter,
as mentioned in Section 4.3.1.2.
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Wake on lan X

Select device/s that you wish to wake up.
¥You can choose a filter or group for multiple devices or input a single
device ID

(@ Filter | Group  Device

YLP Filter v |

Advanced wake-on-lan settings

4.2.1.25 Advanced Wake-on-LAN

Devices Console

There is also an “Advanced Wake-On-LAN” setting option if your network has stricter rules
and requires the Broadcast Address and Port to execute a command over LAN. This is useful
if there is a specific Broadcast Address and IP port for your network of devices.

Wake on lan X

Salect device/s that you wish to wake up.

You can choose a filter or group for multiple devices orinput a
single device ID

(® Filter | Group | | Device

Select filter

none -

Advanced wake-on-lan settings

«©

«©

«©
LR conrm |

Figure 4-46: Advanced Wake-on-LAN fields

4.2.2 iOS/Apple Commands
4.2.2.1 Apple Custom Command

This option allows you to execute a plist (=property list) file on a MacOS device.
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New custom Apple MDM command W X

Set as private
This repository item

Set as read-only
This repesitory s i

o [

Figure 4-47: Apple Custom Command window

Here is an example of an Apple custom command:

Edit "Restart ipad’ &
Iin;aiaﬂ ipad

<keyrRequestTyped/eys
“string*RestartDovice</string*

S.ﬁliﬁ private i L . . (;J
«©

Sot a5 read-only

To use the Apple Custom Command option:

1. Supply a name for the custom command.

2. Enter the text of the command in the Plist text box.

3. Click on the Set as private button if you want this new Apple custom command
option to be visible only to you (as the creator of the item) when you log in to the
Radix Device Manager.

4. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this Apple custom command. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock

icon at the top of the screen turn to a “locked” position @ .

4.2.2.2 DEP Apple profile
This allows you to set up a Device Enrollment Program (=DEP) for an Apple device.

To apply an existing DEP profile:

1. Click on More Actions in the Devices Console Ribbon.
2. Select DEP Apple profile.
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3. Select one of the profiles that appear and click Apply.
To create a new DEP Apple profile:

1. Go to the Repositories Console and click on Dep Apple Profile, or
2. Click More Actions in the Device Control Ribbon and click on Dep Apple Profile.
The Dep Apple Profile Window opens.

Dep Apple profile Q. Soarch #z : (¢ »
loss “ IPED g DEP server MDM Server g
® 0 o 8§ ® 0 @ § A ® 0 o 8 ~
Radix profile g Tair g 5780 g
@ o ] [ ] ~ @ O = [ ] ~ @ a =B [ ] b4
ios “ 1.9. new m selenium_test “

- - L]
ADD NEW

3. Click on Add New. The New DEP Apple Profile window appears.

New DEP Apple profile b x

V.

Setas private

Set as read-only
This p it

e [

4. In the Edit Details pane (accessed from clicking on the Edit icon 4 ), add Name,
Description, and DEP Server Account details.

5. Click on the Set as private button if you want this new DEP Apple profile option to
be visible only to you (as the creator of the item) when you log in to the Radix Device
Manager.

6. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this DEP Apple profile. Anyone with Administrator privileges
can edit it, while someone with only User privileges can only access it and use it but
cannot edit it. When you click on Set as read-only, you will see the lock icon at the

top of the screen turn to a “locked” position .

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Devices Console

7. Click on the General icon and provide the Apple device details.

Naw DEP Appie profile o

|

8. Click on the Support info icon and provide the requested information, such as a
support phone number and email.

New DEP &pple prafile a =

ozl m

9. Click on the Setup Assistant icon = and select the Apple services that you would like
to enable on your device.
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10. Click Confirm. The new DEP Apple profile will be saved.

4.2.2.3 VPP Install/Uninstall
This allows you to install or uninstall an Apple app via the Apple Volume Purchase Program
(=VPP).

The VPP Install/Uninstall packages feature can be accessed by the Devices Console
Ribbon, under More actions.

VPP install

'll.inln Lr.v i = Purchase new app AEM ( 45M (7)
@ Inatall Unirtall
Remave app when MOM grofle is remaved (':
Frevent backun of the app data (Jj
«©

Installapo as managed

4.2.3 Windows Commands
4.2.3.1 Export Blue Screen Data

If you are managing a Windows device, this option sends information about a system crash in
Windows. The data comes in the form of an Excel spreadsheet, listing the Device ID, details
of the blue screen error, and when the blue screen appeared.

4.2.3.2 Smart Recovery

Smart Recovery is an application that allows you to implement settings to repair a Windows
device that has crashed. Options include restoring a device’s system configuration and
settings to the latest system snapshot, or factory settings. You can access this command from
the Devices Console Ribbon, under More actions.
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When you click on the Smart Recovery option in the device’s three-dot menu, the Smart
Recovery window opens.

Devices Console

Smart recovery

eldar save 11

LITE 10.1 Update Baseline

LITE 101 Update Basaine

Restore to base line

@ D /s ® § 2 ® D /s = ® D /s ® 7§ 2
SR PRO Restore Restore Retore DUO
58 PRO Restore Restore dsadasdadasd
® D , ® § # @ D s = e D s 0§ A
SR Duo snapshot Dou - uninstall password 1 - Ite
Take new Snapshot
ADD MEW CANCEL

If you wish to create a new Smart Recovery option:

1. Click Add New. The New Smart Recovery window opens.

New smart recovery o x

I ]

Name is required

Selec de
LTE ~

Set as private

This repository item will be visible only to this use

Set as read-only

Thisr item will be editable only to this user and admin users, and { 1

ead-

2. Select a name and description of the recovery activity.
3. Select the version of the Smart Recovery application that you wish to use. There are
three options:
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New smart recovery a X
Name
Name is required
Description
Select model
LTE ~
.
Duo
PRO

n Don't restart, run command on the next system boot

Set as private

This repository item will be visible only to this user

Setas read-only
This repos
admin use

/ill be editable only to this

user ana

Figure 4-48: Smart Recovery options to be applied to a remote device

-only for the others

e Smart Recovery LTE (or LITE): This version allows you to restore a Windows
device to a previous baseline state. You can choose between:
o An Automatic Restore Mode, where the computer undergoes a system
restore every time it boots, or
o A Manual Restore Mode, where the computer is restored to the most
recently saved baseline state.

Note: Smart Recovery LITE allows only one baseline point.

e Smart Recovery DUO: In addition to the Smart Recovery LITE options, this version
allows you to choose to restore a Windows device to one of two (= hence the name
“DUQ”) states:

o A fixed baseline state (referred to as the “root” baseline point), or
o A dynamic restore point that you can adjust if you wish.

e Smart Recovery PRO: This version of Smart Recovery allows you to restore your

computer to
o A fixed baseline state,
o A dynamic restore point that you have saved as a snapshot of the system, or
o The current snapshot.

Appendix D has a table that summarizes the three Smart Recovery options.
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4. Choose a restore action from the drop-down menu. The options include:

e Change restore mode: You can select between restoring the system at every reboot,
or a manual restore. (Automatically restoring the system to a baseline configuration
each time the device is booted may be desirable if you wish to undo any installations
or downloads that clients have performed on their devices.)

¢ Restore system: This allows you to restore the system to the baseline settings, or a
previous snapshot.

e Save changes: This allows you to save the system configuration as it is currently, as
a dynamic recovery point.

e Change client Smart Recovery password: This lets you create a new password for
the user when they wish to configure their use of the Smart Recovery app.

e Register: This option lets you register a client using the Smart Recovery app, using a
registration name and serial number.

¢ Installation mode, to install Smart Recovery on the remote device,

e Uninstall client smart recovery: This lets you uninstall Smart Recovery on remote
devices. You can keep the current system and then uninstall or restore the device to its
baseline settings.

New Smart Recovery o X

LTE

Change restore mode

Restore system

Save changes

Change client Smart Recovery password
Register

Installation mode

Uninstall client Smart Recovery

5.

For the options Restore System, Save Changes, and Uninstall client Smart
Recovery, you will see the option Don’t restart, run command on the next system
boot checkbox. Check this checkbox if you want to apply the System Restore only
when the remote user reboots their device. If you do not check this checkbox, it will
restart the user’s device and perform a system restore immediately upon receiving the
Smart Recovery command.
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New smart recovery a X

Name

Name is required

Select model

puo ~
Action

Uninstall client smart recovery v

Don't restart, run command on the next system boot

Set as private
This repositary item will be visible only to this user

Set as read-only
This repository item will be editable only to this user and

admin users, and read-only for the others

Figure 4-49: Illustration of "Don't restart” checkbox

6. For the Save changes option in the Duo and Pro versions of Smart Recovery, you
will see the Save on Windows checkbox. Check this option if you want to save the
changes to a device when Windows boots up on that device.

7. For Smart Recovery Pro: Click on the Lock Snapshot checkbox to lock the
snapshot taken of the Windows device.
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New smart recovery o X

admin

Select model

buo v
Action
Save changes 5

Save the current system as daynamic recovery point

Snapshot name

Snapshot description

Save on Windows
Don't restart. run command on the next system boot

Set as private
This repository item will be visible only to this user

Set as read-only
This repository item will be editable only to this user and

admin users, and read-only for the others

Figure 4-50: Illustration of Save on Windows checkbox on Smart Recovery DUO
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New smart recovery s X

{ Name

Name is required

Description

Select model

PRO v
Save changes ~

Save the current system as daynamic recovery point

n Save on Windows
Lock snapshot

Don't restart, run command on the next system boot

Figure 4-51: Illustration of Save on Windows checkbox on Smart Recovery Pro

8. Click on the Set as private button if you want this Smart Recovery option to be
visible only to you (as the creator of the item) when you log in to the Radix Device
Manager.

9. Click on the Set as read-only button if you want to restrict who will be able to
modify the details of this Smart Recovery option. Anyone with Administrator
privileges can edit it, while someone with only User privileges can only access it and
use it but cannot edit it. When you click on Set as read-only, you will see the lock

icon at the top of the screen turn to a “locked” position @ .
10. Click Confirm. The Smart Recovery method will be saved.
11. To implement a Smart Recovery method, select it from the list, and click Apply.
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Smart recovery
eldar savee 11 LITE 10.1 Update Baseline Restore to base line
LITE 111 Lipdats Basaling
@ D S0 F A @ D S0 F A @ D S0 F 2
SR PRO Restore Restore Retore DUD
SR PRO Restore Rastora dsadasdadasd
® D s 0 8§ # ® D /S 0 8 @ D s D08 2
SR Duo snapshot Dou - uninstall password 1 - te
ADO NEW CANCEL

Figure 4-52: The Smart Recovery option "LITE 10.1 Update Baseline" has been selected

4.2.4 Warning Icons
For security reasons, the first handshake between a device and the server will generate a
unique authentication token. This token is stored on the server and on the device.

On occasion, you will see that a device has a warning icon next to its Device ID. This
indicates that the device has lost its authentication token and cannot register with the server. It
could be due to the device being uninstalled and reinstalled, a factory reset, or data being
wiped from the device.

You should reset the device’s authentication token, to enroll your device on the server again.

Radix 8 e

B ossnbosr Devices oo a o enan . ¥ i = m | #3 Groups

—>

ook o

Figure 4-53: Warning icon next to device in Device Console

Why | am seeing this message? We
detected that your Android device
currently has limited management
capabilities (low privilege access). For
more information on how to enable

| more comprehensive device
management capabilities (device owner
or system) click here

Figure 4-54: Text of Warning Message
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If you click on the warning icon, a window opens, giving you options to enable
comprehensive management capabilities on the device and reset the device’s authentication
token. After taking the necessary steps, you will be prompted to confirm the reset. After
confirming, the warning icon should disappear.

How to enable comprehensive management
capabilities (device owner or system) on your x
device?

Option T check if your device has a compatible sorvice file (SCManager)
After enraling

= Open the agent on the device

« On the upper right side click the 3 dots

« Clickan settings

= Click on find SCManager

= [twill saarch, downlosd and install

= Restart your devics

= After you should hawve system level permissions enabling lowe-level device

management capabilites

Option 2: enroll your device using Google EMM [Android for Work)
For more informatson an how to enrodl Your device using a OR code click here

For more information on how to enrol your device with Android for Work credentials click
here

Pleage note:

= Enrolling vour device using Google EMM [Android for Work) is only relevant for devices
with Google sarvices (GMS)

GLOSE

Figure 4-55: Instructions to re-enroll a device

4.2.4.1 Invalid Authentication Token Warning

Another warning icon that you may encounter in the Device Console is an Invalid
Authentication Token warning.

LE Devices c...x ) ¢ = $ + © C W | B Groups
Lo __SA X ~ A
L = Name Email J Lastseen v Location
o - 4"_ EBBF6FOEZDCIEN 7 Dec 25, 2023, 6:05 PM
-5 - 2‘»:(1:!5'110516 /My new Android TV nadav.radix@gmail.com May 9, 2023, 12:01PM
E Iter page 0 v
o

When you click on the warning icon, you will receive the following popup message:

Invalid authentication token

Why do | receive this message?

‘You are receiving this message because the server detected that the device authentication token is missing or incorrect.
This can be caused after uninstalling and reinstalling the app or factory reset.

Please reset the authentication token in order for the device to sync with the server and regain device management capabilities.

More info
CANCEL RESET AUTH TOKEN
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Clicking on Reset Authentication Token should resolve the problem.

4.3 Search Bar Ribbon

At the top of the Devices panel, underneath the Devices Console Ribbon, you will see a
search bar, with additional commands:

Devices . Q Searct = @ + o C WM | B Groups
Figure 4-56: Search Bar Ribbon Commands
Table 4-12: Explanation of Search Bar Icons
Icon Description

Search Bar: The Filter icon - allows you to add conditions
to the search.

Who is online?: Allows you to see which devices are
currently online.

+ Enroll: Allows you to enroll additional devices, according to
operating system: Android, Windows, MacOS/iOS, Chrome.
) Ad-hoc: Allows you to add a device for a one-time, ad-hoc

remote session using the Radix Device Management
system.

Android for Work: This allows you to add apps to an
Android device, once you have installed Android for Work
(as detailed in Section 10.5, Android for Work)

Refresh: Refreshes the devices displayed after any
changes.

T Columns: Allows you to select which data columns to
display.
B Groups ‘ Groups option: Allows you to group users, or search for

existing groups.

We will go through these options briefly:

4.3.1 Search Bar

In the Search Bar, you can search for a particular device, according to the Hardware ID, the
Device Name, email address, assigned tags, or practically any of the criteria presently

displayed.
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Figure 4-57: Searching for Device by Hardware ID

Note: The Search bar in the Devices Console is not case-sensitive. Therefore, you will get the
same search results whether you type “HA1” or “hal”.

— Rad ix N ® qaProd
- -
= Dewcgs Q hat X ("] + (=) i c M B Groups
Lo A ; - & & —
0S = | DevicelD | Name Last seen v Ip address Agent version Tags =

Ca - HATWMCSY Z *"*Mydevice 2 > Jdul 30, 2024, 5:01PM 2138193110 250903015 —
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Figure 4-58: Searching for devices with the string "HA1" in the Device ID. "hal" will yield the same results

4.3.1.1 Filtering the Search Results
When you click on the Filter icon, a window opens which allows you to provide conditions

for your search.
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Figure 4-59: Filter option
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These conditions will further narrow down the devices or users displayed on the screen (but
will not apply to the entire population of devices):

L I
o 3

O 4Dk

Radix » =

L0 Devices

Devices - ¥ 4+ = e @ m [nsmum

NN 3E N
i
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Wowsarass  as
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&
EREREFLU IR

113 80018

1
8

Figure 4-60: Filter pop-up window

You can use the filtering conditions by requiring that the devices that will appear fulfill all the
conditions (“AND?”), or only one of the conditions (“OR”)

There are options to add conditions such as:

Tag: Tags are short descriptions that you can apply to certain devices, to make it
easier to group them together. You can also use tags to search for specific devices.
App with version: If you wish only to display devices that have a certain version of
an app.

App not installed: If you wish only to display devices that do not have a certain app.
Email: where you search by the email of the user of the device.

Model: where you search by the model of the device.

Last seen: If you wish to display only devices that were in use in the past x days.
Policy/Kiosk: If you wish to display devices that have certain applications blocked or
unblocked.

Available internal storage (in MB)

OS version: If you wish to display devices with a certain version number of an
operating system.

Hardware ID

IMEI: If you wish to sort by International Mobile Equipment Identity number, which
is unique for every mobile device.

Name: Will filter by the name assigned to the device. You can assign the device name
yourself in the Radix Device Manager.

Public IP: Will filter devices by their IP address

OS: Will filter devices by their operating system (Android, Windows, ChromeOS,
10S, MacOS)

WLAN Mac Address: This will filter devices according to their Wi-Fi MAC address
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e Ethernet Mac address: This will filter devices according to their Ethernet MAC
address
e Firmware version: Allows you to filter devices by their firmware version ID

If you want to view all the devices again, you can undo the filtered search.

To remove the search filter:

1. Click on the “Undo” icon =" (“Show all devices”) next to Filtered results: Quick
Search at the top of the search results.

@ Haciewawni
-l

Devices Fiterd reautis: duick s=arch Q Ge % 4 + @ C  m B Groups |

05 = 5 Merdware 10 ] M 3 Eemall 5 Lastanen v Laeation Tigs = s dditiress Livesl iy

- HU195F3Y # vanudap W posniciSgmail cam Jan 29 2024, 955 FH 320I192/34.85959 s e T 20722 9285}

Figure 4-61: Undoing a Search Filter

2. The Devices Console will now display all devices, and show the group being
displayed as Group: All.

Radix - : Pep—

4.3.1.2 Creating a New Filter
You can also create and save a new search filter, to narrow down the search results for future
searches as well.

To create a new filter:

1. Click on the Filter icon in the Search bar. The Filter Options window opens.
T n ]

T SPV— = Cassnoom B

= ClaszoomC - Dud §
7 D

A, oo 2 10T

R -~ [

Figure 4-62: Filter Options window

2. Supply the conditions of your search, as well as whether the search results must fulfill
all or the conditions (AND), or only one of them (OR).
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3. Click Save Filter to save the search conditions. A Save Filter window pops up,
prompting you to supply a name for the filter.

4. Use the Set as Private option if you want the search option to only appear to you (as
the creator of the filter item) when you are using the Radix Device Management
interface.

Save filter
[ Filter name

Filter name required

Set as private |

Select color @

Select icon ©

5. Supply a name, color, and icon for your new filter, and click Save.

Save filter

Filter name

YLP Filter

Set as private (f)
Select color @

Select icon %

6. Enter the filter name in the Search bar under Saved Filters. The new filter will appear

in the search.

Tog s linortest i

o wue

%I VLR Fier
18
M
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4.3.2 Who is Online?

Clicking the “Who is Online” icon will list all the devices and users presently online.
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You can use this option together with a filter or a search string to narrow down the list.

4.3.3 Enroll

Clicking on the Enroll icon + will open a dialog box where you can enroll additional
devices, according to their operating system: Android, Windows, Apple, or ChromeOS.

5§ cusrnan Devices oo i T = L] £ = & W | I Groups |

Enroll *

CLOSC

Figure 4-63: Dialog box to enroll Android, Windows, Apple, or ChromeOS devices
We will go through the options in turn.

4.3.3.1 Enrolling Android Devices

There are three options that you are offered in the Radix Device Manager to enroll an
Android device:
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e By using a QR code
e Downloading the Android Agent
e Via Google Enterprise Mobility Management

4.3.3.1.1 Enroll using a QR code (AFW)
When you click on this option, you will receive a QR code that you scan with your Android
device. That will enroll the Android device.

Enroll x

Enrol using a QR cade (AFW)
Enroll using a QR code (AFW)
| GENERATE OR CODE [

b Please note:
« For QR code enroliment factony reset is required
# During enroliment. i a sarvics fila (SGManager) s avalianie it will downioad and inszall
er:ahlirug lowir-level device IT.SI'IauEI‘\-Elllzap'HDill'. g
= OR cade enmliment is not available for Android TV and Android devices without a camera

CLOSE

Figure 4-64: Steps for enrolling an Android device via a OR code

1. Select Enroll using a QR code (AFW).
2. Click on Generate QR Code. It will create a QR code in the window.

Enroll ®

-Enmll using & QR cede (AFW)

Enroll using 2 OR code (AFW)

Floace note:
« Far Of cods & necliment factary rasat is requined
« Duiring areofment, f & seracs fika [SCManager] = avadsble it will dowrioad and install enabiing lower
lewed deviee management copatilties
+ 0R code snroliment = not suailabis for Android Ty and Android devices without a camees

CARCEL

Set wifi

GLOsE
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3. Scan the QR code with your Android device or download it to your computer by
clicking the Download QR button.

4.3.3.1.2 Download Android Agent Option
When you click on this option, you receive two methods of downloading the Viso Android
Agent:

e Download the APK file directly to your computer, or
¢ Go to the Google Play Store and download the APK from there.

Enroll X

e Download our Android agent
@ Download APK directly
ar
B Download from the Google Play stors

Imstall and run the wizand

1. Connection info
Erter the fallowing Information:
= Account Neme g
& MO carver address - https: fvisomdm.com
« Choose a devies name [2.9. Jebn Smith Android phona)

2. Tha rest [Tags and Password info] you can lesve empty
» For your information:
Tags - assaciate tha davice bo'a group of managed dovicas
Fassword Infa - set 3 password Lo sccess the agent on the devige
3. Read and agree {tick the box) to the EULA and Disclosure
4. Review that all is corract and click FINESH

5. The device will register and add to the device console [if you do not see it click
refresh]

CLoSE

Figure 4-65: Steps for enrolling an Android device via an APK file

After performing the download, perform the steps as displayed in the window to supply the
account name, server address, and device name.

You should also install the Service file (SCManager) specific to your Android device.

Note: The SCManager file is not required for Samsung and Sony mobile devices. Instead of
an SCManager file, Samsung devices have Samsung Knox. This is hardware built into
Samsung devices to provide enhanced device security.
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Enroll ¥

Service file (SCManager)

a
Far maximum device management capabilities, you will also need to Install our
sarvice file also known as SCManager
Please download our service file detector
& Download
Run it anyvour deviee to find the relevant one for yeu
{-1..'- The relevant download is availabls hers
N7

ar

After the deviee s ennolled
= Opanthe agent on the device
= O thie uppes Hght side cick the 3 dots:
fiok on settings
an find SCManagar
i3 oae, it will search. download and install
ant the deviee
davice should have system-level permissions anabling low-level device management
capabilities

In case the service file is not found, the device can be managed but in a high-leval
device management capabilities (limited)

* SCHanapar is nat reguired for Samsung mobia davices wsng KNOX

Figure 4-66: Steps to install the SCManager

4.3.3.1.3 Google EMM (Android for Work)

When you click on this option, you will be provided with two links with the following
information to enroll an Android device with EMM (=Enterprise Mobility Management)
software:

e Step-by-step written instructions to enroll an Android device in the Android for Work
option.
e Avideo that illustrates the steps.

Enroll i

Googic EMM [Android for Work)
ittps; &' o rac be-in t.ommy i so- M m-gnaol|- 20 -2 no o d-devi ce
https: Swww radin-int.comyvise- mdm-android-for- work-afw- google-emm-enolimenty!
Pleass mote:

+ Factory reset is regured
+ Google EMM is rot ava)labie for Androd TY dewces

Figure 4-67: Steps to enroll an Android device via the EMM Android for Work software

4.3.3.2 Enrolling Windows Devices

To enroll a Windows device, you simply have to download and run the executable file
provided by the link in the dialog box.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX Devices Console

Enroll %

Download our Windows agent

& Downlgad our Windows agent directly
Instatl and run the wizad

1. Cannection infa
Entarthe following infarmation:
& » Acesunt nare: ga
* MO server address : https: fvisomdm.com
= Choose a cevics name [e.0. John Smith Windaws PC)

2. The rest [Tags and Password infie] you can leave ampty
& Foryour informatsom:
Tagy - associste the device bo e group of menaged devices
Password infa - sat & passwerd to accass the a;ﬂl’\“ antha daviea
E. Read and agree {tick the box) to the EULA and Disclosure
4, Review that all is correct and click FINISH

5. The device will register and add to the device console (if you do not see it click
rafrash]

CLOSE

Figure 4-68: Steps to enroll a Windows device

4.3.3.3 Enrolling Apple Devices
There are two options that you are offered in the Radix Device Manager to enroll an Apple

device:

Enroll

Buwnland vuir HOM profils -
mahiloeanfiy filo

Enredl using DER/VPP profila

ELOGE

4.3.3.3.1 Downloading the MDM Profile File

This option will download a configuration file for your Apple device. Download the file and
follow the on-screen directions to send it to your Apple device and install it.

All rights reserved by Radix Technologies Ltd.

Page 154 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Devices Console

Enroll u

Erudl by
Downlsad our MOM profile - mabilo_ ~

+ Transferthe file to the device [by email for example)

» Fun the file and an the popup windoe and click INSTALL

L » Carhrm tho warring mescaga and click INSTALL again
= Chack TRUST when askirg for profis trusting, tha MOM profile wil De added
= Ciick DONE whan finishag

The device s now enrdlied and will be added to the device cnnsn:e{n Yosu don't see it click
rafresh)

CLosE

Figure 4-69: Steps to enroll an Apple device using a mobileconfig file

4.3.3.3.2 Enrolling using the DEP/VPP Profile
This option will provide you with access to a link where you can download the necessary
documentation to pair an Apple device with the Radix Device Manager.

Enroli ®

— Errall type
Eneoll uging DEPY VPP profile

I Cowrinad guick
=

=
o

cLuse

Figure 4-70: Enrolling an Apple device via a DEP/VPP profile

4.3.3.4 Enrolling Chrome Devices
If you select the option to enroll a Chrome device, the following window opens:
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Enroll

Enroll a Chromebook

Download the extension from the Chrome store [vou may also push it vis the Google
admin consale}

hitps:fchrome.google.com)/webstore /detail/viso-
agenliobjlidkpojegiikobgpnehjencdiddfij

Install and run the wizard.

@ 1. Connection info
Enter the following information:
s Account name:ga
® [0M server pddress : https:fvisemdm.com
2. The re=t {Tags and Password infe) you can leave empty
» Foryour information:
Tags - assoaiate the deviee toa group of menaged devices,
Pacozword info - set & passward to access the agent on tho dewvice.

3. Read and agres (tick the box] to the EULA and Disclosura
4. Raview that all is correct and click FINISH

5. The device will register and add to the device console [ vou do net see it click
refresh)

CLOSE

Figure 4-71: Steps to install the Viso Chrome browser extension

1. Click on the link to open a browser tab to add the Viso Agent as a Chrome extension:

£ chrome web store Discover Extonsions Thames Q, Search extensions and themes

O visoagent

Extension Sogial Metworking 158 usars

2. Click Add to Chrome. You will be prompted to add the Viso Agent to your Chrome
extensions.
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0 Add "Viso Agent”?

It can:

Read and change all your data on all websites

Add extension

3. Click Add extension. You will receive confirmation that the Viso extension has been
added to your Chrome browser.
4. Supply the connection information as detailed in the Enroll a Chromebook window.

4.3.4 Ad-Hoc Session

This icon opens a dialog box where you can enter a token ID for a one-time remote session
with a device. This can be useful if you want to service a device that has the Viso app
installed but is not among the fleet of devices that you control. Opening an Ad-Hoc session
lets another Radix Device Manager administrator access the device.

Ad-hoc session

-

Meanwhile, the user of the remote device must supply the token ID.
To supply a token ID and start an ad-hoc session:

1. The user of the remote device opens the Viso app on their device.
2. The user taps on the three-dot menu in the upper right-hand corner. A drop-down
menu appears, with the option “Start Ad-hoc session”.
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Settings
Set password
Send logs
Config server
:'IL‘- ice ID

Start Ad-Hoc session
HAT95F3Y

Domain Policy settings

qa

Tags

Privacy Policy

Exit

#new| eyehudap eylp

Figure 4-72: Start Ad-Hoc session option on the remote device

3. When the remote user taps on Start Ad-hoc session, a window will open on their
device, supplying the token ID.

157°M @ ¢ G

Session Token

fon Tokan

763 780 231

Figure 4-73: Session Token window, as it appears on the remote device

4. After supplying the Session Token ID to the administrator in the Radix Device
Management interface, the device will now appear in the interface’s list of devices.

4.3.4.1 Example of an Ad Hoc Session
Here is an example of an Ad Hoc session.

1. A Radix Device Manager administrator opens their list of devices by clicking on the
Devices icon in the Overview Dashboard.
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2. Let us say the administrator wants to add the device HA195F3Y (a Lenovo tablet
computer), so that the administrator can service it. The user of the device opens the
Viso app on their remote device, as above, and generates the Session Token.

P Lenovo TB-JGOGF - O %

Pl - RO C RN

Session Token

n Toke

6B0 543 339

3. The Radix Device Manager Administrator opens an Ad-Hoc session on their device
by clicking on the Ad-Hoc Session icon.
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4. The Radix Device Manager administrator enters the Token ID in the Ad-hoc Session

window and clicks Start.

Ad-hot session

ik e o fpr Dot remote SEsainn

Endir this 10kEn 0 FIam the Peifadic dinvies
e e )
A0BGL41TY

CANCEL START

5. The Device Dashboard for the newly added device HA195F3Y opens, allowing the
Radix Device Manager to access it.
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Also, the device will appear in the Radix Device Manager Administrator’s list of devices:
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4.3.4.2 Ending an Ad-hoc Session

The Administrator can click on Stop Session in the device’s Device Dashboard to end the Ad

Hoc session.

Page 160

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

RadixX

Devices Console

HA195F3Y -
=
—
Device state Disconnected } Searct
g:_\.l GUBEINS /W35
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The device will no longer appear in the administrator’s list of devices:

e . ndav
= Radi) 2
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4.3.5 Android for Work
We mentioned previously in Section 4.2.1.1, Android for Work (AFW) install/uninstall,
that you can install Android apps on remote devices by means of the Radix Device Manager
by means of the AFW install command. However, you must first create a list of the approved
apps and software policies that you would like to apply to your Android devices in the AFW
program. You can perform this by clicking on the Android for Work icon in the Devices

Console.

To approve apps to be installed via the Android for Work feature:

1. Click on the Android for Work icon in the Device Console.
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The Android for Work window opens.

Android for work
ADD 2FF
Public apps
I ndobe Acrobat Ruader: Edit POF o
Gl e PR on b g Ellorieasty B8 0. vend § ieces Fles
Linksdin: Jobs & Busingss Hows o
PG COT T NG, DA IUT P jouINay. & FNG W Gl Rat's right fod o
" WhatsApp Messenger
IS Simaie, i Frovals. =
oy

Note the following icons on the left side of the window:

Icon Description
Public apps: Allows you to add apps that are available to all
devices in the Radix Device Manager

Private apps: Allows you to add apps that are available to
only specific devices in the Radix Device Manager

Policy: Allows you to select a software policy for a device,
blocking or allowing specific apps.

We will go through the functions of these icons in turn:

4.3.5.1 Public Apps
When you click on the Public Apps icon, the Public Apps window opens.

Android for work
Lo apm
Public apps
J_ Adabe Acrobat Rueader: Edit FOF o
@l S PUFs on e oo Ellorie sty B n, wend B sces Fles
Linkedin: Jobs & Business Mews o
I COT IO, DAgAT WILT TP Joutray. & T K1 j0l IFRat's right for pou
A WhatsApp Messenger
ﬂ Simp . Rufab . Prvate. =
eLess

1. Click on the Add App button. A list of featured approved apps appears.
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Approved apps X
B Google Play | search |“ S @
. Search Play Store
‘ \pps
8  Private apps
- © E .
2%  Organize apps @ %
PDF
WhatsApp Mess Dropbox: Cloud Adobe Acrobat R LinkedIn: Jobs &
WhatsApp LLC Dropbox. Inc Adobe Linkedin
& !o‘z,l . ﬂ
CLOSE
You have options of selecting apps from either:
e Google Play Store,
e Private apps specifically for your organization that have been uploaded
already, or
e  Web Apps, which are applications from elsewhere on the Web, other than the
Google Play Store.
2. There is an additional option to organize your collection of apps, by clicking on the
Organize apps 5+ icon:
Approved apps
B GooglePiay = @
« @ i
"
+ =

4.3.5.2 Private Apps
This option allows you to select from apps that have been approved for your organization to

be installed on your fleet of devices.
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Androh for work

atn s

Privati agps

4.3.5.3 Install Policy
This allows you to install a software policy on a device.

Android far work

SELEET FILICY

The process is identical to what is outlined in Section 4.1.5, Policies.

After you have finished approving apps and a software policy to be employed in Android for
Work, proceed from Section 4.2.1.1 to actually install the approved apps using the Android
for Work Install command.

4.3.6 Refresh

Clicking on the Refresh icon will refresh the display of which devices are online at
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4.3.7 Selecting Columns Option

The Radix Device Manager interface allows you to display a wide array of columns that
display valuable information about your devices. For example, you can choose to display
columns that show you the device’s operating system, the device’s Hardware ID, the device’s
serial number, the username, the device’s IP address, and much more.
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In the Radix Device Manager screen, there is an option to select which columns should be

displayed, by clicking on the Columns icon m . (The Columns icon is available in the
Commands Console and Users Console as well.)
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Figure 4-74: Columns icon
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Figure 4-75: Column Display Options

4.3.7.1 Columns Sort Options
There are two options to sort the device information on a particular column. There is an
option to sort alphabetically, or by means of a filter.

4.3.7.1.1 Alphabetical Sort

If the column has an alphabetical list icon ™ , clicking on it will allow sorting the
information in either alphabetical ascending or descending order.

If there are more columns than can be displayed at once, the Devices Console has a sliding
bar which allows you to view other columns.
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4.3.7.1.2 Sort by Filter

If the column has a filter icon = next to the column name, clicking on it will allow you to
filter the device information by the options in that column. For example, clicking on the filter
icon in the Operating System column will allow you to sort devices by their operating system.
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Figure 4-76: Filtering Devices by Operating System

Other columns with the Filter icon include the Agent version, Policy-Kiosk, and Tags
columns.

4.3.8 Grouping Devices

You can also group devices together in a folder, using the Groups icon. This lets you apply
actions to many devices at once. For example, you can send a text message or alert to an
entire fleet of devices after placing them together in a group. You can create a group, and
filter them by application, by device type, or operating system. You can also apply tags to
specific devices in a group and perform actions just on the devices with that tag.

4.3.8.1 Creating a New Group of Devices
To create a group of devices:

1. Click on the Groups icon in the Search Bar. The Groups window opens.
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Note the “All” group at the top of the list. Selecting this group will allow you to perform
actions on all the devices listed.

The Groups window has the following options:

Table 4-13: Groups Window Options

Icon Description

Search group by name

C Refresh the list of groups
+ Add a new group
o Information about the Groups option

2. Click on the Add a new group * icon. The Create new group window opens, in the
Edit Details screen.
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Create new group x

, m

(Ihq Pk vt
S
&

e m

3. Supply a Group name and Group description.

Create new group %

Groug nam
RAP Devicis

Al of the Devices in REP's fleet

e [N

4. Click on the Tags icon ® , and add a tag name in the Add tag window. The devices
in a particular group all share the same tag(s).

Create new group x

(i

bt ¥ip=1
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5. If you wish to install software packages to the devices in the group, click on the

Packages icon ™ , and click on Add Packages.
The Packages window opens.

6. Select the software packages that you would like to add to the devices in your group

and click Add.
Create new group ®
&
Spatify; Musis and Podcasts ¢
e VIDEITeAd i E
® -0 palify amasic
- - ll:;.:usgli;hl.;;:amcm-upw,f P
somcanalsndroid canal
4.3 g FenGebea Graphin Caleulator / V6320 P
B Corrertversion [ Other verss o Package not instaled
(i ADD PACKAGRS
-
. . R .
7. Click on the Profile icon (& . The Add Profiles window opens.
Create new group x
129
ADD PROFILES 1
o

(The Profiles feature is treated in greater detail in Section Chapter 5, Profiles Console.)

8. When you click on the Add Profiles button, you will be given a list of existing
profiles to add to the group.
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9. Select the desired profiles to add to the group and click Apply.

Create new group x

2022 devizan

Do that wmon aslded in 2022 L]
Exparimuntsl Profis 8
IHiistratas Adw to exsouta 3 profils on 2 grous

(]

ADD FROFILES
e [l

The profile will now appear in the group’s list of profiles.

10. If you wish to delete a profile, click on the Delete button next to that profile.
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Create new group S
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11. Click Save. The new group will now appear in the list of groups.

[Q RBP x]

& + i ]

B3 RBP Devices (2)

You can always edit the details of the group using the Group Management command, as we
will see below (Section 4.3.8.3, Group Management Options).

4.3.8.2 Adding Devices to an Existing Group
To add devices to an existing group:

1. In the Device Console, select devices that you want to add to a group, by clicking on
the checkboxes of those devices.
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Figure 4-77: Selecting devices to be included in a group
2. Open the Tags option, either from the More actions icon in the Devices Console
. L,
Ribbon, or from the devices’ three-dot menu.
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Figure 4-78: Assigning a tag to the selected devices

3. Add the tag that distinguishes the new group to these selected devices and click
Confirm. (In our example, the tag is old_devices.)
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Tags X

Add or remove tags from selected devices
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1233 © boy & class1 & School-a & bett &

Figure 4-79: Assigning a tag to several devices

4. When you look at the group in the Groups window, these devices with the
old_devices tag will now appear in the group.

H x
Devices oroup: Old Devices = ! = ¥ + © ¢ m 2 Groups
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Figure 4-80: Display of devices in the specified group Old Devices

4.3.8.3 Group Management Options

After you have created a group, you may want to make modifications to the software
packages applied to the members of the group, or other changes. The Group Management
command will allow you to make these modifications.

To manage a group:

1. Click on the Actions three-dot menu next to the Group name. The Commands
window opens.

B3 Groups *

) old devices %
R -
B3 Old Devices @

Figure 4-81: Actions menu button
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@

Apple custom command
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Enable apps

Group dashboard
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Figure 4-82: Actions menu

2. To perform modifications to the group, click on the Group management tile. An
Edit Group window opens, with the same functions as the Add New Group window.

Edit group "YLP'

YLP

i it
YLP's devices

]
£

-

Figure 4-83: "Edit Group" Window

3. Click on the Tags icon
included in this group.

to add tags to a group. Any devices with that tag will now be
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Edit group 'REP Devices' G X
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4. Click on the Packages icon “ . You will see the software packages associated with
this group, and the distribution of how they are installed on the devices in the group.
In the example below, we see that the application Geogebra has been installed on one
of the devices in the group RBP Devices.

Edit group 'RBP Devices’ & X
&
CANAL®, Liva and catecheup TV /
W VASD00506 [ - ol §
QP com canal andiid cara
GuoGebra 30 Calculator / V8352
= [ s el fo ] & « o @
" Spotify: Music and Podastes |
%9 i Vi0aoTaads 3 bl [ |
B Cunentwersion [ Dthar varsicn Paciage not Festalled
ADD PACKAGES
e [

5. Click on the Profiles icon *“ . You will see the profiles associated with this group.
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Edit group 'RBP Devices' [
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6. Click on one of the profiles to view its details.
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- L
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|
- s
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.'.l.l {
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You can see the groups of devices that populate the profile, the progress of the OTA updates,
installation of software packages, execution of remote execute commands, and files sent to
the devices associated with this profile:
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Figure 4-84: Display of software packages installed on devices associated with this profile

We will discuss Device Profiles in greater detail in Chapter 5, Profiles Console.

7. Clicking on the Show Command Status icon on the far right will display how the
installation of software packages is progressing:
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4.3.8.4 Deleting a Group
The Groups panel has an option to delete a group.

To delete a group:

1. In the Radix dashboard, click on the Devices icon to open the Devices console.
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== Dashboard

m Devices

ga Prggljes

2. Click on the Groups icon on the far right of the Devices console to view the list of
groups to open the Groups window.

$  + © & C |||
I

3. In the Groups window, enter the name of the group that you would like to delete in the
Search bar.

B2 RBP Devices (3)

4. Click on the three-dot menu to open the Actions grid.

1 RBP X

c+m

I3 RBP Devices (3) :

5. In the grid of options, click on the Delete tile.
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6. You will be prompted if you are certain that you want to delete the group. Click Yes to

confirm.

Delete item

Are you sure you want to delete 'RBP Devices'?

4.3.8.5 Managing the New Devices Group

For the group New Devices, the Group Management command is somewhat different. This
will allow you to install mandatory software packages onto any new devices as they are
included in the Radix Device Management system.

1. Click on the Groups icon in the Devices Console and find the New Devices group.

2. Click on the New Devices three-dot menu. The Commands grid opens.

3. Click on the Group Management tile. The Edit group ‘New Devices’ window
opens.
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Edit group ‘New devices' @

Mew dovices
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4. When you click on the Packages icon, you will notice that there are certain
mandatory software applications that already appear.

Edit group "New devices'
Spothy: Husie and Podoasts |

# VI00az5E [ = Eo 1 v MW
= CPU-Z1/VAS —

W T w7 it @
- JMeplove Flle Manages 33 / V43302

[ sl D s i E

B Currant varsian g h r Package rat instalked
ADD PACKAGES
wer. [0

In this display, from the total number of devices available (= 250 devices), we see that 32
devices have the current version of Spotify, 37 devices have a previous version, and 161

devices do not have Spotify installed presently. (This could be because many of these 161
devices are no longer active.)

5. Click on the row of a particular application. You will see a breakdown of which

devices have the current version, a previous version, or do not have the application
installed at present.
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6. Clicking on the Show Devices filter icon next to a particular device in the list will
allow you to do a filtered search:

Edit group "New devices' o ix
/
Spatify: Music and Podcasts |
A VID0UIS TR o ~ W §
E o sy mimis m
VAT25M499 1 Deteces.
s
WHREIF 1 Devaces W
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Figure 4-85: Viewing devices with/without the app installed

= Saved filters

Package name is and version is Q Search
App with version ~ com.spotify.music 97259498 B ‘
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EDIT FILTER — - .
m = DevicesGrowpA i

Figure 4-86: Filtering devices by version of app installed

7. Click on Quick Search. You will see the details of the specific devices that have or do
not have the most recent installation of the application:
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8. Another way to view the breakdown of devices that have the app installed is by

clicking on the Show command status icon all in the Edit group window:

Edit group 'New devices' c X

Show command status

%

Spotify: Music and Podcasts /
N 100182664 {53 37 | 161

ﬁ' com.spotify.music
V.B0485999 1 Devices W
V85847133 3 Devices W
V105910845 1 Devices ¥
V. 84157058 1 Devices W
@ Currentversion [ Other version FPackage not installed
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It will provide you with a list of all the devices, whether the app was installed on the
device successfully, and any reason the installation failed:

Command status ( Group package - com.spotify.music)

sevice by It Status fitter: Al .| B C &
(V] Time ~ Status
HGRAG4S Now 22, 2023, 12:20:48 PM (® Command executed  More info v
GOTOVMZ5243506TT Now 22, 2023, 12:01:35 AM 0 Command failad Mot infa -

Mote: [version: 1000142.564]
file:/idata/user/0fcomuso.mdm,/ 74238008244 80ec30c517de84b 7093 3acB 0cBfb 3PbBaaYaloboe¥ 2&9ePbifbb-

exposed beyond app through Intent getlatal) | 63 | Bd-
Success Failaa

cBISchTaf4ibsbad Now 21, 2023, 4:28:43 PM @ Command failed More info « 439% 7%

4.4 Device Dashboard

If you would like to manage and view a single device, click on that device in the Devices
Console list. A window opens which displays the Device Dashboard in three panes:
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4.4.1 Left Pane Icons-- Device Status Information

This pane gives you information about a device’s status and performance, such as CPU
(%)/Temperature, Memory/Swap Memory available, Wi-Fi signal strength, storage space,
battery level, and more. You can check the internet speed on the device and diagnose any
problems. There is even an option to view HDMI resolution and frames per second, to
diagnose any problems the user is having with the graphics on their device.

-
- Device state Connected (nen interactive) &
Storage Memaory (MB)

=
" 9a9cB . 2.39GB
. Used . W, Used
= 0. T4% 56.82% |
available available
— out of out of
= 102.45 GB 5.55GB
Battery status Speed test C
0
Mbps
(® Download

Figure 4-87: Device Status Pane

This table describes the icons on the left of the pane:
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Table 4-14: Device Status Icons

Icon Description

General Information tab, displaying the device’s storage space, memory
usage, battery status, etc.

Device Information tab, giving information about the device’s
connectivity, model, interface language, etc.

Device Properties tab, telling you the name of the device and its
hardware configuration

Device’s File System tab, displaying the folders and files on the device

Device Storage Stats tab, displaying how the storage space is distributed
on the device

Device Network System tab, showing whether the device has Internet
connectivity, as well as its DHCP information, MAC address, and more.
This contains information that is important for IT and support teams.

Three of the tabs (Device Properties, Device’s File System, and Device Storage Stats) also
have the following icons and functions:

Icon Description

Search bar to look for package information

Export to CSV: Option to export the data displayed into a
E csv file, to work with the data offline

El Expand icon for further information about an app

4.4.2 Center Pane lcons—App Management
The center pane shows all the applications presently installed on a particular device, as well
as statistics such as usage time.
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Figure 4-88: App Management Pane

Table 4-15: Apps Management Icons

Icon Description

Installed: General list of all apps installed on a device, with menu for each
app that allows you start/stop/uninstall/etc. the app remotely

Usage: Amount of time of usage of each app

Advanced stats: Allows you to view the app size, app data size, and
cache size of an app. Clicking on one of the apps will copy the package
name to the clipboard. There are three icons at the top of the Advanced
stats

By clicking on the three-dot menu next to an app, you have the options of starting or stopping
the app, enabling/disabling the app, or even uninstalling it.
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Figure 4-89: Application Management Menu

Take note of the Clear app data option. This is a useful feature, where you can assist the user
in fixing any issues they may have with an application. It effectively resets and repairs the
application by wiping its history. The user can then start the app afresh, without any of the
previous baggage that may have caused it to crash.

When you click on the Advanced Stats icon — , there are three further options:

Icon Description
Search bar: To search through the apps by package name
E Export to CSV: To export the app usage statistics to a CSV
file
El Expand: To view the usage statistics in an expanded
window.

4.4.3 Right Pane Options—Device Actions

The right pane of the Device Dashboard has a list of actions, which allow you to engage with
a customer and work on their device remotely.
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Table 4-16: Device Actions Icons

Icon Description

Remote
Terminal

Repositories actions

Schedule & trigger command

AFW (= Android for Work) install/uninstall
Send message

Location

Lock

Power
Manage

iitllc i llofulpalm] o0

We will briefly go through the Device Actions options:

4.4.3.1 Remote
As explained in Section 4.1.1, this allows you to interact with the user’s device remotely.

© Radix Viso MDM - Gacgle Chrome = a

X
@ visomdm.com/index.html#/remote?wrc={alse&id=HA195F3 Y8wrl=wss:%2F%2Fkarma-ws.glbth.com Q

Figure 4-90: Viewing a User's Device Remotely

4.4.3.2 Live Terminal

This opens a fully featured, live terminal with an ADB (=Android Debug Bridge) shell
connection. This allows you to remotely debug an issue with a device, as well as download a
log of commands to the device and run exec scripts remotely.
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Terminal (Lenovo 9 black GO HA12ZFWGQ) & | 20

There are also two icons in the upper right:
Icon Description
J/ Get log—Allows you to download a log of command-line commands to
be able to work on the device while offline
20 Enable run as system—Allows you to change permissions.
When you enable this feature, the icon will turn green. Another click will
disable this feature, and the icon will turn gray again.

) ThermalHdl-UTTL
) ThermalHaL-UTI
) ThernalHal-UTTL

TharnalHAL-UTIL

1 ThernalHAL-UTT
11-85 1€:19: 7 0 TheraalHdl -1
1i-85 -1 sernalHAL-UTI]
11-85 7 ernalHaL-Li
TharnalHaL-UTIL
D ThermalHAL-UTT i g
] s 1" (8.8: c: denied { read } for scontext=uir:system_app:s@ tcontext=u:r:servicemanager:s® tclass=file

: denied { read } for sca m_apo:sd teontextsi: rhwservicenanager: 38 telass=file
1 32211 W top : ty {(8.B:67762): ave: denied { read | for scontextsu: tem_app:sd tcontextsu:r:vnds
L3312 33211 52311 W top : 1 ave: deniad { read } for s y n_app:s8 tcontext=u:r:hal |

32311 W top : an 3: ave: denied { read } for sconte " @pp 5@ tcontext=u;r:hal_gseecom default:s@ tclass=Ffile

Note: The Remote and Terminal commands can be used only on a single device at a time.

The following actions in the right pane of the Device Dashboard can be performed on several
devices at once:
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4.4.3.3 Repository actions

These are series of commands that can be prepared in advance and stored on the Radix
Device Management user interface. You can then apply them to any device in the system.
Clicking on the Repository actions icon opens a drop-down menu:

Table 4-17: Repository Actions Icons

Description

|
= Install Packages: Allows you to create an installation package and
install apps remotely, as explained in Section 4.1.2.

con
-
. Policies: This allows you to black-list applications that have security

issues, or to white-list and allow certain applications that are installed
on devices. This is explained in Section 4.1.5, Policies.

E Kiosk: This creates a whitelist of specific applications that you want to

apply to a device. This is good for a store display or hotel room, where

you want to only use certain apps. This is explained in Section 4.2.1.8,
Kiosk.

Views: This is for creating a content management system, a specialized
type of Kiosk, consisting of allowed installed apps and/or a web app.
Advanced Messaging—This allows you to interact with users using an
engaging message that can contain text, sound, or images. This is
explained in Section 4.1.3.

# Device Settings: This allows you to apply different settings to the
b ° 4 device. This is explained in Section 4.1.4.

> Remote Execute: This allows you to execute terminal commands on a
== | device remotely. This is explained in Section 4.2.1.12.

Files—This allows you to upload files to a device. This is explained in
Section 4.2.1.16.

f OTA— This enables an Android device to receive and install updates to

@ o

its operating system or apps. This is explained in Section 4.2.1.11.

Workflow: This option allows you to batch commands and trigger them,
to automate processes. You can also create a Favorites menu, as well
as move commands between different workflow stages during setup.
This is explained in Section 4.1.6.

4.4.3.4 Schedule & trigger command

This allows you to trigger any type of command from within the Device Dashboard. You can
also create a Favorites menu of commands to be executed. This is treated at length in
Section 4.2.1.15, Scheduler & Triggers Command.

4.4.3.5 AFW Install/Uninstall
Clicking on this tile opens the window that we saw above in Section 4.2.1.1, which allows
you to install or uninstall a device in the Android for Work (AFW) program.

4.4.3.6 Send Message
This allows you to send a text message to the user on their device. This is treated at length in
Section 4.2.1.18, Send Message.
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4.4.3.7 Location
This allows you to see the geographical location of the device, according to Google
Information Services.

.
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By clicking on the Location History icon 9 , you can see where the device has been over a
range of dates. This will help you locate the device if it is lost or stolen.

"5.\; Device location history e ;

| >
A [
bt Start date End date

]—“ 2023-10-14 22:08 2023-11-13 21:08 _{L)

i RS

( | Nt

¥
£ o -
e A w"?'ﬂl’:ﬁ_‘j 1'oM3val = -:158

] \ i ]
Location (HAIPSF3Y)

: ok

D

Figure 4-91: Location of a device within the selected time frame

4.4.3.8 Lock
When you click on the Lock option in the right-hand pane of the Device Dashboard, you will
see the following options to lock and unlock a lost or stolen device.
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Table 4-18: Lock/Unlock Device Options

Icon Description

a Lock: This locks the device so that the user cannot change any of the
settings.

a Unlock: This unlocks the device, to enable the user to change settings.

Get Password: This allows you to retrieve the device’s password, to
* allow the remote user to unlock their device, in the event that the user
forgot the password.

Q Siren: Makes the device sound off an alarm. The Siren command will
— make the device sound an alert, even if the device has been
disconnected from the Radix network.

0 Wipe: Restores the device to factory settings.

4.4.3.8.1 Unlocking a device
Once a device is locked, there are two options to unlock the device:

Option 1: From the Radix Device Manager:

1. The administrator must click on the Devices icon in the sidebar menu, to open the
Device Console.

2. The administrator should find the locked device in the list of devices in the Device
Console.

3. The administrator should open the device’s Device Dashboard, and then click
Lock>Unlock.

4. The administrator will receive a prompt, asking them to verify that they want to
unlock the device:

Unlock device

Are you sure you want to unlock selected device?

5. Upon clicking Yes, the remote device will be unlocked.

Option 2: For the remote device user:

There is also an option for the remote device user to unlock their device. This may be useful
if the administrator locked a lost device, and then the remote user finds the device and wants
to unlock it themselves.

To unlock a locked device:

1. Press the key combination Alt-Ctrl-Shift-F9. You will receive a prompt requesting
the device password:
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| & Password =

[ oK ] Cancel

2. Enter the device password and click OK. If you do not know the password, ask the
Administrator to retrieve it by clicking on the Get Password command in the Device

Dashboard.
)
| ue @ |
| e 6 |
[ 3
| o |
Power (U]

The following window opens, displaying the password to unlock the device:

Lock password X

PRESS TO RETRIEVE PASSWORD

3. The Administrator clicks Press to Retrieve Password to display the device password:

Lock password X

PRESS TO RETRIEVE PASSWORD

password: 42339408

4. When the remote device user enters the password, this should unlock their device.

4.4.3.9 Power management
Clicking on the Power icon allows you to restart, shut down, or wake up a device.
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Table 4-19: Power Management Options

Icon Description

3 Restart—Allows you to restart a device remotely.

Q) Shutdown—Allows you to shut down a device remotely.

o Wake-on-LAN—AIllows you to wake up or turn on a device by means of
a network trigger.

4.4.3.10 Manage
The Manage icon allows you to perform actions on user accounts, such as to change a device
name, a password, or to change settings.

Table 4-20: Manage Device Options

Icon Description

Remove—Allows you to remove a device from the Radix Device
Management system

Rename—Allows you to rename your device.

Tags—Allows you to add or remove tags from a device. Tags make it
easier to group similar devices together.

Change Agent Password—Allows you to change the password on the
device remotely.

Reset Authentication Token—This resets the authentication token for
a device. It may be necessary when you see a warning icon next to a
device listed.

Remove Google Accounts—This lets you remove one or all Google
accounts from a device.

bo| v ¥ € N =

Manage Users—This allows you to create or remove a Radix Device
Interface user.

Screen Settings—This allows you to adjust the volume and brightness
settings (specifically on a flat panel device).

Firmware Update—Allows you to update the firmware on the device.

P
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Chapter 5. Profiles Console

The Profiles Console allows you to create a profile of several groups of devices. Once you
have created a profile, you can then select software packages and OTA updates to apply to
groups of devices. You can also send files over to the devices in the profile. Also, if you add
additional groups to the profile later, the specified software packages, OTA updates, and files
will be automatically installed on these groups as well.

(K

When you click on the Profiles Console icon *< you will see a list of existing profiles in the

Radix Device Manager.

= Radix P~
— -_
28 Deshboard Profiles SET PRGN ES PCETTY + o
O Devices 2 HE,

Priority ~ Mams Deseription Created Last uptoted Mo, of groups
(&  Profis

1 My it prafile ot | wenal i P dEwice 10 B Jan 24, 2004, S Jun 5 2004, 1245 F.,
@ commanas 2 17 devices Devices that were added in 2022 Apr i 2024, 209 PM Mary 2T, 2024, 228 P
- Users 3 hri] by 26 KR, EAT dun o, 2004, 417

4 1 Fab 15, 2074, 432 PM Tun b, 2004, 417 P o
E Repositones

5 Firat registration Jan 10, 2024, 401 PH Jun 4. 2094, 202 FH 1
£ account settngs

& lincrpratiogs Apr 0. 2024, 1236 - My 27, 2024, 2:28 F..

T with_paiey ey 2T, 2024, 228 P L]

toat Fiab 15, 2024, 12:10 Jun L2024, 10:50 P 2

@ ALL Jan B, 2024, BIEFY TJund, 20, 205 Al []

o = Total- 72

Figure 5-1: Profiles Console, displaying all existing profiles

5.1 Creating a New Profile

If you have Administrator privileges, you can create a new user profile.

To create a new profile:

1. Click on the Add New Profile icon+at the top of the Profiles Console.
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Figure 5-2: Icon for Adding a New Profile
The Create New Profile window opens.
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2. Supply a name for the profile in the Profile name textbox.
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The following table explains the icons on the left-hand side:

Table 5-1:Profiles Console Icons

Icon Description

-N‘- Overview Overview: Allows you to provide a name and description of
the profile

L—u Population Population: Allows you to populate the profile with groups, as
well as apply filters

Content: This option has submenus that allow you to add the
following content:

e Agent & SCM: Apply a software installation package
from the Radix Android Agent, or the SC Manager for
Android devices

¢ OTA Management: Manage Over-the-Air (= OTA)
updates

e Packages: Install software packages

¢ Remote Execute: Apply a script to be executed
remotely

e Files: Send files to devices in the profile

e Policy/Kiosk: Apply a software policy or a kiosk to the
devices associated with the profile

e Views: This is for creating a content management
system, a specialized type of Kiosk, consisting of
allowed installed apps and/or a web app.

e Settings: To modify device settings to the devices in
the profile

I } Roll-out: Allows you to specify a time for applying the
» ' Roll-out . : ,
e execution of the device profile.

|2 content
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Here is a brief description of each of the icons in the sidebar menu:

5.1.1 Overview Panel

The first screen that you see is the Overview panel. Once you have finished creating the
profile, the Overview panel will display all the profile’s parameters at a glance. For example,
the Overview panel of the following profile displays:

e The profile name,
e The groups and filters associated with the profile,
e The content of the profile, and
e When the profile will be executed.
Profile "tomeriko' Raad only - move to draft to edit 4
--Fh.ll—nl.rt varsion [W.7} -_. Profils ama Prafila cartant
tomeriko S Pooll-out it s
J\ﬂ. Oweiview
L0 Population e i T
& coatert y [
:'}J Roluat Tgroups Profile compatibility
%] Tmatchas
Irrirm =
Distribution status
e
CLOSE
Figure 5-3: Overview Panel of an existing device profile
Profile 'hila1’ Raad anly = move to draft to edit -
(A nutyprdn. Profile riamo Erofils cantant
hilal _ — Roll-out sistus
v e I0RA0020000000MMAAN0
L popuiation S — rafed dut
B 21 =
g2 T He Profite campalibility
o) 1 matehes 7
Exv
Distribution status
=]
W Suotans (107 - Fallut (3 P i [0
close
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5.1.2 Population Panel
The Population panel allows you to associate groups of devices with the profile. You can also
narrow down the list of devices associated with the profile by adding filters.

To populate the profile with a group of devices:

1. Click on the Population tab. The following screen opens:

Create new profile X
M. Overview
o Groups
Eﬁ Population
@Contun{ Cl Attach a group to the profile
,’,E; Roll-out
= Filters ADD

2. In the Groups search bar, enter the name of a group of devices that you would like to
associate with the profile.

Create new profile

M avervbew £ Groups
B Paputation Attach:a crog
O Test

(D conten
£ wollaun #t“t
gl-test-ondemand

gilteat

orp_TEST_avsb_ALPHA_BETA_GAMA

fnor tect 10.04

Note: The search is not case sensitive. Thus, the search string “Test” will also yield groups
containing the string “test”.

3. When you have added a group, you will notice two icons next to the listing of the group:
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Create new profile

M overview & Groups
LD Popuation
& TTach a group to the promnie
e L weuds |
£ Aullout 21test ]‘J o
]
Create new profile % |
|
|
|
Ap. awervien £, Groups |
LT Panuintion
TSN P O TG
L ==
£ Rodl-out 2 bust o %

e View details: This will display the number of tags associated with this group.
e Remove: This will remove the group from the device profile.

4. If you wish to filter the devices to which the profile will be applied, click on the Add
button to further refine which devices will be included in the profile.

= Filters o

Tag . is (I}
App withversion
Model
Property

First registration process only

The filter options include:
e Tag: To filter devices by the tags that they have been assigned.
e App with version: To filter devices by which version they have of a specific
application. You then provide the name of the application and the version number.
e Model: This allows you to select a specific model of a device to apply the profile.
e Property: This allows you to apply a profile to devices with a specific property.
e First registration process only: This applies the profile to devices only at the
time of their first registration in the Radix Device Manager.
5. You can combine and save several search conditions, to refine the selection of devices in
the profile.
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First registration process only wr

5.1.3 Content Screen
When you click on the Content tab, you will have six submenus to specify what content to
apply to the devices in the profile you have created:

Create new profile %
M. Bvervie W e {5 Radix packages _.aDDPchnﬁEs ..
L[ Poputation

[ Agani b 5EH
{3 contant LS Motast
:E; Reaili- st [ d.'a llfxnu;n(r_l
chays
p— P
(| 5
Padioykinsk
s ows
el St
(xSl

Figure 5-4: Profile Content window, displaying the types of content that can be added

e Agent & SC Manager: These include Radix installation files and SC Manager files
to be applied to Android devices.

e OTA updates to deploy Over-the-Air updates to the devices in a profile

e Software packages to be installed
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¢ Remote Execute scripts to be executed

¢ Files to be sent to the devices in the profile

e Policy/Kiosk items to be assigned to the devices in a profile

e Views, a specialized type of kiosk setting, consisting of selected apps and a single
website

e Settings to modify device settings to the devices in the profile

We will examine these content options in turn.

5.1.3.1 Agent & SC Manager
This allows you to attach software packages from the Radix agent and the SC Manager to

Android devices to which you apply the profile.

Create new profile

M. Buervie w TR {5 Radix packages _mmcuﬁss ..

......

1. When you click on Add Packages, you will receive a repository of Radix installation
files and SC Manager packages to install on Android devices:
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Figure 5-5: Repository of Radix installation files and SC Manager packages

2. You can click on several packages in order to select them. Clicking Add in the lower
right will add them to the new profile.
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Figure 5-6: Four Radix packages were selected and added to the profile

3. If you wish to add a new installation package that doesn’t appear in the repository,
click on Add New in the lower left corner. The following window opens:

New package o =
Ll
Fisg from Url
Upioad file

Packags fram play stors

105 enturprise application

4. You can proceed with adding a new Radix package as explained above in Section
4.1.2.2, Adding a new package to install.

5.1.3.2 OTA Management
This option allows you to deploy Over-the-Air updates to the devices in a profile. When you

click on the OTA management tab, the following window opens:
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Figure 5-7: Option to apply an OTA update to specific device models

5.1.3.2.1 Adding an Existing OTA Update Package
To add an OTA update to devices in the profile:

1. Click on Add OTA in the upper right-hand corner. The OTA Update Engine window
opens.

O0TA update engine

AVSB-Alpha 2.2402.12 0412f3ac2ad0ecTPcelddbP06... Gen3-Alpha- 2.2401.26

@ o /5 0§ & @ o /5 0§ # @ ¢ £ 0O B *
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avsb-alpha 2.2401.27 wi_dxiw377-2.2305.15-android... vi_dxiw3T7-2.2305.14-android..

® o J 0§ # @ 90 /S 2§ # e g /s 0§ #

vf_vsb3930-2.2305.15-androi... “ vf_wsb3930-2.2305.14-androi..
®

ADDHEW

9a351b4db48a75a79032feb04... “
L]
CAMCEL
b

Figure 5-8: OTA window, displaying all OTA update packages

2. Click on one or several existing OTA update packages to select them to be added to

the device profile.
3. The Add button in the lower right corner becomes active.
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Figure 5-9: Four OTA update packages have been selected

4. Click on Add. The OTA update packages will appear in the profile.

Create new profile
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5. By repeating the process of adding OTA updates, you can later append several OTA
updates to a single device profile. The button will appear as “Update” instead of
“Add”, if you are modifying an existing profile.
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6. Note that there is a Model parameter, which allows you to specify that an OTA update
is for a specific model of a device, or all models:

Edit profile '2022 Devices' e T
M. overview ;
(A OTA | ADD OTA
LT Populatian
I content Clevartouch LUX - DUMMY OTA (2] / V.20240406020831 all models h B
All models 0
Radix Risevision / V1 {’j 1198
- SD08 (Tablet)
2 touch [2) / V.75 3
eveitousd 84 con Bing th &
Pachkages
MBX4K Maverick (Maverick)
Pax - FNB / V.20240528 hw

Remate executs
MStar Android TV (sugarcane)

Files TE132FU (TB132FU)
Folicy/Kiosk VIV 5 [BLU_VIVO_5)
;':“1 Roll-out Lenovo YT3-K9P0L

(YT3_10_row_Ite)

7. Click Save to save the addition of the OTA updates to the profile.

5.1.3.2.2 Creating a New OTA Update
The Profile Console also allows you to create a new OTA firmware or software update.

To create a new OTA update engine:
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1. Click on Add New in the lower left-hand corner of the OTA window. The New OTA

Update Engine window opens.

New OTA Update engine

SARBEE WP
Upload file

Setas private

Set as read-only
s renositary ite

CANCEL

2. Supply the necessary parameters for an OTA update. You can either upload a file from
your computer or download a file by supplying its URL.

3. Click on the Set as Private button if you wish to make the OTA update visible only to
you (as the creator of the item) when using the Radix Device Manager.

4. Click on the Set as read-only button if you would like to limit who will be able to
edit this OTA update. Anyone with Administrator privileges can edit it, while
someone with only User privileges can only access it and use it but cannot edit it.
When you click on Set as read-only, you will see the lock icon at the top of the

screen turn to a “locked” position.

New OTA Update engine

Salect upload method
Upload file

Set as private

Set as read-only

for the nthars

CAMCEL

ﬁ s

Figure 5-10: Lock icon indicates that the OTA update has been set to read-only
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5. Click Confirm.
The newly added OTA update will now appear in the list of Profile Groups above.

6. If you wish to remove the group from the profile, click on the Remove icon to have it

removed.

Create new profile %
N et Profile santent L& OTA sopoma |
[ Popalation _m

At scu SmartSnift Gonneotivity Connection Checker / V715 =
\E camem s L A RO SRR i @
¥ Relout | anagmerd
Pax
p
=T F
o
Seting:
L0
SAVE

7. Click Save to save the OTA update option for your profile.

5.1.3.3 Packages
This provides you with a list of software packages that you can apply to the devices in the
profile. If a group is assigned to this profile in the future, the software packages will also

apply to that group.

5.1.3.3.1 Adding an existing software package
When you click on the Packages tab, the following window opens:

All rights reserved by Radix Technologies Ltd.

Page 208 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Profiles Console

Create new profile

My ovarview ABD FACKABES

Profe eontent =1 Packages

LT Fosulation

Agerd LECM
&) Content b

|
) R aut [T O manzomen:
T I
Pachages

Metsat

To add a software package to the profile of devices:

1. Click on Add Packages. The Packages repository opens.
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awning admin

¢ § /S0 A e & 7S 1 @ & /S 1
X-plore File Manager { V4.38.24) Linkedin Jobs & Business News._.. Google Chrome [ V126.0.6478.1...
oM aneyCAlgames Apine e livkedin SnE il O ST, e
admin sdmin admin
® = 7S 8 A ® = S 8B A @ = /S 8 A
com.cpuid.cpu_z-441.a “ com.cpuid.cpu_z-41.apk H d H
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2. Select one or several software packages to be added to the profile by clicking on the
tiles. The Add button in the lower right corner becomes active.
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Figure 5-11: Selecting the Windows 10 simulator, X-plore, and Plex sofiware packages to be applied to devices in the profile

3. Click Add.

The software package(s) you selected will now appear in the profile.
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4. Click Save to store your selection in the device profile.

5.1.3.3.2 Adding a new softwa

re package

There is also an option to add a software package that does not appear yet in the Packages

repository.

To add a new software package to the repository:

1. In the Packages screen,

Page 210

click Add New.
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The New Package window opens.
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2. Select one of the upload methods for the software package you would like to add to
the profile: From a URL, uploaded from your computer, a package from the Google
Play Store, or an iOS Enterprise Application.
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CANCEL

3. Proceed as in Section 4.1.2.2, regarding adding a new software package.
4. Upon selecting a software package to apply to the devices, click Save.

5.1.3.4 Remote Execute
There is also the option to apply a Remote Execute command line script to a profile.

To apply a Remote Execute command:

1. Click on the Remote Execute button and click on Add Items.

Create new profile

| moomiMs

D ruiw
M Y = Remote execute items
[T Populstion
agant & BOM
\E] contant e
;_:“Rnﬁ-nut EI DT s gren
- 1
Packagea
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=1 3

| visws

The Remote Execute repository window opens.
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2. Click on one or more of the listed remote execute scripts to attach them to the profile
and click Add.

Remote execute

® > s @ > /s 0 8 # @ > /s 0§
syne profiles test test disallew install apps

. ® > s @ > / ® > /7 0 W A

test fail testf VDEV-5432 >

® s @ . / @ > /s 0 1 #
wifiselector pref zen_duration
® > @ %

e | BANGEL m
If you wish to create a new remote execute script, refer to Section 4.2.1.12, Remote
Execute.

3. After adding the Remote Execute script, the selection will appear in the Profile
window.
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4. Click Save to save your selection.

5.1.3.5 Files
This allows you to send files to the devices in the profile.

To add files to the devices in a profile:

1. Click on the Files tab to open the Files window.

Create new profile *
Dweeview ) R —
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2. Click Add Items. The Files repository will appear.
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By clicking on the tiles, you can select one or several of the files. In the example
below, we have selected three files from the Files repository to be uploaded to the

profile.
Files " s * *
10.04 inor “ linor file 095 u 15.04f u
&  § 75 § ’ ® K 75 01
—

1641 14.04 1104 u
| ® E 5 1 »

11.04 001 LINOR11.04 image users u |
@ § /5 § @ K 7 0 # @ § /£ 0 |

o kit et aLea-scmanager-vodatonevz.. [ T snoros.0s [ g |

3. Click Add or Update when you have finished your selection. The selected file(s) will
be added to the device profile. All the devices in the profile will have the files copied
OVer.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Page 216

RadixX

Profiles Console

Create new profile

Mo Buervien
L0 Poputation

(= cantent

;L: Rl it

L B Files ek
Agert & SEH
Bt s o
TR manmgm o
TR image baskground |1
Dlazhagas Images for windaws iz}

Reroto executa
Filae

% Ran

Paloy Kinsk

Wiewa

Beetings

4. Click Save to save the selection of files that you wish to add to the devices in the

profile.

5.1.3.6 Policy/Kiosk
Under the Policy/Kiosk tab, you will be able to add a software policy or kiosk to the device

profile.

e Regarding policies, refer to Section 4.1.5, Policies.
e Regarding using a device in a kiosk display, refer to Section 4.2.1.8, Kiosk.
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Figure 5-12: The user has selected the Policy option
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Figure 5-13: The user has selected the Chrome browser to be on the list of blocked apps

5.1.3.7 Views

The View option is a specialized type of Policy/Kiosk option. It allows you to select a list of
permitted apps on a remote device, and to be able to view a single website.

Note: If you have already selected an item under the Policy/Kiosk tab, the View option will
be disabled. Similarly, once you have selected a View option, the Policy/Kiosk option will be

disabled.
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When you click on the Add View button, the following window opens:

Views : £ . o b
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® = 7 ® & 5 0O 5§ » ® = /5 0 §F

video demo Taleve-domo u googla q
® =m s (C @ & S D F oA @ & J 0§ A

WebView Video Demo WebView Demo embeddigital q WebView Demo u
® = @ =, 0@ # @ =, 08 #

ALDIE HEW CARCEL

o7 EA

You can select a view option from the repository, or click on Add New in the lower left, to
create a new View option. Creating a new View option is treated in Section 4.2.1.23.

5.1.3.8 Settings
This allows you to modify device settings to the devices in the profile.

To adjust device settings to the devices in a profile:

1. Click on the Settings tab to open the Settings window.
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2. Click on Add Settings. The Device Settings window opens.
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3. Proceed as in Section 4.1.4, Device Settings, to apply device settings that already
appear in the Device Setting repository, or to create a new device setting.

5.1.4 Command Status View Option

Note that there are two icons next to each of the six content options:

e Show Command Status: This displays when the OTA update will be applied to the
devices in the profile, and when the various commands in the software package will
be executed. The Show Command Status pane shows the ID of the command, when
it was to be executed, which commands were executed successfully, which are
pending, which failed to execute, etc.
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Figure 5-14: Command status of an OTA update applied to a device profile

5.1.4.1 Removing a Content Item from a Profile

If you wish to delete a content item from a device profile, click on the Remove icon next to
that item:
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Edit profile '2022 Devices' e X

M overview —
(5 OTA | apoora |

LA Population w
touch {2) /V.71.5 ;

L@Canunt Al modals ih %
Radix
OTA
Pachages
Remote axecute
Fihes
Paolicy/Kiosk

)
ek, Roll-out

Figure 5-15: Radix packages that you can apply to remote devices

If you wish to add a Radix software package, click on Add New. You will have the options of
downloading a software package from an URL, uploading a file from your computer, getting
an installation package from the Google Play Store, or an i1OS enterprise application.

New package o X

File from Uirt B
Upbaad fil
Package from play storo

105 ertarptise application

e OTA update engine management: This allows you to upload an Over-the-Air
update file for the remote devices.
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New OTA Update engine

- Selzct upload method
Uplaad file

Setas private
This repository Ttem will b

Setas read-only
This reposttary [tem will be editat

CANCEL

Profiles Console

e Packages: This will allow you to add software packages to the devices in the

profile.

Hew package X

File from Url
Uplaad fila
Package fram slay stare

105 anterprise appsoatisn

EANCIL

¢ Remote execute: This allow you to add command line commands and scripts

to be executed on the remote devices.
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New remote execution @ X

— Name

Command

@ Command line O Script
Wait for exit
Collect output

Run with high privileges

Set as private
This repository item will be visible only to this user

Set as read-only =
This repository item will be editable only to this user and
admin users, and read-only for the others

e Files: This option allows you to select files to be sent to the devices in the
profile

e Policy/Kiosk: To either create a software policy of allowed or blocked
applications, or to limit a device to a fixed number of options, to function in
Kiosk mode

5.1.5 Roll-out

The Roll-out window allows you to specify when to execute the details of a profile.

The Roll-out window is divided into two sections:

e Roll-out configuration
e Execution configuration
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Create new profile

. overview (3} Rall-out configuration & Execution configuration

[T Poputation

2 tontent The graups” dovices will recaive tha profilo/update in one of tws ways, daily rogistration arin

= the next gafinad tatch, Tha exacition is afned In this section W ity {‘j
£F) foll-aut 2

Apply oniy if die
Apply prafile o the dey

St max attampts
Max FHEmots 10 9

Figure 5-16: Layout of Roll-out Window

5.1.5.1 Roll-out configuration
The Roll-out configuration pane lets you allocate batches of devices to which to assign the

profile.
To use the roll-out configuration options:

1. Click on the Roll-out tab and click on the button at the top of the Roll-out
configuration pane.

Create new profile

Jy. overview () Roll-out configuration @ (3} Execution configuration
[T Popuition
@ Comsnt The groups” divices will recesve the profilefupdate in one of two wais daily regesteation orin the Whes Inraebaia

rext defined batch. The sxecufion i= defined in this section.
'c,‘ Roll-out
amount of devices per batch o
Appéy anly Fidie

walting time until next batch @ Days
Sat max attempis
e attRmpts to oepcuts mas

Maowve ta the next batzh after 0 % success rate

The batch options are now active.

2. You can assign the following parameters:
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a. The number of devices per batch
. The waiting time between batches, in units of hours or days
c. The success rate of proper execution of the profile, before proceeding to the next

batch of installations.

Create new profile

Jy. cverew () Roll-out configuration 4} Execution configuration
L0 Population
Thaa groups” dievioes will receva tha profilefupdats inone of twa ways, daily registration orin the
| content group P ¥ g wh
neat dafines batch. The execution is tafined in this section nan Immediata
= Roli-out
amount af devices per patch &
Bpply ey iF idie
gy frofile 1o this Séviee anly Tt 14 .
‘waiting time untl rext batch @ Hours "
{-J Set mayx atternpts
Move to the next bateh after 76 ¥ success rate

5.1.5.2 Execution configuration
In this pane, you set the time when you want the device profile to be executed on the

specified devices. There are three options:

e Immediate: The profile will be implemented as soon as the device gets the profile.

Create new profile

M overview (& Roll-out configuration 4 ) Execution cenfiguration
LT Populaticn
1 content Tha gEaups devices will recalve tha protiafupdats in ane df twi ways. dady ragistiation of in ; -
il the noxt dufinad tateh. Tha sxocution & cofined in this section. Ml el
v\ moll-out x
Amaunt of davicas perbatch 0
Apply anky iF idle =3
Appty profia to b 1 il
Waiting time until next batch @ Days o
Set max attempts )
Max atbempts execute gach item in this prof )
Max attompts: 3

Mowve b the next bateh after (] Hsuccess rake

e Time frame: You can assign a start time and end time between which the profile
should be executed.
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(& Execution configuration

When Time frame v

Execute the profile within the specified time frame
Start time End time

Between 17:03 to 18:03

Apply only if idle

Apply profile to the device only if it is idle ol

Set max attempts
Max attempts to execute each item in this profile

e On demand: The profile will only be executed when you initiate it manually.

Profile 'Only _OTA' This is a draft version &

Dratt vorsion @ Roll-out configuration [ Q) @& Execution configuration

The groupy devices will recesve the profile/update in one of two ways. dody registration ar n the T
g “ whon On demand

Ay overview naxt dofned batch, The sxacution is dafned in this section
L0 Poputation
|3 content Amount of devices perbatch 3
7 Set max attempts
Waiting time until next batch 2 Days
Max attempts: 3
Move to the next batch after 50 % success rate

Figure 5-17: Sample profile that will be rolled out "on demand"

Note: This option is available when the only content assigned to the profile is an OTA
update. If there is any other type of content in the profile (software packages, remote
execute scripts, files, software policies), this option will be grayed out.

There are two other roll-out options:

e Apply only if idle: The device profile will be applied specifically when the device is
not in use. This is desirable if you don’t want to disturb users of the remote devices
while they are using their device.

e Set max attempts: You can set a maximum number of attempts to execute the device
profile, before determining that the implementation was unsuccessful. You can assign
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the number of attempts as any number from 1-50, with the default being three
attempts.

Create new profile

N Overview

& Roll-out configuration (:_D (3} Execution configuration
L0 Peputanen
& cantant The groups devices will reseive the prefile/updats inone of two ways, daily registration urinthe
&= rent defined hatch. The soecution is defined o this section. Hhen TIeraime.
£ RoB-out

Amount of devices par batch & TR Ene tim
Batwean 1703 ta 18:03
Waiting tme urtil next batch O Hours

Apply oréy iFidia
Apply protlo to the device o

Mg to the next batch after 75 % success rate

5e1 max atternpls (a
Mak attergts 10 Execule Saah Tem in this arafie

Mar attempts:

Figure 5-18: Illustration of the Roll-out options

Upon clicking Save in the lower right corner, the Overview window will give a summary of

the profile:
Prafile 'Aug__éih' Read only - move to drattto edit o "
Roli-out version
s - Prafl
Aug..6th Ager B 50M
2y overoew
4 OTAman
L8 Population AT
1 content 703 - 18:03 Fackages
: packs
or: Rall-gut
— Bmte it
2=
P Piks
PolioyKiost
CLOSGE

You will get a prompt in the lower right corner that the profile was created correctly, and the
new profile will appear in the Profiles Console.

g [ Duetwes
Profile "Aug_6th” created
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Figure 5-19: Popup Notification that the profile was created

H Profiles ! e T—
ju]

=1 Lo 4 D030 3034 170 P B % A 1047 AN ]

........

Figure 5-20: The Profiles Console, with the new profile (“Aug_6th”) listed at the bottom

After you have created the profile, you can modify it at any time by clicking on it in the
Profiles list.

5.2 Editing a Profile

After creating a profile, you can later make modifications using the Draft Version option.
To modify a profile:

1. From the Overview Dashboard, click on the Profiles icon, to open the Profiles
Console.

2. Find the profile that you would like to modify. You can use the Search bar at the top
of the list. (Note: The search is not case sensitive.)

= Radix 8 et poicn
B Oushiaa Profiles T aup [Irpe——— +
;i |
. s Lot upaat: Mool
(5 Frie s = - %
®  commana
B =
o . Hing

3. Click on the profile that you would like to modify. The profile’s Overview screen will
open in Read only mode, displaying the “Roll-out version” of the profile.

All rights reserved by Radix Technologies Ltd.

Page 228 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Profiles Console

Profile ‘Aug_6&th’ Head anly - move to draft ta oot o %

= 1
Foll-out version {v10) ~ |

i = Profle nnme Profile content
Aug.bth
A overview
o2 managrrert
L0 Pepulatien : L p
1B content RS R
;é:; Rodl-aut w
a0 - il

Policy/ K

CLOSE

4. In the upper left corner, there is a drop-down list. Select Draft version to be able to

edit the profile.
Profile ‘Aug_&th' Resd anly - move to draft be adit o % |
|
Pt veroR eI - Profils nams o p—
Roll-out varsion [V:10) Aug_6th o
Draft version 'b | =
Proviaus vars e | If'-= '.llllull"'lll'l N
Ancoss - A0
[ con g
B All ussers Pactagas
i) Redau . h |
pr— R e
drut
H =) — Fns

ELOSE

5. When in Draft version, you can make changes to all the parameters of the profile.
Any changes will be recorded in the draft version of the profile. You will receive a
notification, reminding you to save the changes before rolling out the profile.
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Edit profile

Your changes will be saved as a draft version only and the
rollout process will not be started.

You can continue to edit the draft version at any time in
the header section.

The rollout process can be initiated by clicking on the

"start roll-out” button in the profile dashboard in the
drafts section.

6. If you click Save to save all the changes to the profile, a popup notification will
appear in the lower right, telling you that the changes were saved successfully.

\/ Success

Profile "Aug_6th” updated

7. When you have made the desired changes, click on Start roll-out in the profile’s
Overview screen.

Profile '‘Aug_éth’ This ks a draft version =

Oraft version _
Profile name

Aug_bth ‘_.;. Start No change [V
R’ roll-out e
Ao Cverview Rpit-nut pot stertsd &u
Expeutinn chanpes —. | OtArsregme
LT Papulation ¥ / S
Mo ehange
& contam vied 1 Sastage
£ Red-aut PERTRTR
j FEmoe e
Apsess
= Fies
Allusers = Ak
Enioy/Tiosh
$ Swttrg

You will be prompted if you are sure that you want to activate the profile:
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Activate draft

Are you sure you want to activate this profile draft version?

8. Click Yes to activate the new, updated profile. A pop-up notification will appear in the
lower right corner, indicating that the profile has been activated.

\/ Success
Draft version activated

5.3 Reverting to a Previous Version of Profile

If, after making changes to a profile, you can go back to a previously saved version. This is
possible using the Previous version option.

To revert to a previous version of a profile:

1. From the Overview Dashboard, click on the Profiles icon, to open the Profiles
Console.

2. Find the profile which you would like to switch back to a previous version. You can
use the Search bar at the top of the list. (Note: The search is not case sensitive.)

= Radix @ sres
B Oushona Profiles ©aup [T pe— +
L[ oevce

By LS s Lant upaate: fgn
(5 Frode

2 e By 120030

@ comma 3
s
B A
B 2oocant settings

3. Click on the profile that you would like to modify. The profile’s Overview screen will
open in Read only mode, displaying the “Roll-out version” of the profile.
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|
Profile "Aug_6th’ Read only - move to draft to adit r % |
|
Roll-out versien (W10] R s
ﬁug_ﬁth Agont & SCM
I“ Overiew
) OTAmanagment Il
L0 Population . ) -
|E content YT
Al usars i Fiid
o Rolaut v
— e e
oeut
3 oy
= wimsk
el
|
CLOSE
|

4. In the upper left corner, click on the drop-down list, and select Previous version. You
will be presented with a list of all previous versions of the profile.

Profile "Aug_&th’ Read only - move to dratt te edit (& £
 Roll-out varsion (V:0) | B — T
Rall-out varsion (V10) Aug_&th Agant & 5
Draft version s :
Previaus versian _- _
{1 =
15 Content
Allusers
S Rell-out v
—
* |
Exegul
3 N 3 ': i
PonCa ¥k
X
CLOSE
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Profile '"Aug_é&th'

Profiles Console

Previows version -

Previous versions

Version Davices
Sy Overdiew a o @
[ Popubstion 1 4] &
(G Gontent & o @®
L) 8 Success Panging [ Fail

Figure 5-21: Previous versions of a profile

5. Clicking on the View Profile icon will allow you to see the Overview screen of the
previous version of the profile.

Profile 'Aug_éth'

c x
| Previous version -

Previous versions

Wersion Deviges
o ovverview o] o @
{3 coneat 5 o %
vy Roll-out

B Sucoess Panding [ Fad

The version number of the profile will be displayed at the top of the screen:
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Profile ‘Aug_éth’ Read only - profile version 1 5o
Bk Profile name Profils contart
Aug_6th P
v |, Oftmaagment
—— .
L0 Population
1 content Allusers . .
. -
o} Roll-out
= Famuts wsacin
B aeusars 12 e
— GESTeddT i (-4 2dT-Ph12-

2T ebifib . Fim

5.4 Setting the Priority of Profiles

When you open the Profiles Console, the device profiles appear in a particular order. You can
also choose to rearrange the priority of the profiles so that certain ones will be executed first.
The profile with the lowest number is of the highest priority. Therefore, the devices that meet
the filtering conditions of Profile No. 1 will be installed with the software and updates
associated with that profile. The other profiles will not be executed on these devices.

To prioritize a particular profile:

1. Click on the Profiles icon to open the Profiles Console.
2. Click the Set Profiles Priority button at the top of the list.

= Radi)X P >
— -_—
28 ODashboard Profiles Q  Bazot SET PROFILES PREDRITY + c
]
[0 oeviees
Prinrity « Hame Dessriprthan Greated Last updated New of groips
(& Profies
1 My v profila Howe | wald ke sy device e be Jan 24, 2074, 5:54 R 5, 2024, 245 P, 1
g Commands 2 2022 denicay Devices thak wens sdded in 2022 Apri0. 2024, 2:0% PM Moy 272024, 228 P 1
- Users 3 173 May 26, 2024, 339 _ Tain &, 2024, 417 P 1
n 4 i Feb 13, 2024, 433 P Jun &, 2024, dcTT P o
B repositones
Frst negistraticon Dan ¥l 2024 400 P Jun &, 2024, 307 P 1
L Account settings
& limorproad¥ood Apr 102024123358 _ Way IT 3058 238 B 1
7 with_ paBey May 77 2054, 236 F_ o
a test Feb 15, 2024, 1290 _ Tun 12004, 10:50 P 2
] ALL Tan B 2024, BIE PM m 4, 2024, 303 PM ]
o = Total: 12
ey ]

3. Note that when you place your mouse over one of the profiles, the mouse pointer
becomes a double-headed arrow, allowing you to rearrange the priorities of the
profiles.
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= Radi P
— -
=
%% Deshboard Profiles
[0 pevices
Priority Hamw Description Craated Last updated Ha. of groups
5
Profiles
2 1 My davice orofile How | would like my device bebe - Jan 24, 2024, 54 P_ Jun § 20241245 PM 1
@ commands H 2077 daviers % Cvices AL ware aamsd in 2022 Aprig, 2074, 2097 May 27,2024, 326 M 1
mw Usars 3 123 May 28, 2024, 236 P. Tun & 2024, 477 PM 1
= 4 A Foti 13, 2024, 432 PM Jun 8, 2024, 477 FM a
Repositories
5 First rogistration Jan W), 2034, 201 AM Jun 4, 2024, 303 PM 1
Account settings
& linorprodibid Aprid. 2024 12288_ Mary 37, 2024, 238 FM 1
with_paficy My 37, 2074, Z2EFM a
L] test Feb 18, 2024, 1229 P_ Jun 1, 2028, M50 PM 2
? AL Jani B, 2024, 5:28 PM Jun 4 2024, 303 PM a
o a ¥ Grapging the rows. EAVE CHANGES
e

4. When you have completed prioritizing the list of profiles, click Save Changes to save
the new listing.

= Radiy o

B3 Dashboard Profiles
[0 Devices o

Priority Mama Dinscription Craated Last updatod Mo of groups
£5  Profiles

1 My dieviee profile Herw | wouild e my device o be _ Jan 24, 2024, 5:54 P_ Qi B 2024, T2AE PM 1
@ commands H 123 May 26, 2024, 3:39 7 Tun b, 2024, 4:17PH 1
- Users 5 1 Fabi 13,2024, 4,52 PM Jun &, 2024, 417 PM

'] Fi i 4, 401 P 4 E= L]
E Repositories st regEstration Jan ¥, 2024, 401 PM Jumd, 2024, 302 P

5 2022 divices Dol Uaat vewre acked i 2022 Ap 10, 2024, 209 P Wy 27, 2024, 228 PR 1
ﬂ Account setings

4 norpeod 1004 Apri0, 2024, 1:25 F_ by 27, 2024, 2:26 PR 1

¥ with_policy Wy IT. 2034, 228 Bm o

] hest Feb 15. 7034, 1290 B Jun i, 3024, 10:50 P 2

? ALL Jan 8, 2074 528 P Jund. 2024, 303 PM o

- dragging tha rows. BAVE CHANSGES
o & matan - raovsongen- -0 [ : [omeeommmes |

5.5 Deleting a Profile

You can also delete a profile that you created.

To delete a profile:

1. Click on the Profiles icon to open the Profiles Console.
2. Find the profile which you wish to delete from the list of profiles.
3. Click on the profile’s three-dot menu (Actions) in the far-right column.
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=
— 8 waPrud
= RadixX @:
2§ Oashboard Profiles SET PROFLES PRIAITY + 3
[0 Oevices
Prigrity ~ Mame Dessaoription Created Last updated Mo of groups
L3 Profiles
1 Fry device profie Horws | wvould like my devics b be .. Jan 24 2024, 554 o Jun S, 2024, 1245 P
@ commands 2 12% May 36, 2024 539 _ Tun &, 2024, 4:17 Pl 1
=% L=zars 3 1 Pob 13, 2024 4:32 PH Jun &, 2024, 417 PH o
- 4 First reqistration Jan 10, 2024, 401 PM Jum 4, 2004, 302 PH 1
E Repositaries
5 2027 devices Duvicas that ware adoad in 2027 Aprin, F024, 209 PM May 27, 2024, 2:28 P 1 i
B Account settings oI
& Inorprodinog Aar D, 20241228 . Moy 27, 2024, 220 P_ 1
7 wan_pihey May 27 2074, B2E P ]
8 tast Fat: 15, 2024 12490 _ Jum 1, 2024, 10:50 FM 2
L ALl Jan B 2024 B2A PM Jurs 4. 20, 305 P 1)
Total 13
o 8 instan: Rogiwvsongen - (1)
= Radi) P
— -—
2% Dashbosrd Profiles | sererorLEs PRICRITY (54
LD pevices
Prigrity = Mama Descripbion Created Last updated Mo of groups
(& Profiles " "
1 My device prafils How | wewld fike my device o be _ Jor 24, 2024, 5:64 Jun§, 2074 1245 P_ 1
9 Commands 7 123 May Do, 2034, 15 _ Jum &, 1024, 417 PM 1
2% Usarn (1 1 Fatr 13, 2034, 4:32 PM Jun &, T024, 417 P [+]
a First registration Jan W0, 2024, 4:01 PM Jun g, Hze. B:02 PM 5
[C——— . =
B 2023 devices Duvices thet wers added in X022 e W 2024 209 P May I 2024 ERE P, :
£ Account settings Dwtete profle -I"‘]
& linorprod 1004 Apr W, 2024, 42:35 - May 272024, 226 P i
T with._polcy May 272024, 220 P, ]
& bt ik 15, 2094, 1290 . Tum 1, 074, 0500 2
L} ALL Jan 8, 2024, 528 PM Jun 4, 2024, 303 PM o

Totail: 12

o W natall: Aacovizasgen- - (1) [

4. Click on Delete Profile to remove the selected profile. You will be prompted before
deleting the profile.

Delete profile

Are you sure you want to delete selected profile?

5. Check Yes to delete the profile. You will receive confirmation that the profile has been
deleted:
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\/ Success
Profile "i0S device profile” deleted
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Chapter 6. Commands Console

The Commands console allows you to look at the status of all or some of the commands
executed on a particular device. Also, you can view the execution of a particular command on
a group of devices.

= Radi P
— -
B3 Daskbarg Commands Dusoription g | & B c |
L[5 Duvices
Trme Dencrigtion Grmmag Aecent swent v an fime erenar 3w Total i Fail
.
5 s
i L] s rnetall apsiicaficn | com it and Zam TEI00L SIREAFH  Zan T1 2004 FIREEFH admngoa
@  cammards 9 E-Hoo ekt apoRcotion | com oleapsants. Jan 1T 2006 BIRRPH  Jan L2006 BIAEPM  Uninet wmngos
i
B uses W da-Hac Tan 17 104, B350 A Jan 17, 004 123504 Pl S Kiosk Pakey aeimingos
o A Tan 11 004 GHIA04 PU Tan 17 004 0T M Sand semngos 1
B fopostorcs
B £0-Hao LTSS SSORON | B0 S8 RestETe Jan 17 OGS TEIREE W Ton T 2004 125554 P Uninshall package dmingns
B Acccuntsattings
@ fd-Hac Slart apsdcatan | CoTLaN PeIc e vk G Jar 112034, 353 P Jan 11 2004, 023 MM coracantibes. cormmandi  admn Bus 1 L] 1
B anHen CEmar Kk oy Jom T F09E TEIHDG FM Chn 17, 7024 TEEMIE FH - Send GomkfFolny samngns 1
B &d-Hoo Seond Kinh: fnkudin Zan 17 2024 123301 PH Jan 12 2004 123255 P4 Send Kiosk/Foboy wdminios 1 1 a
B 2d-bac Dhop ape ieaken | Comn e ceneckp. San 17 J004 TELTS1OW  Jan 11 2004 1REZE0 P Biop mickage mn fge
5 Ad=bor St applicatan Jan 1T J004 TITAS P Jan 11 2004 THI348 FH  comusso.entities commands. mnboge 1 1 a
B 2d-Hoo Fopup masange orri Tar 17, 1004, 43TE0 M Jon 17,2004 2390 P4 Bend message aimnges
B hiiee Rebancad Mimsagieg - (zimiza pnsdbe 3 T 11 004, TENZZOW  lan 7] 004 TNALOM  Aebusnrmd mesnaging smnges 1

Figure 6-1: You can access the Commands Console via the Commands icon in the Overview Dashboard

6.1 Types of Commands in the Commands Console

In the Type column in the Commands console, you will see several types of commands. The
Wi-Fi, Startup, and Schedule commands are all arranged by means of the Scheduler and
Trigger option (see Section 4.2.1.15)), while an Ad-Hoc command is sent via the other Radix
Device Manager command options.

Icon Description
® Ad-Hoc Commands that are sent to a device on a one-time basis.
= WiFi Commands that are executed when the device enters or exits a

specific Wi-Fi network.

© Startup Commands that are scheduled to be executed when the device
starts up.

© schedule | Commands that are executed according to a defined schedule. The
schedule is set by means of the Timing option in the Scheduler
and Trigger command.

6.2 Command Search Options

You can search for commands either by:

e The description of the command, as displayed in the Description column,
e The Device ID,

e The type of command, (from the list of command options), or

e The trigger name.
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Figure 6-2: Various search criteria for commands

6.3 Viewing the Status of a Particular Command

You can select a particular command by checking the command’s checkbox in the far-left
column. By clicking on the selected row, you can then view the command status: whether it
was executed successfully, unsuccessfully, or is still pending.

Command status ( Ad-Hoc - Workflow : Yahoo Homepage) x
by 1D Status fitter: All “ | B Cc &
o Time ~ Status
HATIEFSY Jan 7. 2024, 71922 FM (¥ Command executed [Remete execute ; Simulate anter key] (2/2)
HATGEESY dan?, 2024, 7021 PM 0 Command executed [Remote execute : open Yahoo! Hamepage] [1/2]
1 0 0
HAI193F3Y Jan 7. 2024, T19:19 PM ! Command sant BUttess Failet Pending
100% 0% 0%
o I
CLOSE

Figure 6-3: Command status of a "Successful" command

If you send a command to an entire fleet of devices, the Command Status Pane will display
all the devices which have received the command. If you wish to filter the results, you can
filter the results with the Status filter:

e All: Displays the status of all commands sent to the device: when they were sent,
when they were executed, etc.

e Sent: Displays only commands that were sent to the device.

e Pending: Displays commands that were sent to a device that was offline and are
waiting to be executed.

e Executed: Displays only the commands that were executed successfully.

e Failed: Displays commands that failed to execute.

e Step done: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that were executed successfully.
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e Step failed: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that failed to execute.

e Ready: Lists commands that are ready to be executed—for example, commands that
are activated by a trigger.

e Updated: Provides an updated list of commands to be executed.

Command status ( Ad-Hoc - Remote execute : Is /sdcard/) ®
} Search device by D Status filter: All {1:“1 E c Gt
Sent
AZAGERE: Ap (&) Command axacuted Mare infa ¥
Pending
o o 728
HAISEKLR A Execubted & Command expcuted @ Mo info
Devicas
HANCART S ap Failed 4 Cormmand executed @ Maore info v
Step done
efdape2afod 10049 Ap ) Command axecuted @ Mot inla v
Stop failed 38 1 689
ITE46922060000226 AR Ready @ Command sxecutad @  biars infa erpes  f.Fed ) £andtg
5% 0% 95%
2929IIEGRIDATY Mar 31 22l dEzio PM @ Command axscuted @ Mors info v
WYAAPTTR bas T& MDA 1740-EA DRE i+ FPommand avercdod W W
Iame parpage 10w e, e T 1€ < » 41|
cLOSE

Figure 6-4: Command status window--Status Filter

The Command Status Window also allows you to view commands either by the device to
which they were sent, or by the time of the command. This is very useful when sending a
series of commands to a fleet of devices.

There are three icons to the right of the Status filter bar:

Icon Description
E" Export to CSV: To export the search results in a CSV Excel file

& Refresh: To refresh the list of commands

I—:T‘ List by device/ List by Time: To display the commands by device,
I:/ or by the time when they were sent.

You can toggle the display between listing the commands by the device to which they were
sent, or by the time when the command was sent:
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Command status (Ad-Hoc - Remote execute : Simulate enter key) x
-a by 1D Status filter: All . E: e £
1y
1] Time ~ Status
HAIPEFZY Jan 7. 2024, 2:08:28 PM [®) Comrmand axedubed
HATREF3Y Jan T, 2024, 5:08:27 Pm <7 Command sent | 1 o | 0
apippE 0w acimE Je € ¥ ¥ 100% 0% 0%
CLOSE
Figure 6-5: Commands listed by device
Command status { Ad-Hoc - Remote execute : Simulate enter key) X
] “Search devies byiD B c ®
[y 1
i~ Success Fallure Devices
HAIREFEY 1 0
iianpni gl 8w ety ¢ < > 3 | 1 0 0
Success Fasilest Pending
100% 0% 0%
CLOSE

Figure 6-6: Commands listed by time sent

6.4 Executing Commands from the Commands Console

By clicking on the command’s three-dot menu in the far-right column of the Commands
Console you will see options to start, stop, edit, resend, or delete this command.

Ssarch by

Commands :command Device ID v | % HA195F3Y | Q| B B c m
u Type o Description O Command 2 Group 2 Owner O Creatio

e Bret SETSEEEE N —

@ Ad-Hoc Wake onlan
Ad-Hoc Shutdown device

iy - ]
& Ad-Hoc Popup message: hi there : Can | bother Resand command ta falled
Resend command devices Delete command
Ad-Hoo Send "nann” files SEngnes anminEga MoV 2 d
oS
temsperpage 20 v 1= 2000f 98 1€ L4 > 2

Figure 6-7: Options to start, stop, resend, or delete command
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6.5 Use of the Persist Command for Groups

If you are performing commands on a group of devices, you will also have the Persist
command. Persistence means that all the commands that are applied to the devices in a group
will be applied to any devices that will be added to the group in the future.

To employ persistence in a group:

1. Find the desired group in the Commands list and click on the group’s three-dot menu.

hi-in Duvion settings - Seseen confguranion & Dirwacs BT g s hiow & BOEE 24390 P 1 o 1 0 Mo 2023 3as
¥ 0 ] 1
& soHoo Papup measage b Senid message Mew dmeces  acmingge Now s 2028 10048248 260 L] o 228 MovB2ODE Abd
o
9 ac-Hac Song ~nuan” files Send fins acmingga NOow 2, 2025, V04 FM 1 o 1 0 MNevZ 2085 w200}
B ho-Hoe Davics stiing - wilpipe 17,05 Deviess watfings Acminipgh w3023 HATI1AM 1 1 o 0 Mové 2093 HOG
Aad-Hoo Wkl Elcer_test Warkfow sdmmin Nuv 2 2023, 25710 PM 1 o o 1 Now L. 3023, 3440 |
a

The Commands options grid opens.
2. Select Persist.

N - b
Resend command to failed
Resend command devices Delete command

>

Persist

You will be prompted if you want to employ persistence.

Persist

Are you sure you want to make commane parsictent?

3. Click Yes. The command’s icon will now change in color from blue to green,
indicating that it will be applied with persistence. Any new devices that are added to
the group will have the group’s software apps installed on them automatically.

U Ad-Hoe Devicw settngs - Screen confguration S Duvics sotbngs sdiranigs Nov 2, 2023, 243:10PM 1 0 1 0 NovZ 2023 3464 1

U ad-Hoc Popup message. Hi Send messagy New devioss  adminitqa Nav 6, 2023, %0:06.52 AM 260 32 o 26  NovB. 2023 at68 @

4. If for some reason you wish to disable persistence, select a group with persistence,
and select Stop persistence from its three-dot menu.
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Stop command Start command
Resend command to failed
Resend command devices

Stop persistence

Figure 6-8: Stop Persistence option

5. You will be prompted if you wish to stop persistence. Click Yes.

Stop persistence

Arg you sure you want to stop command persistance?

n

The color of the command’s icon in the Commands console will now revert from green to
blue. This indicates that the command no longer has persistence.
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Chapter 7. Users Console

If you have Administrator status in the Radix Device Manager, you will be able to view all
the users presently in the system, by means of the Users Console.

Clicking on the Users icon will display the Users Console: a list of the current users in the
system, as well as their email address, level of authorization (user or Admin status), and

= Radi 8 admindaa
— a -
=R Dastbooe Users < S
LD Devio
Type  Username Acttodty ~  Tegs  mals Ly P,
IO L Ui 84 O 8 T P 0 ST Mg b = -
@ Commeds 0 & sutsmencesm s & -
=
= Ak hensama o e =
L
a5 arbery
B Amotoies : e z =
F deoiBa e =
L« I attings -
Jebe urt ges ey mes  saen [

Figure 7-1: List of Users, as displayed in the User Console

There is a search bar that allows you to search for a particular user by name.

= Radix @ =
58 Dashboand Users o ae * 4 C m
LD Davean Trpe [T— Austheipy Tags St Lamguags

B Profies [ | Il viotanu sad-gstoan Bas s =] -

&  command

2L Users

B Repostones

B Account se bt

7.1 Adding a New User

If you have Admin privileges, you will be able to add new users to the Radix Device
Manager.

To add a new user:

1. Click on the Users Console icon in the Overview Dashboard. The Users Console
opens, displaying all existing users.
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Figure 7-2: Users Console Icon in Overview Dashboard

2. In the upper right side of the Users Console, click on the Add New User + icon.

= Radiy 9

25 Deshboard Users ‘ r (&} L]
I
[0 Devices '
Type Username ~ Email Authority Togs Status Languoge
@ Commands < nadav.radidgoogie-gmall.coma . nadavsadix@gmad.com admin @ -
- Usars 2 nadav@vsa2 nadavBradoe-nt.com amin e & -
B ropositories ] radavan §azurw _aod-hotmall.c nadavavniBhatmall com admin @ -

Q& Accountsetings

Figure 7-3: Placement of "Add New User" icon

The New User dialog box opens.

Mew user

Wiso weer

#

User

CHAMES LCIH PERHICEINE:

-

You will have to supply the following information to add a new user:

7.1.1 Select User

There are three options here:
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e Viso user: Note that if you use a Viso account, you will have to supply a name,
contact name, email address, and password.

Mew user

Whia e

EHANGE LIEER MERSERICEE

—. -

e Google account: If you add a new user by using their Google account, they will be
sent a confirmation email. They will be in “Pending” status until they answer the
confirmation email.

New user

Gongle acceunt

AR RN PERRIEIGE

e [
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After supplying the required information and clicking Confirm, the user’s account will
appear in the Radix Device Manager Dashboard as being in “Pending” status.

= Radi) 2 e
2}  Dashbscerd Users arew + e m
B Devices

Trow Linaramess Emaii sttty Taga “ Langpssgm
@ commanes P = VA S PR F, - & -

o i e
&% then -
RRpOSATIiES

Actour settings

Figure 7-4: Appearance of user status, pending confirmation

The user will have to go to the email account that they provided, to click on the confirmation

email.
Activate your Radix Viso Device Management account e
Viso MOM Accounts oooooerglbth.com iy amaranses.cor
Radix

Wiz hope all = well,
Apcordng o our racords, your administrator registerad answ Radic WSO device management account for you,
Thee accourt is paired with pour GOGEE sccount,

Pleass ¢ hick the hutton balow to confion your sccount ragistration

Confirm my account

ot my §eeoung

Bast,

Tha Radix taam

Rads Techmalogies Lid.

Figure 7-5: Google Account Confirmation E-mail

e Microsoft account: The sign-in requirements for a Microsoft account are the same as
those for a Google account.

7.1.2 Name

This name will appear in the Radix Device Manager along with your device/s.

7.1.3 Contact Name

Supply a username here. By default, your username will be added with your domain name as
a suffix: user@my_domain. This is the proper name format used when you log in.
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7.1.4 Email Address

The email address you supply will be used for alerts and messages to the user.

7.1.5 Password

Here you supply a password to enter your account. The password must be at least eight
characters with a combination of letters, numbers, and symbols.

7.1.6 User Type

There are three user types, each with distinct levels of privileges:

¢ Admin — An administrator has full privileges. An administrator can view billing
information and will also be able to view the other users in the User Console. Also,
any user of the Radix Device Manager with “Admin” status can edit any items that
are set to “Read-only”. (Those with only “User” status can view and use these items
but cannot edit them.)

- YATSF 3y 7 wdag tpenne LSy Lmm Fabi 14, 3024 W04 e (v 35, 2

9 diing I R

3

Figure 7-6: The interface of the user ("Walter") with Admin privileges

e User — This means that the user has privileges for all functions, excluding that of
managing users or viewing their billing information.
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Figure 7-7: The same user as above, with only User privileges

e Supporter — This limits the user only to communicate with the Radix Support Center
and changing the language of the Radix interface.

Radiﬂ Support Center Mgt 2 vaitr

Lanpage @&

Plserai T ol By forrn b 1 sl

whisling with B roxd avidaisn ago

Figure 7-8: View of Display of User with only Supporter Privileges

7.1.7 Select Language

This allows you to select the default language in the user’s Radix Device Manager user
interface. The default language will be English.

7.1.8 Add a Tag

Tags are identifying names that you can assign to users or devices. By assigning tags to
users, they will be able to see only devices with correlating tags. The devices must contain all
the tags for the user to be able to see them.

7.1.8.1 Examples of Tags Applied to a User
e Without tags: If a user is not tagged at all, all devices enrolled are visible to the user.
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e If the user is tagged with 1234, only devices containing the 1234 tag will be visible to
the user.

e If the user is tagged with 1234 and abed, only devices containing both tags will be
visible.

7.2 Viewing a User’s Profile

Clicking on the row of a particular user will display the following User Profile screen:

User profile =

Conmaci name
. Zoay Kamen
il Al
zeevkamenBigmail.com

B English (Us)

Admin

vio O

CHANGT SR PIRMESSIONS [

RESEND CONFIRMATION EMARL |

Figure 7-9: User Profile screen
It will display the following information:

e Username in the Radix Device Management system,

e User’s contact name,

e User’s email address,

e User’s interface language,

e User type (Administrator/User/Supporter),

e A field to add tags to the user, to assist in grouping devices,

e An option to change the user’s password,

e An option to change the user’s permissions,

e A button to resend the confirmation email to the user. Clicking Resend Confirmation
Email will send a request to the user’s email to confirm their email address.
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7.3 Changing the User’s Interface Language

You can use the User Profile window to change the user’s interface language.

User profile »

Ernoll addres
- uatiredix-int.cam

B English (Us)

-

English (US}

Figure 7-10: Selecting the language of the interface

This is convenient for managing many devices, for users who are comfortable in different
languages.

7.4 Granting Administrator Privileges to a User

If a person has only User status, the Users Console icon will not appear in their Overview
Dashboard:
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Figure 7-11: User Interface of Person with only "User" status

If the user’s status is changed to Administrator, the Users Console icon option will
reappear:

= Radi) sl TR 2

5% Dashboard Devices croupan 0 Searct = ¢ + o Cc m|m Sroups |
LD oevices = . - e - Toy-Kiosk = o

0. = ~ Hardware ID Mamo % Email 2 Lask seen & Policy-Kiosk = 3 T
@ commands = 7 Wy e —— Jul 17, 2025, 00 PH

- Users & 0084 # linorga radix 1 irw

Aug 22, 2023, 512 PM

E Repositories

83 Account settings

Figure 7-12: User Interface of person with "Admin" status. Note the "Users" icon in the sidebar

7.5 Changing User Permissions

If you click on Change User Permissions, you will see a full list of permissions that may be
granted to an MDM console user:

Power manage
Packages install
Packages manage
Device location

Advanced messaging

Account config
Device lock
Davice wipea
Policies/Kiosks

Manage device users

Remote execute Profiles
Terming! Profile priority
Edit warkfiow

cHollcBoNoNoNcNoRoNoRolo

ofloNollcNoNoNoRoNoRolo

User permissions ®
Allow all
Telemetry Davice list manage o
Device settings Group Edit
Remote view Fota
Remate cantral Billing

g
;
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Figure 7-13: List of User permissions that can be granted

Note: This list of permissions is the Radix Device Manager console user. The settings do not
affect the user of the local device in your fleet of devices.

Here is a brief description of each type of permission:

e Telemetry: To show/hide device metrics information from the Overview Dashboard.
(See Sections 3.1-3.3.)

e Device settings: To show/hide repository items from Device Settings. (See Section
9.79.7.) The Device Settings option on the Dashboard will be disabled as well. (See
Section 4.1.4.)

e Remote view and remote control: If remote view is enabled, but not remote control,
then the user is only allowed to see the screen of the device but will not be able to
control the device remotely with their mouse. (See Section 4.1.1.)

e Power manage: To show/hide the Shutdown, Restart, and Wake on LAN actions.
(See Section 4.2.1.19, 4.2.1.14, and 4.2.1.23.)

e Packages install: To enable/disable installing apps. (See Section 4.1.2.)

e Packages manage: To allow/disallow the user to start/stop/enable/disable/uninstall
software packages. (See Section 4.2.1.3, 4.2.1.5, and 4.2.1.22.)

e Device location: To allow/disallow viewing the device location. (See Section
4.4.3.7.)

e Advanced messaging: To allow/disallow the Advanced messaging (Section 4.1.3)
and Assets (Section 9.6) repository items.

¢ Remote execute: To enable/disable the Remote execute option. (See Section
4.2.1.12.)

e Terminal: To enable/disable the Terminal option in the Devices console. (See
Section 4.4.3.2.)

o Edit Workflow: This enables/disables the user’s ability to edit workflow items. The
Radix MDM user can view and use the existing workflows stored in the repository but
may not create or edit workflows. (It will still be possible for the user to edit their own
workflows.) See Section 4.1.6.

e Device list manage: To show/hide the actions listed in the Device Dashboard under
the Manage tab. (See Section 4.4.3.10.)

e Group edit: To enable/disable making any changes to a group, such as creating or
deleting a group. (See Section 4.3.8.)

e FOTA: This allows/disallows the user to use the Firmware OTA (=Over-the-Air)
update engine command, to install firmware updates. (See Section 4.2.1.11.)

¢ Billing: To enable/disable access to billing information to the user. (See Section
3.4.2.)

e Account config: To show/hide the account settings on the Overview Dashboard and
shows/hides the panes to access the account settings. (See Chapter 10.)

e Device lock: To show/hide the device lock and unlock actions. (See Section 4.4.3.8.)

e Device wipe: To show/hide the option to wipe a device. (See Section 4.4.3.8.)

e Policies/Kiosks: To show/hide the Policy and Kiosk repository items. (See Section
4.1.5 and Section 4.2.1.8.)
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e Manage device users: To enable/disable the ability to create or remove users from the
device in the Device Dashboard. (See Section 4.2.1.8.4.)

e Profiles: This will allow/disallow the user from creating, editing, or changing the
priority of device profiles. (See Section 5.1, Creating a New Profile)

e Profile priority: This will allow/disallow the user from changing the priority level of
the different device profiles. The Set Profiles Priority button will not appear in the
Profiles console. (See Section 5.4, Setting the Priority of Profiles.)

Note: Any changes to the permissions that you grant to the MDM console users will only take
effect the next time that those users log in or refresh their browser.

7.6 Deleting a User

Clicking on the three-dot menu in the far-right column will allow you to delete the user:
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Figure 7-14: Option to delete a user
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Chapter 8. Device Health Console

When you click on the Device Health icon in the Device Manager sidebar menu, the
following window opens:

= Radix e

2 ahboard Device haalth

[ Deviess
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There are five device health settings options. In the screen capture above, all five of the
options have been employed, and have already been set to the desired parameters. You can
change these parameters at any time.

8.1 Creating a New Device Health Issue

If you wish to create a new Device Health issue, click on the Add new issue icon in the
Device Health Console:

Radix
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The Device Health Console will display a summary of your device health settings, the
system’s reaction, the number of devices involved, and more.
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The following window opens. When you click on the Issue type drop-down list, you receive
the following health issue options:

Health issue x

Issue type i Low remote control battery health check 'I'j'

Low remote control battery healtth check

Low RSSI health check

Threshold

High data usage health check
Report

Network disconnect health check

= Error logs heatth check
Reaction L -1 o ”_. b i o

Flow SELECT |
Massage

User approval

All five of the options have the following options to report any device health issues to the
Radix Device Manager.

e Report: If you check the Report button, a report will be created when one of the
remote devices exceeds the threshold health value.
e Reaction: If you check the Reaction button, you will activate the following three
options, to serve as an additional reaction when a device exceeds the threshold value:
o Flow: This allows you to create a workflow of commands (as in Section 4.1.6,
Workflow) as a reaction to exceeding the device health threshold.
o Message: This sends a text message to the Radix Device Manager device.
o User approval: By clicking this, the user gives approval to receive a
notification when a device health issue has occurred.

We will go through the device health options in turn.

8.2 Low remote control battery health check

When you select this health issue option, the following window opens:
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Health issue X
Issue type Low remote control battery health check

Threshold 15 %

Report

DBQ

Reaction

Flow SELECT
Message body

Message

User approval

You supply a battery threshold level in the Threshold window. In the above example, a
message will be sent to the Radix Device Manager if the battery level on a device drops
below 15%.

8.3 Low RSSI health check

This sets a threshold for the Received Signal Strength Indicator (=RSSI) of the Wi-Fi signal
received by a remote device in decibel-milliwatts. In the example below, an alert is created if
the Wi-Fi signal drops below 60 dBm five times a day or more.
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Health issue X
Issue type Low RSSI health check

Threshold 60 dBm

Frequency 5 times per day

Report ‘:_:)

Reaction ‘-:r)

Flow WiFi On Test ®|°
Message body

Message

User approval ==

8.4 High data usage health check

This setting will send a message to the Device Manager if the data usage on a device exceeds
a threshold amount. In the example below, the threshold was set at 1024 MB per day.
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Health issue X
Issue type High data usage health check

Threshold 1024 MB per day

Report

Reaction
Message

User approval C

8.5 Network disconnect health check

This sends a notification if the remote device disconnects from its Wi-Fi network more than
the threshold value. In the example below, the system will send the Device Manager a
message if a remote device disconnects from the network more than 10 times per day.
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Health issue X
Issue type Network disconnect health check
Frequency 10 times per Day v

Report ‘:_;)

Reaction .-E)

Flow YLP New Workflow ® W

Message body
Message

User approval 9

8.6 Error logs health check
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Health issue X
Issue type Error logs health check

E/[\w\.]+: \b(?:Exception|Error)\b.*
Threshold (In RegEx)

Frequency 5 times per day

Report ‘-D

Reaction C
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Chapter 9. Repositories Console

In the Repositories Console, you can create and/or store software packages, scripts, device
settings, workflows of commands, and more. Once these repositories are stored in the Radix
Device Management system, they can be accessed and applied to selected devices elsewhere
in the Radix Device Management interface.

When you select the Repositories icon in the Radix Device Management Dashboard, the grid
of Repository options is displayed.
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Figure 9-1: Repositories Options

Here is a summary of the Repository options:

Table 9-1: Repository Console Options

Icon Description
= Allows you to upload software packages into the Radix
Packages Device Management interface. These packages can be

installed using the Install Packages command, as
described in Section 4.1.2.

N} Allows you to create a software policy, blocking certain
Policies apps that may have security or performance issues.
These policies can be applied to devices, using the
Policies command. See Section 4.1.5.

Allows you to create a limited set of apps to be used on a
Kiosk device, so that the device functions only as a display in a
kiosk. See Section 4.2.1.8, on how to apply a Kiosk
option to a device.

=] Allows you to create a text message with an image, a
Advanced sound file, a YouTube video, or even an interactive HTML
messaging form. See Advanced Messaging in Section 4.1.3, to see

how an advanced message can be applied to a device.

(4] Allows you to add an asset (= an image or audio file) to

P the Radix Device Management interface, for use in other
consoles.
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o 3 Allows you create a list of settings to be applied to
Device settings selected devices. See also Device Settings in Section
41.4.
D Allows you to create a repository of files to be sent to a
_ device. They are sent with the Send Files command, as
Files in Section 4.2.1.16.
- Allows you to create specific command line arguments or

scripts on a device. See Remote Execute in Section

SERGRECERD 4.2.1.12 for information on how this is implemented.

':I) Allows you to select settings, to be implemented to restore
a device’s system configuration and settings to the latest
Smart recovery system snapshot, or factory settings. See Smart
Recovery in Section 4.2.3.2.
O Allows you to create a Device Enroliment Program

(=DEP) for an Apple device. See also DEP Apple Profile

Dep Apple profile in Section 4.2.2.2.

23 Allows you to create a plist (=property list) file on a
Apple custgm MacOS device. See also Apple Custom Command in
comiman Section 4.2.2.1, on how this plist is executed.
ﬁ Allows you to remotely receive updates to an Android
device’s operating system or apps. See also OTA in
OTA Section 4.2.1.11, on how these OTA updates are applied.
b~y Allows you to create a series of commands to a device, to

be executed sequentially. See also Workflow in Section
4.1.6, on how these Workflows are sent to a device.

& Allows you to create a command, as well as schedule
when to execute the command by means of an assigned
trigger. See also Scheduler & trigger command in
Section 4.2.1.15.

Workflow

Schedule & trigger

9.1 Packages

This allows you to upload a software package from a URL, a file on your computer, a
package from Google Play Store, or an 10S enterprise application. (The user of the device
may have to complete the installation.) See Section 4.1.2, Install Packages.

9.2 Policies

This option allows you to create and apply a software policy to a device, blocking certain
apps or software packages that either cause performance problems or security problems. After
selecting the operating system (Android, i0S, MacOS, Windows, and ChromeOS), you then
specify which apps to block, and how to activate the policy. See Section 4.1.5, Policies.
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9.3 Kiosk

This option allows you to set up a device to be used as a display in a kiosk, such as in a
storefront or hotel. You select particular apps that you want to be part of the kiosk display, as
well as an appropriate background. See Section 4.2.1.8 on how to apply a Kiosk option to a
device.

9.4 Views

The Views repository option allows you to create a Kiosk option where you select allowed
apps and access to single URL on the remote device. See Views in Section 4.2.1.23.

9.5 Advanced messaging

This option sends a text message with an image to a device. The message may be a
“Welcome” message, a holiday greeting, or an emergency alert. See Advanced Messaging in
Section 4.1.3.

9.6 Assets

This option allows you to apply an asset, such as an image or audio file, to a device. This
comes in handy if you wish to create an Advanced Message (Section 4.1.3). You may upload
an audio file or record one using the Radix Device Management interface. You can then use
these images or audio files in other Radix Device Management consoles.

To add a new asset:

1. Click on the Add New button at the lower left corner of the “Assets” screen.
The “New asset” screen opens.
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New asset o x

Set as private i

s repository item will be visible only to this user

Set as read-only
This

CANCEL CONFIRM

2. Assign a name and description to the new asset.
3. If you choose to add an image, click Add Image. You will be prompted to upload an
image from your computer.

4. If you choose to add audio, you have the option of uploading an audio file by clicking
Add Audio File or recording an audio file.

New asset [P

ADD AUDIO FILE Or record ©

Set asread-only
This

be editable only to this user and admin users, and

5. Click on the Set as private button if you want this new image or audio asset to be
visible only to you (the creator of the item) when you log in to the Radix Device
Manager.

6. Click on the Set as read-only button if you want to limit who can edit this asset.
Anyone with Administrator privileges can edit it, while someone with only User
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privileges can only access it and use it but cannot edit it. When you click on Set as
read-only, you will see the lock icon at the top of the screen turn to a “locked”

position &
7. Click Confirm. The new Asset will now appear in the Assets Repository.

9.7 Device Settings

This option allows the Radix Device Management user to create a configuration of device
settings that can be saved and applied to a fleet of devices at once. The settings could include
selecting a type of keyboard, enabling or disabling a screen saver, configuring a printer, or
performing a reset on the device. See also Device Settings in Section 4.1.4.

9.8 Files

This option allows you to assign specific files to be sent to devices. The files can be from a
computer, or from an URL. You will use the Send Files command as detailed in Section
4.2.1.16 for sending files to devices.

9.9 Remote Execute

This allows you to create a command-line command or script and send it to a device. See
Section 4.2.1.12 for more details.

9.10  Smart Recovery

This allows you to select settings to be implemented to restore a device’s system
configuration and settings to the latest system snapshot, or factory settings. See Smart
Recovery in Section 4.2.3.2.

9.11 DEP Apple profile

This allows you to set up a Device Enrollment Program (=DEP) for an Apple device. See also
DEP Apple Profile in Section 4.2.2.2.

9.12  Apple Custom Command

This option allows you to create a plist (=property list) file to be applied to a MacOS device.
See also Apple Custom Command in Section 4.2.2.1, on how this plist is executed.
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9.13 OIA

This allows you to remotely receive updates to an Android device’s operating system or apps.
See also OTA in Section 4.2.1.11, on how these OTA updates are applied.

9.14 Workflow

This allows you to create a series of commands to a device, to be executed sequentially. See
also Workflow in Section 4.1.6, on how these Workflows are sent to a device.

9.15  Schedule & Trigger

This allows you to create a command to be sent to a device, along with a trigger for when to
implement the command. The trigger can be timing, geofencing, a Wi-Fi signal, or upon
startup of the device. See also Scheduler & trigger command in Section 4.2.1.15.
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Chapter 10. Account Settings Console

The Account Settings console will provide an administrator with options to perform changes

to users’ accounts.
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Figure 10-1: Account Settings icon in the Overview Dashboard

When you click on the Account Settings icon in the Overview Dashboard, the Account

Settings window opens.

Account settings

Require users permission for remote control

aat@radiz-intoom

The left-hand side of the Account settings box contains the following options:
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Table 10-1: Account Settings Options

Icon Function
’ﬁ‘ Remote control
i3 Pair with organization domain

D DEP Settings

All VPP Settings

Android for Work

Device Pairing

Report Scheduling

i Custom Columns

~ Health Check Thresholds

1 1 Import Tags

We will go through the options in order.

10.1 Remote Control Option

Clicking on the “Remote Control” icon ¥ in the Account Settings Console gives the Radix
Device Manager administrator the option of being able to control a user’s device, with or
without that user’s permission.

Selecting “Requires users’ permission for remote control” button means that you will only
be able to engage with the user’s device after receiving permission.

Account settings

Require users permission for remate contral (;'!
qatgradix =
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Figure 10-2: Account Settings Console, with permission for remote control option selected

The user will receive a prompt on their device, asking them if they wish to allow remote
control access:

Figure 10-3:Prompt on the users device, to allow remote control of a device

When you enable or disable requiring user permission, you will receive a pop-up notification
in the lower right corner that the account settings have been changed:

Bocount sattings

Figure 10-4: Notification of a successful change to the account

Note: This option is only for users with administrator privileges. If a regular user tries to
change the account settings, they will receive an error message telling them that the account
settings cannot be changed:

Account settings

.

a3

Figure 10-5: Error message for user without Admin privileges
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10.2  Pair with Organization Domain Option

Clicking on the Organization Domain option tells you the present domain name. It allows
you to change the domain name to another valid e-mail address in the organization.

Account settings

Current iated radix-Int.com

To change domain name. please enter a valid organization email account

Organization email account

A mail will be sent to this address for organization domain confirmation (this mail
will be valid for 24 hours)

Iy
B

Figure 10-6: Dialog Box to select a domain

10.3  DEP Settings

There is also an option to use the Device Enrollment Program (=DEP) to connect your
device.
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Account settings X

DEP servers c -+
Server name Creation date Connected devices State

% 1 Sep 9. 2019 1 READY .
Bl 2 Oct 26, 2020 READY E
i Sandbox Nov 4, 2020 READY :
Nov 19, 2020 PENDING_FUBLIC_KEY :
. Production 2020 Dec 14, 2020 1 READY E
Dec 17, 2020 PENDING_TOKEN :
Apr 18, 2021 PENDING _PUBLIC_KEY :
Apr 18, 2021 PENDING _PUBLIC_KEY :

10.4 VPP Settings

This displays existing Apple VPP (=Volume Purchase Program) accounts, allows you to edit
them, or add an additional VPP account.

Account settings

VPP accounts +

Ascaunt nome Lasatian nama Taken axiiee dotn Email
S SYSTEMS Radix LTD Jan 3, 2023
=11}
SHDSYETEMS Tadt Ape 1R 2024
SO SYETEMS SMO SYSTEMS dipr 1B 024

To add a new VPP account:

1. Click on the Add VPP account icon +. The New VPP account dialog box opens.

All rights reserved by Radix Technologies Ltd.

Page 272 © Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

L ]
Rq d IX Account Settings Console

New VPP account *

1. Download token

Apple Business Manager

Download token from your account Apple Schaol Manager

2. Upload VPP token

Upload your VPP token UPLDAD VPP TOKEN |

2. Download a VPP token from the Apple website after entering the Apple ID for your
device.

3. Upload the VPP token from your computer by clicking on Upload VPP Token.

4. Click Confirm to apply the VPP token to your device.

10.5 Android for Work

When you click on the Android for Work icon, you get a prompt to enroll your Android
device. This will enable you to use Mobile Device Manager (=MDM) software on your
Android device in a manner that is secure.

Account settings

Android For Work

After you click on the Enroll prompt, the Google Play app opens:

P Googe Play

Bring Android to Work

L1

After clicking Get Started, you will be prompted for business details:
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Business details

We need some details about your business

Domain name or Business name

Your answer

Enterprise mobility management (EMM) provider

Radix Visa

Previous

Account Settings Console

Once a device is enrolled in Android for Work, you will see the following screen in the

account settings:

Account settings

Android For Work

AFW enterprise name: admin s50

Enterprise ID: LCOTx0s702

R S
| UNENROLL

You can actess afw settings from devices page

fas

10.6  Device Pairing Option

This option adds another level of security to remote devices. When the Radix Device
Manager administrator creates a pairing code, the remote user will have to supply this code
any time they wish to effect a change to the configuration of the Viso Agent app. This feature
lets you narrow down the users and devices, excluding anyone who does not have the pairing
code from changing the configuration of the Viso Agent app.
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Account settings

Use Pairiing code ('j.

10.7  Report Scheduling Option

This sends a weekly report of activity on particular devices to selected users. You can add
several email addresses, as well as select a specific time and day of the week that the report
will be sent.

Account settings

Weekly report O

Set reporbng bme

BUNW m TUE WED THU FRI AT %00

L]

Figure 10-7: Interface to select email addresses, day, and time to send a weekly report

10.8  Custom Columns Option

This option allows you to add or delete columns to be displayed in the other consoles. You
can create your own custom columns or select a new column heading from a list of apps.
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Account settings

Eustom columns

(E) A new colurm

10 M [l

Apps calumng

. Selected apps
duplicate

m
B Contacts
m Bjustes 3

Figure 10-8: Window to select columns to be displayed
To add a new column heading:

1. Click on Add new column. The “Type the column name” textbox appears.

Custom columns

(® Add new column

2. Type in the name for a new column heading and click Save.
The new column heading will now appear among the display options in the other
consoles.

To delete a column that you have added:

1. Click on Add new column. The “Type the column name” textbox appears.
2. Type in the name of the existing column heading that you want to delete and click on

the Delete Column icon ™ .

Account settings

Custom columns

@ Add new column m

D Mo, il_.

Apps columns

n = Remave Selected

......... .

3. At the Delete column prompt, click Yes. The column name will be removed from the
list of columns heading options.

To add a new column from the list of selected apps:
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1. Search for the app from the list, either using the Search bar, or by scrolling through
the options.

Aceount settings
~ "
Appe telummnn
= Pt sttors [——
o
@ " -
L
)
|’ £ 5
Pl
o T
a
.

2. Click on the Add to list icon. The app will now appear in the Selected apps column.

P duckiane Beseoiod aops

Qo ” g oo M

3. Click Save. The new column option will appear in the Column list.

TPU Al w
Imei - Wifi
CPU Info [ Q)]
Ronagroy OMS HostMame
Be6TI9040009775 Printe Workgroup (,)
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Ethernet Mac address
Newline Fw
Touch Controlier Version
WLAN Mac TEST [ Q)]
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Open Camera (App ver)

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX Account Settings Console

10.9  Health Check Thresholds Option

This allows you to define minimum values for battery charge, upload speed, and download
speed.

Account settings

Health Check thresholds

Do o rrirviersu i vialaes that wouse davicss £an work with
15
=5 Mhps

1 Mbps

Figure 10-9: Health Check Thresholds Window

10.10 Import Tags and Labels

There is an option in the Radix Device Manager to import tags and labels to devices, by
uploading a CSV file with these tags and labels. Depending on the syntax you use in the CSV
file, you will be able to change:

e Both the device name and its tags,
e Just the device names, or
e Just the tags.

The advantage of this method is that it allows you to change the names and tags on an entire
fleet of devices with a single command.

Note: This option may not appear in your particular implementation of the Radix Device
Manager.

To import tags and labels to a device:

1. When you click on the Import Tags icon " in the sidebar menu, the following
window opens:
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Account settings X
§ Import tags and labels
m On this page, you have the option to upload a CSV file. This file should specify the tags you wish to assign and the
corresponding label for each device I1D.
D Please ensure that your CSV file adheres to the format outlined below:
Bl my-device-id-1,tagl,my-label-1

my-device-id-2,tag?,my-label-2
my-device-id-3,tagl|tag2|tag3,my-label-3

™
L
Ii\ Replace tags
SELECT FILE & UPLOAD
m
=T
y

2. Click Select File & Upload. You will be prompted to upload a CSV file from your
computer. You should create the file using a simple text editor, such as Notepad. (A
file created using Word or Excel may not work, even if you save it as a .txt file.)

3. If the upload is successful, you will receive a notification that it succeeded in the
lower right-hand corner.

Sumss

File "January_1_devices.csv" uploaded.

10.10.1 Proper Format of the CSV File

For this command to work properly, you must ensure that the parameters in the file are in the
correct format.

This table summarizes the syntax rules:

Action Device ID New Device | Tags to be Syntax
Label Added
Change the Device | my-device-id-1 | my-label-1 tag1,tag2,tag3 | my-device-id-1, tag1|tag2|tag3,my-label-1
Label and Add
Tags
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Change the Device | my-device-id-2 | my-label-2 my-device-id-2,”,my-label-2
Label without
adding tags

Add tags without | my-device-id-3 tag1,tag2,tag3 | my-device-id-3,tag1|tag2|tag3,
changing the
Device Label

Make sure that:

e You separate the fields for Device ID, Device Label, and Tags with a comma. In the
option where you only assign tags, remember to put a comma at the end of the list of
tags, even though you do not intend to assign a label the device.

e There should be no spaces between the various parameters. Spaces are not ignored.

10.10.2 Practical Examples

10.10.2.1 Example 1: Adding Tags and Labels
To illustrate, we will take three devices, assign names, and add tags by means of the Import
Tags option.

1. We have created a group “AEP,” with the following three devices.

Devices, | Saarst = ¥ + = & C om

Devies D 5 08 = 5  MNemel Email Agant varsion Tags = Wifi Loesl
HAWEFDY - e ylpesniciafgmailcam 2EI004125 - rdxga L0
AdfabbéZacit - ra ZE0A0E580 s wep rdxgs AL AL

HAAZO0GE06EE - r Z50A0E5H0 s mna wai i

Initially, the data is as follows:

Device ID Initial Device Label Initial Device Tags
64f6bb92ac7b new, aep

HA195F3Y new, aep
NAA200660686 new, aep

2. Using Notepad, we have created a CSV text file named Gauss.txt, that will change the
Device Labels and add tags to the three devices in our group:

File  Edit  View i

HA195F3Y,"",HA195Gauss
64F6bh92ac7h, kappa|lambda|mu,Carl
NAA280668686), 2ta| theta| iota

3. [If the upload is successful, you will receive a notification that it succeeded in the
lower right-hand corner.

\/ Success
File "January_11_devices.csv” uploaded.
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After uploading the CSV file, the group of devices now appears as follows:

Devlqce_s &4 Biarah = ¥ + =T 3 m
[+ e os = Wm0 Eevail = Apend version o Tegs = Wil Locid
v

HAARGEE068E - 7 250802550 - v w2
e

441 8bOF2 acTh S # Can 2E0BLZSAD e = [ et 192381 i
-

HATRSETY - # HAWEGauss VnamckEgmad.com 251004135 nawsap oy w2 |

I - E

The labels and tags are now as follows:

Device ID Final Device Label Final Device Tags
64f6bb92ac7b Carl new, aep, kappa, lambda, mu
HA195F3Y HA195Gauss new, aep
NAA200660686 new, aep, eta, iota, theta

10.10.2.2 Example 2: Overwriting Tags and Labels
There is also an option to overwrite the existing tags on the devices, by clicking the Replace

Tags box.

Account settings X
i Import tags and labels
m On this page, you have the option to upload a CSV file. This file should specify the tags you wish to assign and the

corresponding label for each device ID.
D Please ensure that your CSV file adheres to the format outlined below:
All my-device-id-1,tagl,my-label-1

my-device-id-2,tag2,my-label-2

P my-device-id-3,tagl|tag?|tag3,my-label-3
iy

U8 Replace tags
L3

SELECT FILE & UPLOAD

(1}
==
L

We will illustrate the use of the Replace tags option, by using the following file, named
Maxwell Overwrite.txt.

All rights reserved by Radix Technologies Ltd.
© Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Page 282

RadixX

Account Settings Console

Note: We will have to retain the tags “new” and “AEP,” so that the devices remain in the
group AEP. If we overwrite the existing tags, the devices will lose the “aep” tag and will no

longer be members of the AEP group.

) - o x
= Gauiss Labelna Maxwell Overwrite.txt +
File Edit View &
HA195F3Y, aep | new, HA195Maxwell
64fobb92ac7b, aep|new|nu|omicron|pi, JamesClerk
NAA28066@686,aep|new|[rho|sigma | tau,
The group AEP will appear as follows in the Radix Device Manager:
D’:"ffs = $ + = @& Cc m
& Devion iD o= 5 Mama Z Emall 2 Agent varsion Togs = wifi Locai
S41E00FacTh - # JamesClark ZEOBOD2560 s - = Sy ndxga 192381 i
HAAZO0ES08BY - ’ 250002560 B " vy 19281
HAIREFIY - # HAIPSMaxwad yposnickggmall.com 251004435 el - Td=ga 192381 ':

Here is a summary of the results:

Device ID Initial Device Label Initial Device Tags
64f6bb92ac7b JamesClerk new, aep, nu, omicron, pi

HA195F3Y HA195Maxwell new, aep
NAA200660686 new, aep, rho, sigma, tau
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Chapter 11. Further Resources

We have surveyed the main functions of the Radix Device Management MDM interface,
giving brief examples of most of the commands and options. However, functionality may
differ, depending on the user’s device, OS version, and permissions.

Throughout the Radix MDM interface, you have the option of completing a Customer
Request Form by clicking on the dialog bubble in the lower left of the screen. Enter your
name, email, and a brief statement of your request, and we will provide a response via email.

= Radi)

Please fill out the form below and we will get

back fo you as soon as possible.

< Name 2
" Name 4467 # pixeld
* Emall 09 Fd
. 10a7eb # My me
Message
b&bes Vs
180 # MEETIH
> Submit
6125¢ s
3 Fd

¥ add tree live chat o your site

e l EA Popup message: Hi - (268) m

Figure 11-1: Customer Request Form

Besides the option to fill out a Customer Request Form, you can also register here for the
Radix weekly webinar. The webinar is held every Monday and Wednesday at 3:00 AM
EST/10:00 AM CET, and 10:00 AM EST/4:00 PM CET. You can also attend a live demo of
the Radix MDM interface.

The Radix website also features a Virtual Assistant, so that you can engage in a live chat to
step you through the product’s capabilities.
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Chapter 12. Appendices
Appendix A—Alphabetical List of Commands

12.1  Methods of Accessing Commands

When using the Radix Device Manager, you will notice several ways of accessing a grid of
commands that can be sent to either a single device, or to a group of devices. The
“Commands Grid” contains many command options, arranged alphabetically. But the actual
commands that are available will differ, depending on how you access the Commands Grid,
or on the operating system of the device you are accessing.

To access the Commands Grid from the Radix Device Management Dashboard:

Method 1: Via the device’s three-dot menu:

1. Click on the Devices icon 'Ij] on the left side of the Dashboard.
2. Click on the three-dot menu on the far right-hand column of any of the devices listed.

The Command Grid opens
= Radi) ' ™
: : = - *
Acvanced menoaging  AFW oste J urwnatell Ghangs sge i gasawons
B3  Desnboara Devices crup an ' Ips
_ e = B
DOevices
=L o= el [I—— Oovicnsativgs  Biasineee
Commard -
9 - EBAFAFOESDCET) / = -] El
- Enabis 1008 et packnpe
& users - Zooisrnosis # My new Bndraia T resciavradmiggmaicem i
dky
. "
B & - 20002005017 # My madiano - B ®
[rn— Watri o
O A 3 L =
| =] b 1
Polces
= o ¥
L ) Battober & nig
drem daw foa ~  wimn camesare

Figure 12-1: Commands Grid as accessed from the device s three-dot menu

Method 2: From the Devices Console Ribbon:

1. Click on the Devices icon 'G] on the left side of the Dashboard.
2. In the list of devices, select a particular device by checking its checkbox in the far-left
column. The icons for commands in the Devices Console Ribbon will become active.

3. The Devices Console Ribbon already has icons for:

e Remote Control of a device,

o Install Package, to install a software package or app on a device,

e Advanced Messages, to send a message that can combine audio and visual

content,

e Device Settings, to adjust a device’s settings,

e Policies, to block or allow particular applications, and

e Workflow, to send a series of commands to be implemented in order.
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4. By clicking on the More actions icon, you can access all other available command

=] I o
= Radix = = = @ ® & - P
e iniiipackoge  Adwesosdimwisog  Dursle seriiigs Peskies wonlien e ““‘1 sisid
- : _ ;
58 Dashboord Devices oroup il 1Doics Sslectad 3 G = G * B Groups
AFWINMN Suninstall  ASple custom command  CRAngs ngent passwaed
D Devices - -
[ -] G- T v Hardware D 2 hiintr Email =
@ o =]
@ commanes o A ERIFSFIEIDCIEH 7 [ — Dap Appis praflis [T
T
Users FeddSA05! ) saclay radig (=
2 Use -] P Y # Wy v Al T ey radindy = | = L]
Enssin smps Eaport tu C5 [ ——
B Repasitones - PInInaIenT £ My medigban radavEmnds | EL]
= - 4
a Acount settings
Kissik Managa usnm Mt
*
x o -
ara [— e v
= 2 )
i e i st

Method 3: From the Device Dashboard:

The Device Dashboard will allow you to access a sizeable number of the available
commands. But only the previous two methods allow access to all available commands.

1. Click on the Devices icon 'Ij] on the left side of the Dashboard.
2. Click on the row of any of the devices listed.

— R d H = [+ i @ Madaw Avni
— a ' 4 preLm i sz + s -
[H] s . = =
28 Oashboam Devices crow: i L] + ( W | B Groups
e
Lo oevices 0. = ~ Hardwaraid M 5 Emad 2 Lant sman Locatian Tags =
©  commands = A EREFSTOEIBCEN / Due 25, 2021 405 PM =
-s  Users m PesdERISTs # My arwe dntrakd Ty ot radte @A eam May & 2003, 1201 PM -y Dear
b
g Repasitories r PICZA00 2005017 # My modiaboe rgdavigradiz-int com den & 20EL DT FH R20R03/ 3485960 L
§  accountsanings i . 308 7 T e 2 |
o
3. The Device Dashboard pops up.
My new Android TV (2cdd5f1f0516) X
- 2l
= Device state Disconnected >
Terminal <
¢ Chrome / V377010906
Storage Memory (MB)
- Repositonas actions a
= a Gallery / V.A0030
. 12668 0868 Sobadule & = =
-, o commal
~ Usea ) ) Usec . oo L
Send message
outof ):m of : System Tracing / V.2 =
mns268 19368
’ Play Storu / V.81891268 chee— L
peviceinfo e ° — Aot _
Manufacturer new  MyDevices e Airscreen/v3a8 Pawer (U]
Model T werv/vaan =
Snednd 0 TvExpress BR / V.3000054
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4. The right-hand pane will allow you access to many of the available commands,
especially under the Repositories actions tab.

Repositories actions =]

INSTALL PACKAGES

POLICIES

KIDSK

DEVICE SETTINGS

FILES

SMART RECOVERY

120V 0w

WORKFLOW

|
|
|
|
|
|
|
|

I REMOTE EXECUTE

Schedule & trigger command &}

Here is a brief reference for accessing all the commands:

12.1.1 Advanced messaging
e Function: This allows you to interact with users using an engaging message that can
contain text, sound, or images.

e Access: The Advanced Messaging feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon under the Advanced message icon,
o The Device Dashboard, under the Repositories actions tab, under Advanced

messaging.
e Further Details: This is discussed in detail in Section 4.1.3, Advanced Messaging.

12.1.2 AFW Install/Uninstall

¢ Function: This allows you to install or uninstall the Android for Work option on your
device.
e Access: The AFW Install/Uninstall feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon under the More options icon.
e Further details: This is discussed in detail in Section 4.2.1.1, Android for Work
(AFW) install/uninstall as well as in Section 10.5, Android for Work.

12.1.3 Apple Custom Command
e Function: This option allows you to execute a plist (=property list) file on a MacOS
or i0S device.
e Access: The Apple Custom Command feature can be accessed by:
o The device’s three-dot menu,
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o The Devices Console Ribbon under the Advanced message icon,
o The Device Dashboard, under the Repositories actions tab, under Apple
Custom Command.
e Further details: This is discussed in detail in Section 4.2.2.1, Apple Custom
Command.

12.1.4 Change Agent Password

e Function: This allows you to change a user’s password.

e Access: The Change Agent Password feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon under the More Actions icon,
o The Device Dashboard, under the Manage tab, under Change Agent

Password.
e Further details: This is discussed in detail in Section 4.2.1.2, Change Agent
Password.

12.1.5 Clear apps cache
e Function: This is useful in situations where a specific app is malfunctioning or not
performing as fast as you would expect. Clearing the app’s cached data will free up
some space in memory and improve performance.
e Access: The Clear apps cache command can be accessed from:
o The device’s three-dot menu,
o The Devices Console Ribbon, from the More Actions icon.
e Further details: This is discussed in detail in Section 4.2.1.3, Clear Apps Cache.

12.1.6 Clear apps data
e Function: This is useful in situations where an app is crashing or displaying other
issues. It clears the user’s history on the device and requires them to log in again. This
typically will solve most performance issues.
e Access: The Clear Apps Data command can be accessed from:
o The device’s three-dot menu,
o The Devices Console Ribbon, from the More Actions icon.
e Further details: This is discussed in detail in Section 4.2.1.4, Clear Apps Data.

12.1.7 Collect logs
e Function: This allows you to create a log file of activities performed on a remote
device.
e Access: The Collect logs command can be accessed from:
o The device’s three-dot menu,
o The Devices Console Ribbon, from the More Actions icon,
e Further details: This is discussed in detail in Section 4.2.1.5, Collect Logs.

12.1.8 DEP Apple profile
e Function: This allows you to set up a Device Enrollment Program (=DEP) for an
Apple device.
e Access: The DEP Apple Profile command can be accessed from:
o The device’s three-dot menu,
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o The Devices Console Ribbon, from the More Actions icon,
o The Device Dashboard, under the Repositories tab, under DEP Apple Profile.
e Further details: This is discussed in detail in Section 4.2.2.2, DEP Apple profile.

12.1.9 Device Alert

This sends a text message alert to an email address, or several email addresses. This option is
one of the commands that you can insert in the Workflow command. To have an alert sent to
a mail address, you enter a valid email address in the textbox and click Enter. You may
choose to send device alerts to several mail addresses.

Device alert X

Add email, then press Enter

radixbett17@gmail.com & radixbett15@gmail.com &

radixbett13@gmail.com &

(¥

The workflow has been performed.

Figure 12-2: Window to send device alert

In the example below of a Workflow, a device will be assigned a Kiosk setting. Upon
completion of that task, a text message will be sent to the email address(es) specified in the
Device Alert command.
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Hew workflow W
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g Device sle
Alert  The device = i in Kiosk mode. B s antadena

. - ]

Figure 12-3: Workflow that illustrates use of Device Alert command

12.1.10 Device Settings
e Function: This option allows the Radix MDM user to remotely adjust a device’s
settings.

e Access: You can access the Device Settings window by
o The device’s three-dot menu
o The Devices Console Ribbon from the Device Settings icon,
o The Device Dashboard, from the Repositories actions tab under Device

Settings.
e Further details: This is discussed in detail in Section 4.1.4, Device Settings.

12.1.11 Disable/Enable Apps

¢ Function: This allows you to remove an app from a device or reinstall it.
e Access: You can access the Disable/Enable Apps command by
o The device’s three-dot menu,
o The Devices Console Ribbon, from the More options icon.
e Further details: This is discussed in detail in Section 4.2.1.6, Disable/Enable apps.

12.1.12 Export Blue Screen Data (Windows Devices Only)

e Function: This sends information about a system crash in Windows. The data comes
in the form of an Excel spreadsheet, listing the Device ID, details of the blue screen
error, and when the blue screen appeared.

e Access: You can access the Export Blue Screen Data command from a Windows
device’s three-dot menu.

e Further details: This is discussed in detail in Section 4.2.3.1, Export Blue Screen
Data.

12.1.13 Export to CSV

e Function: This allows you to export the table of results to an Excel CSV file.
e Access: You can access the Export to CSV command by
o The Devices Console Ribbon, from the More options icon,
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o In the Groups three-dot menu, from the pane of commands on groups,
o In the Commands console, and in other windows where data is displayed.

You can choose to display all columns available, or only the columns currently shown in the
Devices table.

Export to CSV 5

Choosewhich columns to export

(@ All columns

Columns shown in devices table

Figure 12-4: Export to CSV selection options

12.1.14 Firmware update
e Function: This allows you to update the device’s firmware remotely.
e Access: You can access the Firmware Update command from
o The device’s three-dot menu,
o The Devices Console Ribbon from the Device Settings icon.
o The Device Dashboard, under Manage>Firmware Update.
e Further details: This is discussed in detail in Section 4.2.1.7, Firmware Update.

12.1.15 Group Dashboard
e Function: The Group Dashboard command displays the statistics for the devices in
a group.
e Access: This can be accessed from the three-dot menu of a group in the Groups
window.
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len 2 Location Q yLp X
[21, 2023, 9:06 PM  31.82328/35.19256 C + o
i = :
Group dashboard
& @
> =
/ [ ]
Group management Delete

(i}

=2 e €

Advanced messaging AFW install / uninstall Apple custom command
Change agent password Clear apps data Dep Apple profile
e S
Device settings Disable apps Enable apps
B * =]
Export to CSV Firmware update Install package
a ol
Kiosk Manage users Metrics

The Group Dashboard appears as follows:

Group dashbaard B o

{7 cannactiogetericen.

e Further details: Creating and managing groups is described in greater detail in
Section 4.3.8, Grouping Devices.

12.1.16 Group Management
e Function: If you have created a group, but want to perform modifications, use the
Groups Management command tile. This is especially useful for installing
mandatory applications on many devices simultaneously.
e Access: You can access the Group Management command from a Group’s three-dot
menu in the Device Console:
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Figure 12-5: Three-dot menu for the Group "Eldary"
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Figure 12-6: Group Management tile in the Groups commands
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e Further details: The Group Management option is discussed in Section 4.3.8.3,
Group Management Options.

12.1.17 Install Packages
e Function: This allows you to install software packages to a device or fleet of devices.
e Access: The Install Packages feature can be accessed by:
o The device’s three-dot menu
o The Devices Console Ribbon, under the Install package icon,
o The Device Dashboard, from the Repositories tab, under Install Packages.
e Further details: The Install Packages command is treated in Section 4.1.2, Install
Package.

12.1.18  Kiosk

¢ Function: This option allows you to use a device as a display in a kiosk, as in a
storefront or hotel.
e Access: The Kiosk feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under the More actions icon,
o The Device Dashboard, from the Repositories tab, under Kiosk.
e Further details: The Kiosk command is treated in Section 4.2.1.8, Kiosk.

12.1.19 Manage Users

e Function: This allows you to create or remove users on a particular device.

e Access: The Manage users feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon,
o The Device Dashboard, under Manage Users.

e Further details: The Manage users command is discussed in Section 4.2.1.9,

Manage users.

12.1.20 Metrics

e Function: This provides graphical displays of app usage on a device, to see the
frequency with which apps are used on a device.
e Access: The Metrics feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions.
e Further details: The Metrics command is discussed in Section 4.2.1.10, Metrics.

12.1.21 OTA (= Over-the-Air)

e Function: This enables an Android device to receive and install updates to its
operating system or apps, or to dispatch an image of an operating system to a device.
e Access: The feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Repository actions tab, under OTA.
e Further details: The OTA command is discussed in Section 4.2.1.11, OTA.
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12.1.22 Policies

e Function: The Policies option is for blacklisting and blocking apps that have security
issues, and you would prefer that they not run on certain devices.
e Access: The Policies feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under Policies,
o The Device Dashboard, under the Repositories actions tab, under Policies.
e Further details: Creating and applying policies to devices is dealt with in Section
4.1.5, Policies.

12.1.23 Remote Control

¢ Function: The Remote Control option allows you to access a device’s controls
remotely.
e Access: The Remote Control feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon from the Remote icon,
o The Device Dashboard, from the Remote tab.
e Further details: This command is discussed in Section 4.1.1, Remote Control.

12.1.24 Remote Execute

¢ Function: This option is to execute a particular command prompt command or script
on a device.
e The Remote execute feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Repositories Actions tab under Remote
Execute.
e Further details: The Remote Execute command is treated in Section 4.2.1.12,
Remote Execute.

12.1.25 Remove Google Accounts from a Device
e Function: This allows you to remove all Google accounts from a device, or to retain
one.
e Access: The Remove Google Accounts feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Manage tab.
e Further details: The Remove Google Accounts command is treated in Section
4.2.1.13, Remove Google Accounts from Device.

12.1.26 Restart

e Function: This allows the Radix Device Management user to restart a device
remotely.
e Access: The Restart feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Power tab, under Restart.
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e Further details: The Restart command is treated in Section 4.2.1.14, Restart.

12.1.27 Scheduler & trigger command
e Function: This allows you to create a schedule for executing a command, as well as
trigger the command (either by timing, geofencing, Wi-Fi, or upon every startup of
the device).
e Access: The Scheduler & trigger command feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Schedule & trigger command tab.
e Further details: The Scheduler & Trigger Command is treated in Section 4.2.1.15,
Scheduler & Triggers Command.

12.1.28 Screen settings
¢ Function: This allows you to adjust the brightness and volume on flat panel devices.
e Access: The Send Files feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, under the Manage tab.
e Further details: The Screen settings command is treated in Section 4.2.1.16, Screen
Settings.

12.1.29 Send Files

e Function: This allows you to send specific files to a device.
e Access: The Send Files feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Repositories action tab, under Files.
e Further details: The Send Files command is treated in Section 4.2.1.17, Send Files.

12.1.30 Send Message

¢ Function: This command allows you to send a simple text message, with a message
title and body, to a device.
e Access: The Send Message feature can be accessed by:
o The device’s three-dot menu.
o The Devices Console Ribbon, under More actions.
o The Device Dashboard, from the Send Message tab.
e Further details: The Send Message command is discussed in Section 4.2.1.18, Send
Message.

12.1.31 Shutdown

¢ Function: This command shuts the device down remotely.
e Access: The Shutdown feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Power tab, under Shutdown.
e Further details: The Shutdown command is treated in Section 4.2.1.19, Shutdown.
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12.1.32 Smart Recovery (Windows Devices Only)
¢ Function: This allows you to implement settings to repair a Windows device that has
crashed, such as restoring a device’s system configuration and settings to the latest
system snapshot, or factory settings.
e Access: You can access this command from the Devices Console Ribbon, under More
actions.
e Further details: This command is discussed in Section 4.2.3.2, Smart Recovery.

12.1.33 Sound Siren

¢ Function: This option sounds an alarm on the device.
e Access: The Sound Siren feature can be accessed by:
o The device’s three-dot menu, or
o The Devices Console Ribbon, under More actions.
e Further details: The Sound Siren command is treated in Section 4.2.1.20, Sound
Siren.

12.1.34  Tags

e Function: This command allows you to add to or remove tags from a device or user.
Tags can help you create a group of users or devices to which you apply actions
simultaneously.

e Access: The Tags feature can be accessed by:

o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Manage tab, under Tags.
e Further details: The Tags command is treated in Section 4.2.1.21, Tags.

12.1.35 Timeout

¢ Function: You can use this as part of the Workflow command (see Section 4.1.6,
Workflow). When you create a workflow of several commands, the Timeout option
puts a time delay between the commands.

e Access: To access the Timeout command, go to Workflow>Add New
Workflow>Add Command>Time out.

12.1.36 Uninstall Packages

e Function: This command lets you uninstall software packages or apps on a device.
e Access: The Uninstall packages feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions.
e Further details: For more information about the Uninstall Packages command, see
Section 4.2.1.22, Uninstall Packages.

12.1.37  Views

¢ Function: This command allows you to create a specialized Kiosk option for a remote
device, where you select allowed apps and access to single URL on the remote device.
e Access: The Views option can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
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o The Device Dashboard, from the Repositories Actions tab, under Views.
e Further details: This command is dealt with at length in Section 4.2.1.23, Views.

12.1.38 VPP Install/Uninstall
e Function: This allows you to install or uninstall a program via the Apple Volume
Purchase Program (=VPP).
e Access: The VPP Install/Uninstall packages feature can be accessed by the Devices
Console Ribbon, under More actions.

e Further details: For more information about the VPP Install/Uninstall options, see
Section 4.2.2.3, VPP Install/Uninstall.

12.1.39 Wake on LAN

¢ Function: This option allows a device (or group of devices) to be turned on or
“awakened” by means of a network message or a time trigger.
e Access: The Wake on LAN feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, under More actions,
o The Device Dashboard, from the Power tab, under Wake on LAN.
e Further details: This command is dealt with at length in Section 4.2.1.24, Wake on
LAN.

12.1.40 Workflow

¢ Function: The Workflow command allows you to send a series of commands to be
executed, one after the other, to a single device or group of devices.
e Access: The Workflow feature can be accessed by:
o The device’s three-dot menu,
o The Devices Console Ribbon, from the Workflow icon,
o The Device Dashboard, from the Repositories actions tab, under Workflow.
e Further details: The Workflow option is treated at length in Section 4.1.6,
Workflow.

12.2  Pinning and Unpinning Commands

By clicking on the pin icon in the upper right of one of the tiles, you can pin that tile to the
top rows of “favorite” commands.
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You can later remove that command from the Favorites row by clicking on Remove from
favorites. The command tile will revert to its place in the alphabetical list of commands.

Install package

2

Advanced messaging

o

Device settings

y?

Firmware update

Remove Google accounts
from device

&

Send message

Remove from favorites

Clear apps data

=

Disable apps

Kiosk

R

Policies

M
L

Restart

O

Shutdown

|

Device alert

Enable apps

Manage users

>

Remote execute

O

Send files

D

Smart recovery

All rights reserved by Radix Technologies Ltd.

© Radix Device Management User Manual
www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

Rq d iX Appendices

Appendix B: General Devices Console Tile options

12.3  Console Tile Command Editing Options

The Radix Device Management Repository items will have tiles with editable settings. You
can adjust the color of the tile, change the icon displayed, pin it to the top of the screen for
easier access, and more.

Depending on the command, the tile will have either five or six options:

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android

® = /7 1§ ¢

Figure 12-7: Sample Install Package Tile, with five editing options.

Hotel KIOSK

® =« ,2 @ g *

Figure 12-8: Sample Kiosk Tile, with six editing options

Table 12-1: Tile Editing Options

Icon Description
@ Pick Color
P Pick Icon
V4 Edit
L! Clone
[ ] Delete
b Pin to Top

12.3.1 Pick Color

The Pick Color palette icon ® allows you to set a color for the package to be installed, to
distinguish this particular package from the others.
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GeoGebra Graphing

i —
Calculator (V5.0.632.0) B

- " ra.android
Pick color

--- —_—_—
I
I I

12.3.2 Pick Icon

Clicking on Pick Icon & allows you to set an icon for a particular command tile, instead of
the default “Control Panel” icon.

B I ¢ 6 9 @ 2 9 6
ST d da & & B 7
0 B0 L 00 O ¢
(- o © x® i: = ® [ﬂj .43) ultimo

. o . . iU .2

& ® Q » 4 @ & @
(< ©) O ® & R B @ @ — >

: L. e E /7 W #
o ® BF AR O XSO O [T N )
B g 0 %R F X0 HEAEN —
g8 amm 60 B 2 & &% @& N B i
® B E B & g O8 = ﬁ /7 & »

., ——

12.3.3 Edit Icon

“J

Clicking on the Edit icon ’

12.34 Clone

This allows you to create a duplicate of a particular tile.

will allow you to edit the data in the particular command.

Hotel KIOSK

@h/’gg‘l‘;'

The clone will receive the same name as the original setting, with the addition of the suffix

(2):
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Hotel KIOSK (2) Hotel KIOSK

@ = 5 @ §g ® = , @ §g

12.3.5 Delete

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android
Delete

@E/‘EX

This allows you to delete the Install package tile. You will receive a prompt to verify if you
are sure about deleting the tile:

Delete item

Are you sure you want to delete "GecGebra Graphing Calculator ( W5.0.632.0) 7

12.3.6 Pin to Top

This option allows you to pin the command to the top of the Install Package screen, for
easier access. This is handy if you want to install an app on many devices.

GeoGebra Graphing f—
Calculator (V5.0.632.0) B

org.geogebra.android
Pintotop i
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Appendix C: List of All Commands

This is a table of all the Radix Device Manager commands, as well as the operating system
for which they are relevant.

Table 12-2:List of Commands--All Operating Systems

Icon Description Device Operating System

Android | Chrome |iOS MacOS Windows
Advanced Android
Messaging
AFW Android
Install/Uninstall

Apple Custom i0S MacOS
Command

Change agent Android Windows
password

Clear apps cache | Android

Clear apps data Android

Collect logs Android

Dep Apple Profile i0S MacOS

Device Settings Android Windows
Disable apps Android

Enable apps Android

Export Blue Windows
Screen Data

Export to CSV Radix Device Management Interface Feature

Firmware update | Android

" v @ B OO0 000 x & D

Group Dashboard For managing groups of devices/users
/' Group For managing groups of devices/users
Management
= Install Packages | Android i0OS MacOS Windows
Kiosk Android | Chrome |iOS MacOS Windows
o Manage Users Android
a
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K Metrics Android Chrome Windows
;& OTA Android
m Policies Android Chrome |iOS MacOS Windows
g Remote Control Android Windows
> Remote Execute Android Windows
@ Remove Google Android
& | accounts from
device
8 Restart Android iOS MacOS Windows
|-_-1 Scheduler & Android Windows
triggers command
g Screen settings Android
D Send files Android Windows
5 Send message Android | Chrome Windows
(D Shutdown Android i0OS MacOS Windows
:t) Smart Recovery Windows
Q Sound Siren Android
‘) Tags Android | Chrome |iOS MacOS Windows
Timeout Feature in Workflow Command
X
@ Uninstall Android Windows
packages
(| Views Android Chrome |iOS MacOS
‘ VPP iOS MacOS
install/uninstall
@ Wake on LAN Android Windows
T Workflow Android Windows
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Appendix D: Smart Recovery Version Comparison

LITE

DUO

PRO

Change Restore
Mode

Restore at every
boot
Manual restore

Restore at every
boot
Manual restore

Restore at every
boot
Manual restore

Restore System

The baseline

The baseline

The baseline

The latest The latest
snapshot snapshot
Another snapshot | Another snapshot
(you must (you must
provide the provide the
name of the name of the
snapshot) snapshot)
The current
shapshot
Save Changes Save the current Save the current Save the current
system as a system as a system as a

dynamic recovery
point

dynamic recovery
point:
Snapshot name

dynamic recovery
point:
Snapshot name

Snapshot Snapshot
description description
Change Client Enter a new Enter a new Enter a new
Smart Recovery password password password

Password

Confirm password

Confirm password

Confirm password

Register

Registration name
Registration serial
number

Registration name
Registration serial
number

Registration name
Registration serial
number

Uninstall client
Smart Recovery
Password

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Restore to the
latest snapshot
and then
uninstall

Keep the current
state and then
uninstall

Restore to the
baseline and
then uninstall

Restore to the
latest snapshot
and then
uninstall

All rights reserved by Radix Technologies Ltd.

Page 304 © Radix Device Management User Manual

www.radix-int.com | Telephone: 03-9606350



http://www.radix-int.com/

RadixX

Appendices

Appendix E: Remote Execute Command Reference

Here is a list of all Android keyevent commands, for use in the Remote Execute command.
For example, enter “input” as the command, and “keyevent XX as the argument, where
“XX” is the number of the keycode.

0 —= "KEYCODE_UNKNOWN"
1—="KEY¥CODE_MENU"

2 = "KEYCODE_SOFT_RIGHT"

21 = "KEYCODE_DPAD_LEFT"
22 = "KEYCODE_DPAD_RIGHT"

23 = "KEYCODE_DPAD_CENTER"

42 = "KEYCODE_N"
43 —= "KEYCODE_O"

44 = "KEYCODE_P"

63 —=

64—

65 —=

"KEYCODE_SYM"
"KEYCODE_EXPLORER"

"KEYCODE_ENVELOPE"

3 —="KEYCODE_HOME" 24 = "KEYCODE_VOLUME_UP" 45 —= "KEYCODE_Q" 66 —= "KEYCODE_ENTER"
4 = "KEYCODE_BACK" 25 = "KEYCODE_VOLUME_DOWN" 46 —= "KEYCODE_R" 67 —= "KEYCODE_DEL"
5 —="KEYCODE_CALL" 26 = "KEYCODE_POWER" 47 = "KEYCODE_5" 68 —= "KEYCODE_GRAVE™

G —= "KEYCODE_ENDCALL"
T —="KEYCODE_0"

&= "KEYCODE_1"

9 — "KEYCODE_2

10 —= "KEYGODE_3"

11 —= "KEYCODE_4"

12 —= "KEYCODE_5"

27 = "KEYCODE_CAMERA"
28 —= "KEYCODE_CLEAR"
29 = "KEYCODE_A"

30 —= "KEYCODE_B"

3 —="KEYCODE_C"

32 —= "KEYCODE_D"

33 = "KEYCODE_E"

43 = "KEYCODE_T"
49 —= "KEYCODE_U"
50 = "KEYCODE_W"
31 —= "KEYCODE_W"
52 —= "KEYCODE_X"
33 —= "KEYCODE_Y"

54 = "KEYCODE_Z"

69 —=

70—

T1—=

72—

T3-—=

T4 —=

75 —=

"KEYCODE_MINUS"
"KEYCODE_EQUALS"
"KEYCODE_LEFT_BRACKET"
"KEYCODE_RIGHT_BRACKET"
"KEYCODE_BACKSLASH"
"KEYCODE_SEMICOLON"

"KEYCODE_APOSTROPHE"

13 —= "KEYCODE_6" 34 — "KEYCODE_F" 99 —= "KEYCODE_COMMA" 76 —= "KEYCODE_SLASH"
14 —= "KEYCODE_T" 35 = "KEYCODE_G" 56 —= "KEYCODE_PERIOD" 77 —= "KEYCODE_AT"
15 —= "KEYCODE_8" 36 —= "KEYCODE_H" 57 —= "KEYCODE_ALT_LEFT" T8 —= "KEYCODE_NUM"

16 —= "KEYCODE_98"

17 —= "KEYCODE_STAR"

1& —= "KEYCODE_POUND"
19 —= "KEYCODE_DPAD_UP"

20 —= "KEYCODE_DPAD_DOWHN"

37 —= "KEYCODE_I"

38 —= "KEYCODE_J"
39 —= "KEYCODE_K"
40 —= "KEYCODE_L"

41 = "KEYCODE_M"

58 —= "KEYCODE_ALT_RIGHT"
589 —= "KEYCODE_SHIFT_LEFT"
60 —= "KEYCODE_SHIFT_RIGHT"
61 —= "KEYCODE_TAE"

62 —= "KEYCODE_SPACE"

79—

80 —=

81 —=

82—

83 —=

"KEYCODE_HEADSETHOOK"
"KEYCODE_FOCUS™
"KEYCODE_PLUS™
"KEYCODE_MENU"

"KEYCODE_NOTIFICATION"

84 -= "KEYCODE_SEARCH" 85 —= "TAG_LAST_KEYCODE"
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Table 12-3: Useful Remote Execute Commands

Function CMD Arguments Wait | Collect | Run with High
for Output Privileges
Exit

Disable Google Play store pm disable com.android.vending X

Get a list of currently running apps and display | top -nl X X X

result

Open a website using a default browser am start -a android.intent.action.VIEW -d

https://www.radix-int.com

Run using Monkey command monkey | -p org.chromium.webview_shell -c X
android.intent.category.LAUNCHER 1

Clear app data am clear com.android.browser X
To type a string: input text 1234 X
1234

To type a string: input text 12%s34 X
12 34

To simulate the home button input keyevent 3 X
To simulate the menu button input keyevent 82 X
To simulate a tap in screen coordinates 300 x | input tap 300 500 X
550

To simulate a swipe from coordinates 300 x input swipe 300 500 900 600 250 X
550 to coordinates 900 X 600 with speed of

250ms

To simulate a long press with a duration of input swipe 300 500 300 500 1000 X

1000ms in coordinates 300 x 550
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